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Introduction
"We must be

to give up some privacy if it makes
us more secure."

"If you've got nothing to

you shouldn't worry about
government surveillance."

"We shouldn't second-guess security officials."
national emergencies, rights must be cut back,
but they'll be restored later on."

W

e hear these arguments all the time. We hear them in the

conversations we have each day with our family, friends,
and colleagues. We hear them in the media, which is buzzwith stories
government information gathering, such as the

Information Awareness program, the airline passenger screen
ing program, and the surveillance of people's phone calls conducted
by the secretive National Security Agency. We hear them made by
politicians and security officials. And we hear them made by judges
deciding how to balance security measures with people's constitu
tional rights.
These arguments are part of the debate between privacy and
security.
consequences of
debate are enormous, for both
vacy and security are essential interests, and the balance we strike
between them affects the very foundations of our freedom and de
mocracy. In contemporary times-especially after the terrorist attacks
on September 11, 2001
balance has shifted toward the security
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side of the scale. The government has been gathering more informa
tion about people and engaging in more surveillance. Technology is

against major ones. For example, the Fourth Amendment will protect
you when a police officer squeezes the outside of your duffel bag

giving the government unprecedented tools for watching people and
amassing information about them-video surveillance, location

yet it won't stop the government from obtaining all your Google
search queries or your credit card records.
The privacy-security debate

tracking, data mining, wiretapping, bugging, thermal sensors, spy sat
ellites, X-ray devices, and more. It's nearly impossible to live today
without generating thousands of records about what we watch, read,

rela
debate are based on false assump
a

protects privacy. And the law has been shaped
many flawed arguments in the debate, which have influenced leg

buy, and do-and the government has easy access to
how these

islation and judicial opinions.

activities are regulated. But there's a major problem with
debate: Privacy often loses out to security when it shouldn't. Secu

I propose to demonstrate how privacy interests can be better
understood and how security interests can be more meaningfully

interests are readily understood, for life and limb are at stake,

evaluated. I aim to refute the recurrent arguments that skew the

while privacy rights remain more abstract and vague. Many people
believe they mllst trade privacy in order to be more secure. And those

privacy-security debate toward the security side. I endeavor to show
how the law frequently
on the wrong questions,
as wnerner

on the security side of the debate are making powerful arguments to
encourage people to accept this tradeoff.
These arguments, however, are based on mistaken views about

privacy should be protected rather than how it
protected.
Privacy often can be protected
undue cost to security. In mstances
compromises can't be achieved, the tradeoff

what it means to protec.t privacy and the costs and benefits

can be made in a manner that is fair to both sides. We can reach a

so.

better balance between privacy and security. We must. There is too
much at stake to fail.

1 he

debate between privacy and security has been framed incor
tradeoff between these values understood as an all
proposition. But protecting privacy need not be fatal to

security measures; it merely demands oversight and regulation. We
can't progress in the debate between privacy and security because the

A Short History of Privacy and Security

debate itself is flawed.
The law suffers from related problems. It seeks to balance

The law and policy addressing privacy and security is quite extensive,
involving the u.s. Constitution, federal statutes, state constib

privacy and security, but systematic problems plague the way the bal
ancing takes place. When evaluating security measures, judges are
often too deferential to security officials. And the law gets caught up

and state statutes. Quite a number of federal agencies are involved, such
as the Federal Bureau of Investigation (FBI), Central Intelligence
Agency (CV\), National Security Agency (NSA), Department ofHomeSecurity (DHS), Transportation Security Administration (TSA),
and others. There are countless state and local police departments. In
order to understand how privacy and security are balanced, I will first
explain briefly how we got to where we are today.

in cumbersome tests to determine
to oversight and regulation, resulting
in uneven and incoherent protection. The law sometimes stringently
protects against minor privacy invasions yet utterly fails to protect
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The Rise of Police Systems and the FBI

Right to Privacy
People have cared about privacy since antiquity. The Code of

Security is also a universal value, tracing back to antiquity.

Hammurabi protected the home against intrusion, as did ancient

People have long looked to their governments to keep them secure

Roman

law. 1

The early Hebrews had laws safeguarding against sur

from bandits, looters, and foreign invaders. They have also wanted to

veillance. And in England, the oft-declared principle that the home is

ensure social order by protecting against robberies, rapes, murders,

one's "castle" dates to the late fifteenth century.2 Eavesdropping was

and other crimes. But for a long time, many countries lacked police

long protected against in the English common law, and in 1769,

forces. In medicval England, for example, posses hunted down

legal scholar William Blackstone defined it as listening "under walls

and summarily executed them. Later on, patrolling amateurs

or windows, or the eaves of a house, to hearken after discourse, and

protected communities, but they rarely investigated crimes. 7

thereupon to frame slanderous and mischievous tales."3
right to privacy emerged in countries all around the

By the twentieth century, police forces had transformed into or
ganized units of professionals. s In the United States, policing developed

world in many different dimensions. Protections arose against inva

locally at the city and state levels, not nationwide. The rise of the mafia

sions of privacy by nosy neighbors and gossipy newspapers, as well as

and organized crime required law enforcement to find means to

against government searches and seizures. In England, for example,

about what crimes these groups were planning. The government began

idea that citizens should be free from certain kinds of intrusive

to increase prosecution of certain consensual crimes, such as gambling,

government searches developed during the early 1500s.

4

the use of alcohol during Prohibition, and the trafficking ofdrugs. Unlike

In America, at the time of the Revolutionary War, a central

robberies or assaults, which are often reported to the police, these crimes

privacy issue was freedom from government intrusion. The Founders

occurred through transactions in an underground market. Undercover

detested the use of general warrants to conduct sweeping searches of

agents and surveillance became key tools for detecting these crimes.

5

people's homes and to seize their papers and writings. As Patrick

The FBI emerged in the early years of the twentieth century,

Henry declared: "Thcy may, unless the general govemment be restrained

brainchild ofAttorney General Charles Bonaparte. He twice asked

a bill of rights, or some similar restrictions, go into your cellars and

Congress to authorize the creation of a detective force in the Depart

rooms, and search, ransack, and measure, everything you

ment ofJustice (DOJ), but he was rcbuffed both times. 9 Congress wor

drink, and

ried about secret police prying into the privacy of citizens. As one con

wear. They ought to be restrained within proper bounds."6
These sentiments were enshrined into the Bill of Rights. Thc
Fourth Amendment to the

u.s.

gressman dcclared, "In my reading of history I recall no instance where

Constitution prevents the govern

a govemment perished because of the absence ofa secret-service force,
many there are that perished as a result of the spy system."10

ment from conducting "unreasonable searches and seizures." Gov
ernment officials must obtain judicial approval before conducting a
through a warrant that is supported by probable cause. The
Amendment affords individuals a privilege against being com

But Bonaparte was not deterred. He formed a new subdivi
sion of the DOJ called the Bureau of Investigation, and brought in
people from other agencies to staff it. In 1908 President Theodore
Roosevelt issued an executive order authorizing the subdivision.

pelled to incriminate themselves.
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Table 1

Growth of the FBI

Year

1933
1945
2008

Support Staff

353
4,380
1

422
7,422
17,871

J. Edgar Hoover soon took the helm of the Bureau, which was re
named the FBI in 1935. 11
grew
Roosevelt's tenure, the
1).
size of the FBI increased more than 1000 pereent. 12 It has continued
to grow, tripling in size over the past sixty years. 13 Despite its vast size,
Throughout the rest of the

extensive and expanding responsibilities, and profound technological
capabilities, the FBI still lacks the congressional authorizing statute
that most other federal agencies have.
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means of invading privacy have become available to the government.
Discovery and invention have made it possible for the government,
by means far more effective than stretching upon the rack, to obtain
disclosure in court of what is whispered in the closet." He also men
tioned that the Founders of the Constitution "conferred, as against
the government, the right to be let alone-the most comprehensive
of rights and the right most valued by civilized men. To protect
right, every
vacy of the individual, whatever the means employed, must
deemed a violation of the Fourth Amendment."15
In 1934, six years after Olmstead, Congress passed a law to
prohibit wiretapping. 16 But the law was largely ineffective, since it
was interpreted only to preclude the introduction of wiretapping evi
dence in courtP The government could wiretap freely so long as it
did not seek to use the product as evidence at triaL
During World War II and the ensuing Cold War,
gave the FBI new authorization to

The Growth

of Electronic Surveillance

The FBI came into being as the debate over surveillance
entered a new era. 'H~lephone wiretapping technol

in wiretapping. 18 J. Edgar

at the helm of the FBI, ordered wiretapping of hundreds
people, including dissidents, Supreme Court justices, professors,
celebrities, writers, and others. Among Hoover's files were dossiers on

appeared soon after the invention of the telephone in 1876, mak

John Steinbeck, Ernest Hemingway, Charlie Chaplin, Marlon Brando,
Muhammad Ali, Albert Einstein, and numerous presidents and mem

ing the privacy of phone communications a public concern. State

bers of Congress. 19 When Justice William Douglas complained for

legislatures responded by passing laws criminalizing wiretapping.
In 1928, in Olmstead v. United States, the U.S. Supreme

years that the Supreme Court was being bugged and tapped, he
seemed paranoid - but he was r;~I-.~ 20

Court held that the Fourth Amendment did not apply to wiretapping.
was
"There was no searching," the Supreme Court reasoned.
sense
use
no seizure. The evidence was secured
was no entry ot the houses or offices of
"14 Justice Louis Brandeis penned a powerful dissent,
arguing that new technologies required rethinking old-fashioned
notions of the Fourth Amendment: "Subtler and more far-reaching

Protecting National Security: New Agencies and More Surveillance

During the 1940s and 1950s, enormous threats to national
security loomed on the horizon. Concerns about the spread of com
munism and the Cold War with the Soviet Union led to an increased
need for the government to engage in spying and foreign intelligence

~
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gathering. In 1942 President Roosevelt created the Office of Strategic

terns around the country had grown substantially, and the FBI and

Scrvices (OSS) to engage in these activities, but it was eliminated

other federal law-enforcement agencies were increasingly active.

after World War II. Just a few years later, however, President Truman

There wasn't much law regulating how the government could go

revived the OSS's activities by creating the modern CIA with the Na

about collecting information about people.

tional Security Act of 1947.

void, the Supreme Court began boldly interpret

In 1952 Truman created the National Security Agency (NSA)

ing the Fourth and Fifth Amendments to regulate what law-enforce

to handle cryptology-the breaking of encryption codes so
foreign communications collected

ment officials could search and seize as well as how they could ques
a

tion suspects. In 1961, in

a low prohle, and the few in the know

Mapp v. Ohio,

the Supreme Court held that

evidence obtained in violation of the Fourth Amendment must be ex
cluded from evidence in criminal trials. 24 In 1967 the Supreme Court

acronym stood for "No Such Agency."
Domestically, fears grew that communism was a threat not

overruled Olmstead in United States v. Katz, declaring that wiretap

just from abroad but also from within. In the 1950s the FBI began the

ping was covered by the Fourth Amendment. 25 The Court articulated

Counter Intelligence Program (COINTELPRO) to gather informa

a broad test for the scope of Fourth Amendment protection - it would

tion about political groups viewed as national security threats. The

apply whenever the government violated a person's reasonaDle ex

FBI's tactics included secretly attempting to persuade employers to

pectation of privacy." In 1968, just a year after Katz,

enacted

fire targeted individuals, anonymously informing spouses of affairs to

a law to better

surveillance. 26

The law provided

break up marriages, and using the threat of Internal Revenue . . . ,,'"''''''

strict controls on government wiretapping and bugging.

to deter

electronic

Thus, through the efforts of the Supreme Court and Con
was the f\mencan Communist Party,

gress, legal regulation of government information gathering expanded
significantly in the 19608.

and early 1960s, COINTELPRO had expanded its
interests to include members of the civil rights movement and oppo
nents of the Vietnam War.22 Included among these individuals was

Regulating National Security Surveillance

Martin Luther King, Jr., whom Hoovcr had under extensive surveil
lance. FBI recordings revealed that King was having extramarital af

An open question, however, existed for matters of

fairs, and the FBI sent copies of the recordings to King and his wife,

security. Were they to be treated differently rrom regUlar cnm1l1al

threatening that if King failed to commit suicide by a certain date, the

vestigations? In 1972 the U.S. Supreme Court addressed the question

111

a definitive answer. It concluded that the Fourth

recordings would be released publicly.23

Amendment applied to government surveillance for national security,
though the rules to regulate it might differ from those involving ordi
nary crime. 27

Procedure
the 1960s the U.S. Supreme Court, led by Chief Justice

J. Edgar Hoover died in 1972, while still head of the FBI. He

Earl Warren, radically transformed criminal procedure. Police sys

had been its director for nearly fifty years. Many presidents and mem

.1
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bers of Congress had feared Hoover and declined to take him on, but

rights."32 Additionally, the attorney general established a set of guide

a few years after his death, Congress finally decided to take a closer

lines for FBI investigations in 1976. 33 Moreover, major reforms were

look at the FBI, an inquiry spurred by the Watergate scandal and

instituted at the FBI to prevent the kinds of abuses that had occurred

President Nixon's abuses of surveillance. Watergate involved elec

during Hoover's reign as director. The FBI director was limited to a
term of no longer than ten years.

tronic surveillance-the Watergate Office Building was burglarized
in order to bug the phone of the Democratic Party chairman. Some
of the charges in Nixon's impending impeachment involved misuse
of officials at the FBI, the Secret Service, and other agencies to con
duct electronic surveillance for improper purposes.
After Nixon resigned, on August 9, 1974, Congress realized

Receding Fourth Amendment Protection
and the Rise of the Information Age

that it needed to examine more thoroughly the way various govern

the 1970s and 1980s the Supreme Court issued several
decisions narrowing the scope of Fourth Amendment protection. For

ment agencies were engaging in surveillance. Congress formed a spe

example, the Court concluded that there was no reasonable expecta

cial eleven-member committee in 1975 to investigate surveillance

tion of privacy when the police obtained a list of the phone numbers

abuses over the previous forty years. 28 Led by Senator Frank Church,

a person dialed or gathered a person's bank records or peered down

the committee published fourteen volumes of reports and supporting

on a person's property from a helicopter or rummaged through a per
son's trash left out for collection. 34

documents. lbe Church Committee concluded that the government
had engaged in numerous abuses of snrveillance, often targeting peo
ple solely because of their political beliefs. Specifically, the commit

During the 1990s the rise of computers, the burgeoning use of
the Internet and email, and the increasing use of digital records began to

tee declared: "Too many people have been spied upon by too many

pose severe challenges for the federal wiretap statute, which had not

Government agencies and [tool much information has [been 1col

been created with these new technologies in mind. In anticipation of the

lected. The Government has often undertaken the secret surveillance

increasing use ofcomputers, Congress updated its electronic surveillance

of citizens on the basis of their political beliefs, even when those be

law in 1986 with a stahlte called the Electronic Communications Privacy

liefs posed no threat of violence or illegal acts on behalf of a hostile

Act (ECPA). 351bis law aimed to provide protection of email, stored com

foreign power."29 As the committee noted, every president from Frank

puter files, and communications records. Unfortunately, the law has not

lin Roosevelt to Richard Nixon improperly used government surveil

been dramatically restructured since its passage. Changes have been

lance to obtain information about critics and political opponents. 3D

made here and there, but the ECPA remains largely the same. A quarter
of a century after it~ passage, it has gone far out of date.

In part as a response to shocking findings of the Church
Committee Report, Congress passed the Foreign Intelligence Surveil
lance Act (FISA) in 1978. 31 The purpose of FISA was to erect a
cure framework by which the executive branch could conduct legiti
mate electronic surveillance for foreign intelligence purposes within
the context of this Nation's commitment to privacy and individual

The War on Terrorism
Then came the terrorist attacks of September II, 200 I. We
became aware of dangerous terrorist cells within our borders. In an

~
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extremely short time following the September II attacks, Congress

Under our system of law, the Constitution provides me mmlmum
level of privacy protection. A state can't provide

passed the USA Patriot Act of 200 1, which made a series of updates to
ECPA and FISA, generally giving the government greater power to
engage in surveillance. 36 To better facilitate information sharing among
the various federal agencies, many agencies were merged into DHS.

Nor can a federal statute. Other amendments, such as the
(as I'll argue later) the First, protect some dimensions of privacy.
In addition to the Constitution, several federal laws regulate

time, the government engaged in many

certain forms of government information gathering. ECPA regulates

programs. The NSA began wire

wiretapping, bugging, and searches of computers, among other things.
FISA regulates foreign intelligence gathering on foreign agents on

and people abroad. Vari
other busi
ous federal agencies collected records from
nesses for use in data mining.

Privacy, Security, and the Law
Throughout the past century, as we moved into the Information Age,
the government has expanded its arsenal of techniques to protect se
curity. Law enforcement in the past mostly involved searches of
homes, people, and papers. Now the government uses technology to
gather records and data, to engage in audio and visual surveillance,
to track movement. Much law-enforcement activity with implica
for privacy involves "information gathering." I'll use this term
broadly to encompass the wide variety of ways the government can
find out what people are doing, thinking, or planning. In addition to
gathering information, the government also stores it, uses it, analyzes
it, combines it, and sometimes discloses it. All these activities can
threaten privacy.

As the history I have sketched illustrates, the law has re
sponded in many ways to the clash between privacy and security.
Today the government has tremendous power and technological
capabilities to enforce the law and promote security. 'Ine law estab
privacy protections to ensure that the govemment doesn't abuse
its power. The Fourth Amendment to the US. Constitution is the
pnmary
information gathering.

US. soil. Other statutes provide some regulation of government ac
cess to our records, such as cable or health records.
are also state constitutional protections of privacy and
state statutes.
can supply additional privacy protections, though
restrict onlv oolice deoartments within a particular state. They
can't limit FBI agents or
federal law-enforcement officials
even when they're acting within the state. Federal agents arc limited
only by the US. Constitution and federal statutes.
focus will be almost entirely on the U.S. Constitution and federal
Does the law provide a good balance between privacy
security? I believe the answer is no. Lessons learned after previous
surveillance abuses have been forgotten. Protections put into the law
in response to these abuses have been removed. I'll explain how the
law regulating privacy and security works, point out its failings, and
suggest how it can be improved.

A Roadmap
book I shall explore
general issues, and I have organized it
accordingly, devoting
parts to ( I ) values - how we should assess
and balance the values of
the law should address matters of
rights-how the Constitution should protect pnvacy'
technologies  how the law should cope with changing
ll<HlUllctl
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Within each part are chapters exploring various subtopics.

right. The balancing between security and privacy is often conducted

You can read chapters independently of one another.

improperly because the security interest is charaeterized as beneficial
for all society while the privacy interest is viewed as a particular indi
vidual's concern. I contend that privacy should be understood as a
societal value.

Values
I involves the values of privacy and security. How should
we assess and understand these values? Can they be reconciled? How

Times ofCrisis

should we balance them when they conflict? The chapters in this part
are concerned with how wc can better understand what privacy pro
tection entails, how we can more thoughtfully evaluate the costs and

In Part II I examine the law during periods of crisis. When
we're facing a threat to national security, the government frequently

benefits of security measures, and how we can balance privacy and

curtails rights, circumvents laws, and demands greater discretion,

security in a way that isn't skewed too much toward security. Privacy

more secrecy, and less oversight. The chapters in this part demon

is often misunderstood and undervalued when balanced against secu
rity. It is possible to have potent security measures and to protect pri

strate that these special powers and exceptions to the rule of law are
often unnecessary and wrongheaded.

vacy too, since protecting privacy doesn't entail scrapping security

In Chapter 6 I address the "pendulum argument" -that in

measures but demands only that they be subjected to oversight and

times of crisis, we must sacrifice some liberties, which will be restored

regulation.
In Chapter 2 I examine the "nothing-to-hide argument."

when the crisis is over. I contend that this argument has it exactly
backward. In times of crisis, we should be at our staunchest in protect
ing liberty.

Those making this common argument contend that they have noth
ing to hide from the government. I demonstrate why this argument is

In Chapter 7 I critique the "national security argument" _

faulty.

that government information gathering about
Chapter 3 tackles another argument,

in order to increase

u.s.

citizens in the

name of national security should be subjected to less regulation and
oversight than the investigation of ordinary crime. I argue that the

security, we must sacrifice privacy. I call this the "all-or-nothing fal
lacy" because it falsely assumes that privacy and security are mutually

distinction between matters of national security and regular crime is
fuzzy and incoherent.

exclusive.
In Chaptcr 4 I cxplore the "deference argument" -that we

In Chapter 8 I discuss the importance of "crime-espionage
distinction" -separating the rules regulating criminal investigation

should be careful about second-guessing the judgments of security
officials because they have more expertise in dealing with national

from the rules regulating espionage. After September 11, the distinc
tion was significantly dissolved. I argue that the distinction mllst be
kept intact.

security than judges or legislators. Courts often defer to security offi
cials, and I argue that this deference unduly skews the balance be
tween privacy rights and security.
In Chapter 5 I argue that privacy isn't merely an individual

In Chapter 9 I examine how law protecting privacy and other
civil liberties is often violated in times of crisis. A prime example was
. liZ¥:'.;.'.
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the NSA surveillance program, under which the NSA contravened the

argument,
enforcements to establish suspicion
before engaging in a search isn't compatible with efforts to prevent

law by engaging in warrantless wiretapping of phone calls. If we can't
ensure that the law is followed, the rule of law becomes

terrorism. I show that abandoning the suspicion requirement-as em
bodied in warrants and probable cause provides law-enforcement
officials with too much power and discretion and too little oversight.
Part III focuses on constitutional rights. What do our consti

In Chapter 14 I examine whether the exclusionary rule
which makes evidence gathered in violation of the Fourth Amend

tutional rights entail? How do they protect us? Frequently, people think
that constitutional rights protect a lot more than they actually do. As I
explain in this part, numerous government information-gathering ac

ment unusable at trial-is an appropriate remedy, especially when a
heinous crime or terrorist act is involved. I discuss how the
Amendment can be enforced

tivities are completely unregulated. If the Constitution is to provide
for meaningful regulation and oversight of government data gather

In Chapter 15 I argue

ing in the Information Age, then the Supreme Court's interpretations

II tal
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about your speech,

of the Constitution need a radical overhaul.
In Chapter 10 I discuss the latest tools of government
mation gathering, many
scope
pends on whether the government violates privacy, is unduly con

New Technologies
Part IV is concerned with the challenges that new technolo
gies pose for the law. How should the law copc in a world of rapidly
changing technology? In this part I examine the ways statutory law

because the U.S. Supreme Court understands privacy as a
of total secrecy. I call this view of privacy the "secrecy para
digm," and I demonstrate that it is antiquated and flawed.
In Chapter 11 I analyze the "third party doctrine," which

regulates government information gathering and the difficulty of
keeping statutes up-to-date. The best way to protect privacy is never to
lose sight of general principles. To avoid becoming outmoded when
the technology evolves,
pIes rather than specific

holds that whenever a person or business exposes information to an
other entity, no reasonable expectation of privacy remains, and thus no
Fourth Amendment protection applies. In the Information Age, how
ever, an unprecedented amount of personal data is in the hands of third
parties, effectively removing Fourth Amendment protection from it.
Chapter 12 I argue that Fourth Amendment law needs
cases, government activities are unregu
doesn't think "privacy" is involved.
I propose that paradoxically, Fourth Amendment law would do a bet
ter job of protecting privacy by no longer focusing on privacy.

I focus on the Patriot Act, a law many argue
repealed. But what if the Patriot Act were to simply disap
pear tomorrow? Contrary to the conventional wisdom, little would
change.

,

In Chapter 17 I critique the "leave-it-to-the-Iegislature
argument" -that legislatures are better than courts at making the
rules when ncw technologies are involved. I argue that courts must
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remain actively involved in order to ensure that the law keeps up with
new technology.
In Chapter 18 I examine government data mining-the use
databases of personal information to analyze for patterns to deter
mine who is acting suspiciously. Currently, the Fourth Amendment
does not do much to protect against data mining. I distinguish be
tween when the government should be allowed to engage in data
mining and when it shouldn't.
In Chapter 19 I argue that the law doesn't adequately regulate
public video surveillance. In the United Kingdom millions of surveil
lance cameras watch everything people do. Such a system could read
ily be implemented in America-and it currently is being imple
mented in various cities. I explain how the law can provide better
regulation.
In Chapter 20 I critique the "Luddite argument" -that op
position to new security technologies (such as biometric identifica
tion) stems from an aversion to new technology. I argue that concerns
about these technologies are often legitimate. While many of the tech
nologies offer great upsides, they can have catastrophic consequences
if they fail.

p
Values
How We Should Assess and Balance the
Values of Privacy and Security

The Nothing-to-Hide Argument

W

hen the government gathers or analyzes personal informa

tion, many people say they're not worried. "I've got nothing
to hide," they declare. "Only if you're doing
should you worry,
deserve to keep it private."
tnmg-to-hlde argument pervades discussions about
expert Bruce Schneier calls it the "most
privacy. The data

common retort against privacy advocates."1 The legal scholar Geof
frey Stone refers to it as an "all-too-common refrain."2 In its most
compelling form, it is an argument that the privacy interest is gener
ally minimal, thus making the balance against security concerns a
foreordained victory for security. In this chapter, I'll demonstrate how
the argument stems from certain faulty assumptions about privacy and
its value.

'Tve Got Nothing to Hide"
The nothing-to-hide argument is everywhere. In Britain, for example,
the government has installed millions of public surveillance cameras
in cities and towns, which are watched by officials via closed-circuit
a campaign slogan for the program, the government

Values

The Nothing-to-Hide Argument

got nothing to hide, you've got nothing to fear."3

•

My response is "So do you have curtains?" or "Can I see your
credit card bills for the last year?"

•

So my response to the "If you have nothing to hide ... " argu
ment is simply, "I don't need to justify my position. You need to
justify yours. Come back with a warrant."

•

I don't have anything to hide. But I don't have anything I feel
like showing you, either.

to hide."5 Another blogger proclaims: "So I don't mind people want

•

If you have nothing to hide, then you don't have a life.

ing to find out things about me, I've got nothing to hide! Which is

•

Show me yours and I'll show you mine.

why I support [the government's 1efforts to find terrorists by monitor

•

It's not about having anything to hide,
anyone else's business.

•

Bottom line, Joe Stalin would
one have to say more? 12

States, one anonymous individual comments: "If [gov
ernment officials 1need to read my e-mails ... so be it. I have nothing
to hide. Do you?,,4 Variations of nothing-to-hide arguments frequently
appear in blogs, letters to the editor, television news interviews, and other
fornms. One blogger, in reference to profiling people for national se
curity purposes, declares: "Co ahead and profile me, I have nothing

ing our phone calls!"6 Some other examples include:
•

I don't have anything to hide from the government. I don't think
I had that much hidden from the govemment in the first place.
I don't think they care if I talk about my ornery neighbor.1

•

Do I care if the FBI monitors my phone calls? I have nothing to
hide. Neither does 99.99 percent of the population. If the wire
tapping
one of these Sept. II incidents,
8
are saved.

•

On

not being
loved it.

any

it seems easy to
something to hide

some-

Solzhenitsyn declared, "Everyone is
something to conceal. All one has to do is
enough to find what it is.''13 Likewise, in Friedrich Durren
matt's novella Traps, which involves a seemingly innocent man put
On trial by a group of retired lawyers for a mock trial game, the man
inquires what his crime shall be. '''An altogether minor matter,' the

is not of recent vintage. One

1888 novel The Reverberator muses: "If

prosecutor replied .... 'A crime can always be found."'14
One call usually think of something that even the most open

people had done bad things they ought to be ashamed of them

person would want to hide. A~ a commenter to my blog post noted, "If

selves and he couldn't pity them, and if they hadn't done them there

you have nothing to hide, then that quite literally means you arc

was no need of making such a rumpus about other people knowing."!O

willing to let me photograph you naked? And I get full rights to that

I encountered the nothing-to-hide argument so frequently in

photograph-so I ean show it to your neighbors?"15 The Canadian

news interviews, discussions, and the like that I decided to probe the
issue. I asked the readers of my blog, Concurring Opinions, whether
there are good responses to the nothing-to-hide argument. ll I received

privacy expert David Flaherty expresses a similar idea when he ar
gues: "There is no sentient human being in the Western world who
has little or no regard for his or her personal privacy; those who

a torrent of comments:

attempt such claims cannot withstand even a few minutes'
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ing about intimate aspects of their lives without capitulating to the
intrusiveness of certain subject matters."16

be invaded if you're watched by a Peeping 10m, even if no secrets are
ever revealed to anyone. With the disclosure of secrets, the harm is

Such responses attack the nothing-to-hide argument only in

that your concealed information is spread to others. With the Peeping
Tom, the harm is that you're being watched. You'd probably find it

its most extremc form, which isn't particularly strong. In a less ex
treme form, the nothing-to-hide argument refers not to all personal
information but only to the type of data the government is likely to
collect. Retorts to the nothing-to-hide argument about exposing peo
ple's naked bodies or their deepest secrets are relevant only if the gov
ernment is likely to gather this kind ofinformation. In many instances,
hardly anyone will see the information, and it won't be disclosed to
the public. Thus, some might argue, the privacy interest is minimal,
and the security interest in preventing terrorism is much more impor
tant. In this less extreme form, the nothing-to-hide argument is a for
midable one.

Understanding Privacy

creepy regardless of whether the peeper finds out anything sensitive
or discloses any information to others.
There are many other forms of invasion of privacy, such as
blackmail or the improper use of your personal data. Your privacy can
also be invaded if the government compiles an extensive dossier about
you. Privacy thus involves so many different things that it is impossi
ble to reduce them all to one simple idea. We need not do so.
In many cases, privacy issues never get balanced against con
flicting interests because courts, legislators, and others fail to recognize
that privacy is implicated. People don't acknowledge certain problems
because they don't fit into their particular one-size-fits-all conception of
privacy. Regardless of whether we call something a "privacy" problem, it
still remains a problem, and problcms shouldn't be ignored. We

To evaluate the nothing-to-hide argument, we should begin by look
ing at how its adherents understand privacy. Nearly
law or pol-

pay attention to all the different problems that spark our desire to
protect privacy.

involving privacy depends upon a particular understanding of
what privacy is. The way problems are conceived has a tremendous

To describe the problems created by the collection and use
of personal data, many commentators use a metaphor based on

impact on the legal and policy solutions uscd to solve them. As

George Orwcll's Nineteen Eighty-Four. 19 Orwell dcpicted a harrow
ing totalitarian society ruled by a government called Big Brother

the philosopher John Dewey observed, "A problem well put is half
solved."17
What is "privacy"? Most attempts to understand privacy do so
attempting to locate the essence of privacy-its core characteristics
or the common denominator that links together the various things we
classify under the rubric of "privacy." Privacy, however, is too com
plex a concept to be reduced to a singular essence. It is a pluralitv of
different things that do not share one element in common
nevertheless bear a resemblance to each other. 18 For example, privacy
can be invaded bv the disclosure of your deepest secrets. It might also

watched its citizens obsessively and demanded strict discipline. The
Orwell metaphor, which focuses on the harms of surveillance (such
as inhibition and social control), might be apt to describe government
monitoring of citizens. But much of the data gathered in computer
databases isn't particularly sensitive, such as one's race, birth date,
gender, address, or marital status. Many people don't care about con
cealing the hotels they stay at, the cars they own, or the kind of bever
ages they drink. Frequently, though not always, people wouldn't be
inhibited or embarrassed if others knew this information.

Values

The Nothlng..to-Hlde Argument

A different metaphor better captures the problems: Franz

tion people would likely want to hide. As Bruce Schneier aptly notes,

Kafka's The Trial. Kafka's novel centers around a man who is arrested but

the nothing-to-hide argument stems from a faulty "premise that privacy

not informed why. He despcrately tries to find out what triggered his ar

is about hiding a wrong."22 Surveillance, for example, can inhibit such

rest and what's in store for him. He finds out that a mysterious court sys
tem has a dossier on him and is investigating him, but he's unable to

lawful activities as free speech, free association, and other First Amend
ment rights essential for democracy.

leam much more. The Trial depicts a bureaucracy with inscrutable pur

The deeper problem with the nothing-to-hide argument is

poses that uses people's information to make important decisions

that it myopically views privacy as a form of secrecy. In contrast, un

about them, yet denies the people the ability to participate in how

derstanding privacy as a plurality of related issues demonstrates that

used. 20 The problems portrayed

by the Kafkaesque

the disclosure of bad things is just one among many difficulties caused

metaphor are of a different sort from the problems caused by sur

by government security measures. '10 return to my discussion ofliter

veillance. They often do not result in inhibition. Instead, they are

ary metaphors, the problems are not just Orwellian but Kafkaesque.

their information is

problems of information processing-the storage, usc, or analysis
data-rather than of information collection. They affect the power rela

information-gathering programs arc problematic even if

tionships between people and the institutions of the modern state.

no IIltormatlOn people want to hide is uncovered. In The Trial, the prob
lem is not
a suffocating powerlessness and

They not only frustrate the individual by creating a sense of helpless

vulncrability created by the court

kind of relationships people have with the institutions that make im

use of personal data and its
denial to the protagonist of
or
process. The harms arc bureaucratic ones-indifference, error,

portant decisions about their lives.

frustration, and lack of transparency and accountability.

ness and powerlessness, they also affect social structure by altering the

Legal and policy solutions focus too much on the problems
metaphor-those of surveillance-and aren't

One such harm, for example, which I call aggregation, emerges
from the fusion of small bits of seemingly innocuous data. When com

problems-those of informa

bined, the information becomes much more telling. By joining pieces

commentators are trying to
rI" • .,h..,~p" in terms of surveillance

of information we might not take pains to guard, the government can

processing. 21
conceive of the problems "'" •..l,,"'. . .
when, in fact, thcse problems are

glean information about us that we might indeed wish to conceal. For
example, suppose you bought a book about cancer. This purchase
isn't very revealing on its own, for it just indicates an interest in the

The Problem with the Nothing-to-Hide Argument
Commentators often attempt to refute the nothing-ta-hide
by pointing to things people want to hide. But the problem
nothing-ta-hide argument is the underlying assumption that privacy
is about hiding bad things. By acccpting this assumption we concede far
too much ground and invite an unproductive discussion of informa-

disease. Suppose you bought a wig. The purchase of a wig, by itself,
could be
a number of reasons. But combine these two pieces of
information, and now the inference can be made that you have can
cer and are undergoing chemotherapy.
potential problem with the government's harvest of
personal data is one I call exclusion. Exclusion occurs when pcople
are prevented from having knowledge about how information about
1.1IUll!t:!
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them is being used, and when they are barred from accessing and cor

might appear to government officials, and his records didn't reveal the

recting errors in that data. Many government national security measures

reason for thc purchases. Should he have to worry about government

involve maintaining a massive database of information that individuals

scrutiny of all his purchases and actions? Should he have to be con

cannot access. Indeed, because they involve national security, the

cerned that he'll wind up on a suspicious-persons list? Even ifhe isn't

very existence ofthese programs is often kept secret. This kind ofinforma

doing anything wrong, he may want to keep his records away from

tion processing, which blocks subjects' knowledge and involvement, re

government officials who might make faulty inferences from them.

sembles in some ways a kind of due-proeess problem. It is a structural

He might not want to have to worry about how everything he does will

problem involving the way people are treated by government institutions

be perceived by officials nervously monitoring for criminal activity.

and creating a power imbalance between individuals and the govern
ment. To what extent should government officials have such a significant

He might not want to have a computer Hag him as suspicious because
he has an unusual pattern of behavior.

power over citizens? 'rhis issue isn't about what information people want

The problem with the nothing-ta-hide argument is that it fo

to hide but about the power and the structure of government.
A related problem involves secondary use. Secondary use is

cuses on just one or two particular kinds of privacy problems-the

the exploitation of data obtained for one purpose for an unrelated

disclosure of personal information or surveillance-while ignoring

purpose without the subject's consent. How long will personal data be

others. It assumes a particular view about what privacy entails to the
exclusion of other perspectives.

stored? How will it be used? What could it be used for in the future?

It is important to distinguish here between two ways of justify

The potential future uses of any piece of personal information arc

ing a national security program that demands access to personal infor

vast, and without limits on or accountability for how that information

mation. The first way is not to recognize a problem. This is how the

is used, it is hard for people to assess the dangers of the data's being in

nothing-to-hide argument works-it denies even the existence of a

the government's eontrol.
Yet another problem with government gathering and use of

problem. The second manner of justifying such a program is to ac
knowledge the problems but contend that the benefits of the program

personal data is distortion. Although personal information can reveal

outweigh the privacy sacrifice. The first justification influences the

quite a lot about people's personalities and activities, it often fails to

second, because the low value given to privacy is based upon a narrow

reHect the whole person. It ean paint a distorted picture, especially

view of the problem. The key misunderstanding is that the nothing

since records are reductive-they often capture information in a stan

to-hide argument views privacy in a particular way-as a form of se

dardized format with many details omitted.
For example, suppose government officials learn that a per

crecy, as the right to hide things. But there are many other typcs of harm
involved beyond exposing one's sccrets to the government.

son has bought a number of books on how to manufacture metham
phetamine. That information makes them suspect that he's building
a meth lab. What is missing from the records is the full story: '} he

Blood, Death, and Privacy

person is writing a novel about a character who makes mcth. When
he bought the books, he didn't consider how suspicious the purchase

Onc of the difficulties with the nothing-ta-hide argument is that it
looks for a singular and visceral kind of injury. Ironically, this underly
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ing conception of injury is sometimes shared by those advocating
greater privacy protections. For example, the law professor Ann Bar

ing more," people might declare. The government might install more

tow argues that in order to have a real resonance, privacy problcms must

what? Some more cameras watching in a few more places. No big
deal." The increase in cameras might ultimately expand to a more
elaborate network of video surveillance. Satellite

"negatively impact the lives of living, breathing human beings be
yond simply provoking feelings of unease." She urges that privacy
needs more "dead bodies" and that privacy's "lack of blood and death,
or at lcast of broken bones and buckets of money, distances privacy
of

cameras in public places, to which some would respond, "So

be added, as well as the tracking of people's movements. The govern
ment might start analyzing people's bank records. "It's just my depos
its and some of the bills I pay-no problem." The government may

hide argument. Those advancing the nothing-to-hide argument have

then start combing through credit card records, then expand to Inter
net service provider (ISP) records, health rccords, employment re

in mind a particular kind of appalling privacy harm, one where pri

cords, and more. Each step may seem incremental, but after a while,

vacy is violated only when something deeply embarrassing or discred
iting is revealed. Like Bartow, proponents of the nothing-to-hide argu
ment demand a dead-bodies type of harm.
Bartow is certainly right that people respond much more
strongly to blood and death than to more abstract concerns. But if this
is the standard to recognize a problem, then few privacy problems
be recognized. Privacy is not a horror movie, most privacy prob
in dead bodies, and demanding more palpable
harms

In
cases.
be
In many instances, privacy is threatened not by a single egre

government will be watching and knowing everything about us.
an open book," people might say. "I've got nothing
to hide." But now the government has a massive dossier of everyone's
activities, interests, reading habits, finances, and health. What if the
government leaks the information to the public? What if the govern
ment mistakenly determines that based on your pattern of activities,
you're likely to engage in a criminal act? What if it denies you the
right to fly? What if the government thinks your financial transactions
look odd

even if you've done nothing wrong-and freezes your ac

gious act but by the accretion of a slow series of relatively minor acts.

counts? What if the government doesn't protect your information
with adequate security, and an identity thief obtains it and uses it to

this respect, privacy problems resemble certain
which occur over time through a series of small acts

defraud you? Even if you have nothing to hide, the government can
cause vou a lot of

Although society is more likely to respond to a major
pollution by a multitude of different actors often creates worse problems.
Privacy is rarely lost in one fell swoop. It is often eroded over

government doesn't want to hurt me," some might
argue. In many cases, thiS IS
can also harm
people inadvertently, due to errors or carelessness.

time, little bits dissolving almost imperceptibly until we finally begin
is gone. When the government starts monitoring
to
shrug their shoulders and
say, "Ah, it's just numbers, that's all." Then the government might
start monitoring some phone calls. "It's just a few phone calls, noth-

Silencing the Nothing-to-Hide Argument
When the nothing-to-hide argument is unpacked, and its underlying
assumptions examined and challenged, we can see how it shifts the
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debate to its terms, then draws power trom its unfair advantage. The
speaks to some problems, but not to others. It
represents a singular and narrow way of conceiving of privacy, and it wins

The All-or-Nothing Fallacy

excluding consideration of the other problems often raised with gov
ernment security measures. When engaged directly, the nothing-to
hide argument can ensnare, for it forces the debate to focus on its
narrow understanding of privacy. But when confronted with the plu
rality of privacy problems implicated by government data collection
and use beyond surveillance and disclosure, the nothing-to-hide argu
ment, in the end, has nothing to say.

"I'd

gladly give up my privacy if it will keep me secure trom a ter
rorist attack." I hear this refrain again and
The debate is

often cast as an
privacy or a specific security measure.
ment defended

govern
involved secret

wiretapping of phone calls without any oversight. In a congressional
hearing, Attorney General Alberto Gonzales stated: "Our enemy is
listening, and I cannot help but wonder if they are not shaking their
heads in amazement at the thought that anyone would imperil such
a sensitive program by leaking its existence in the first place, and smil
ing at the prospect that we might now disclose even more or perhaps
even unilaterally disarm ourselves of a key tool in the war on terror."l
Notice his language. He's implying that if we protect privacy,
it will mean that we must "disarm" ourselves of some really valuable
security measures. He's suggesting that even terrorists would consider
us crazy for making such a tradeoff.
.~

\,

I constantly hear arguments like this when officials justify se
curity measures or argue that they shouldn't be regulated. They point
to the value of the surveillance and the peril we'd be in without it.
"We're hearing quite a lot of chatter about terrorist attacks," they say.
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"Do you want us to stop listening? Then the terrorists could talk about

I think one reason for the prevalence of the all-or-nothing fal

how they plan to blow up a plane, and we won't know about it. Is a

lacy is that people seem to associate being inconvenienced and being

little privacy really worth that cost?"
Those defending the national-security side of the balance

intruded upon with security. So if the government wants to make
people feel more secure, all it needs to do is make them feel more

often view security and liberty as a zero-sum tradeoff. The legal schol

uncomfortable and exposed. But surrendering privacy doesn't neces

ars Eric Posner and Adrian Vermeule contend that "any increase in

sarily make us more secure.

security requires a decrease in liberty."2 The argument is that security

The all-or-nothing fallacy causes tremendous distortion in

and civil liberties such as privacy can never be reconciled. Every gain

the balance between privacy and security. In fact, I believe that many

in privacy must be a loss in security. Every gain in security must be a

courts and commentators who balance security measures against pri

loss in privacy.
But this argument is flawed. The argument that privacy and

vacy rights conduct the balance wrongly because of this fallacy. They

security are mutually exclusive stems from what I call the "all-or

measure should be barred. On one side of the scale they weigh the ben

nothing fallacy." Sacrificing privacy doesn't automatically make us

efits of the security measure. On the other side they weigh privacy rights.

more secure. Not all security measures are invasive of privacy. More

At first blush, this seems like a reasonable approach- balance

over, no correlation has been established between the effectiveness of

the security measure against privacy. Yet it is quite wrong. Placing the

a security measure and a corresponding decrease in liberty. In other

security measure on the scale assumes that the entire security measure,

words, the most effective security measures need not be the most det

all-or-nothing, is in the balance. It's not. Protecting privacy seldom

rimental to liberty.
So common is the all-or-nothing fallacy that many people

negates the security measure altogether. Rarely does judicial oversight
or the application of the Fourth Amendment prohibit a government

feel safer the more the government invades their privacy. I think of

surveillance activity. Instead, the activity is allowed subject to over

the fallacy as the reaction of people on a sinking boat in the middle of

sight and sometimes a degree of limitation.

cast the balance in terms of whether a particular govemment security

the ocean. Frantic to stay afloat, the passengers start throwing all sorts

Most constitutional and statutory protections work this way.

of things overboard. They think: If we toss stuff overboard, then we'll

The Fourth Amendment, for example, allows all sorts of very invasive

stop sinking. But in their fear, they throwaway a chest of food and

searches. Under the Fourth Amendment, the government can search

water. Meanwhile, the boat was sinking because of a hole that could

your home. It can search your computer. It can do a full body-cavity

have easily been plugged.
Security and privacy need not be mutually exclusive. For ex

search. It can search nearly anything and engage in nearly any kind of

ample, one security response to the September 11 attacks was to lock

doesn't protect privacy by stopping the government from searching; it

the cockpit doors on airplanes. This prevents a terrorist from gaining
control of the plane. Does it invade privacy? Hardly at all. Chasing
down unaccounted-for nuclear weapons abroad is another security

works by requiring judicial oversight and mandating that the govern
ment justify its measures. So under the Fourth Amendment, the gov
ernment can engage in highly invasive searches if it justifies the need
to do so beforehand to a judge.

measure that often isn't invasive of privacy.

surveillance. How can this be so? Because the Fourth Amendment

Values

The All-or-Nothing Fallacy

Like the Fourth Amendment, electronic-surveillance law al

allowed to conduct a wide range of searches when it has a search war

lows for wiretapping, but limits the practice by mandating judicial

rant or court order. So the questions that should be posed are:

supervision, minimizing the breadth of the wiretapping, and requir

Should the government be allowed to read emails and listen to
phone calls without a search warrant or the appropriate court order
required by law to fight terrorism?

ing law-enforcement officials to report back to the court to prevent
abuses. Thus the protection of privacy might demand the imposition
of oversight and regulation but need not entail scrapping an entire

Should the National Security Agency be allowed to intercept tele
phone conversations between terrorism suspects in other countries
and people living in the United States without a court order or

security measure.
Whcn security is balanced against privacy, the entire security
measure shouldn't be weighed against the privacy harms it creates.

judicial oversight?

Sinee protecting privacy involves imposing oversight and regulation
on the initiative, the security side of the scale should gauge only the

The choice is not between a security measure and nothing, but

extent to which such oversight and regulation reduce the effective

between a security measure with oversight and regulation and a secu

ness of the security measure. If, say, judicial oversight and regulation

rity measure at the sole discretion of executive officials. In many cases,

designed to protect privacy result in delays and paperwork and limita

oversight and regulation do not diminish a security measure substan

tions that make a security measure 10 percent less effective, it makes no

tially, so the cost of protecting privacy can be quite low. U nfortunatcly,

sense to balance the entire security measure against privacy. Instead,

the balance is rarely assessed properly. When the balance is measurcd

the balance should be between privacy and the 10 percent decrease in

under the all-or-nothing fallacy, the scale dips dramatically toward the
. security side. The costs of protecting privacy are falsely inHated, and
. : the security measure is accorded too much weight.

the measure's effectiveness.
Far too often, however, discussions of security and liberty fail
to assess the balance this way. Polls frequently pose the question as an
all-or-nothing tradeoff. A 2002 Pew Research poll asked American
citizens:
Should the government be allowed to read e-mails and listen to
phone calls to fight terrorism?3
A 2005 poll from Rasmussen Reports posed thc qucstion:
Should the National Security Agency be allowed to intercept tele
phone conversations between terrorism suspects in other countries
and people living in the United States?4
Both these questions, however, neglcct to account for warrants and
court ordcrs. Few would contend that the government shouldn't be

\i

The Danger of Deference

left to those with a unique understanding of, and responsibility for,
limited public resources, including a finite number of police officers."
In determining whether the program was "a reasonably effective

The Danger of Deference

means of addressing the government interest in deterring and detect
ing a terrorist attack on the subway system," the court refused to exam
ine the data to assess the program's effectiveness. The court declared:

fter the London subway bombing in 2005, New York City of

A

ficials began to worry about the possibility of a similar attack in
New York. The New York Police Department began a program

of random searches of riders' baggage. The searches were conducted
without a warrant, probable cause, or even reasonable suspicion.
The search program was challenged as a
Amendment. 'l he Fourth Amendment allows random searches if
they are "reasonable," a quality that is determined by balancing the
against people's interest in privacy.
security interest depends upon the extent to which
the program effectively improves subway safety. Nobody questions the
importance of subway safety, so the critical issue is whether the search
program is a sufficiently effective way of achieving security to be
worth the tradeoff in privacy and civil liberties.
In MacWade v. Kelly, the U.S. Court of Appeals for the Sec
ond Circuit conducted this balancing act and concluded that the pro
Amendment. The way the
gram was reasonable
court conducted this analysis, however, was problematic. On the
issue of the effectiveness of the subway search program, the court de
ferred to the law-enforcement officials, stating that the issue "is best

We will not peruse, parse, or extrapolate four months' worth of
in an attempt to divine how many checkpoints the City ought
to deploy in the exercise of its day-to-day police power. Counter
terrorism experts and politically accountable officials have un
dertaken the delicate and esoteric task of deciding how best to
marshal their available resources in light of the conditions prevail
ing on any given day. We will not-and may not-second-guess
the minutiae of their considered decisions.!
Was the New York subway search
it About 4.5 million passengers ride on New York subways every week
more than 450 subway stations. 2 A small number
of random searches seems more symbolic than effective because the
odds of the police finding terrorists are very low.
Under the program, a person can walk away rather than be
searched. Any terrorist who isn't foolish would leave the station and
walk about ten blocks to another station, where
wouldn't be occurring, since searching is
each day.

to a

stations

government argued that the program would deter terror
ists from bringing bombs onto subway trains. But nearly any kind of
security measure can arguably produce some degree of deterrence.
The key issue, which the court didn't analyze, is whether the program
would lead to deterrence significant enough to outweigh the curtail
ment of civil liberties.
Deference is a
security and privacy.

it comes to balancing
not take a know-it-all

Values

The Danger of Deference

attitude, they shouldn't defer on such a critical question as a security
measure's effectiveness. The problem with many security measures is

blocks of a free and democratic society. At many times, Pos
ner, Vermeule, and other strong proponents of security seem to focus

that they are not wise expenditures of resources. In addition, they
costs in terms of people's privacy and civil liberties. Holding

almost exclusively on what would be best for security. But the objec
tive should be establishing an optimal balance between security and

them up to thc bright light and scrutinizing them is a way to make
courts, however, are reluctant to second-guess the judgment of secu

liberty. Although such a balance may not promote security with max
imum efficiency, that is one of the costs of living in a democracy as
opposed to an authoritarian political regime. The executive

rity experts. In this chapter, I argue that courts should not defer to

may be the appropriate branch for developing security measures,

government's security experts.

does not make it the most adept branch at establishing a balance
between security and liberty.

sure they are truly effective enough to be worth the costs. Many

Does the Executive Branch Have Greater
Competence in Security?
Judge Richard Posner argues that judges should defer to the exeeutive
branch when it eomes to assessing security measures because judges
"aren't supposed to know mueh about national security."3 Likewise,
his son Eric Posner, joined by fellow legal
declares that "the executive branch, not Congress or the judicial
.
d l'b
lldUC;Ull between securIty an
I erty. "4
TI1C

problem with deference is that, historically, the execu

tive branch hasn't always made the wisest national seeurity decisions.
Nonetheless, Posner and Vermeule contend that notwithstanding its
mistakes, the executive branch is better at making these decisions
than are the judicial and legislative branches. "Judges are generalists,
they observe, "and the political insulation that protects them from cur
rent politics also deprives them of information, especially information
security threats and necessary responses to those thrcats."
Posner and Vermeule argue that during emergencies, the "novelty of
the threats and of the neeessary responses makes judieial routines and
evolved legal rules seem inapposite, even obstruetive.'"
"Judicial routines" and "legal rules," however, make
eornerstone of due proeess and the rule oflaw-they are the central

In our constitutional democracy, each branch has a role to
play in making policy. Courts proteet constitutional rights, not as ab
solute restrictions on executive and legislative policymaking but as
important interests to be balanced against government interests.
. C_____
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involve assessing the weight of the government's interest, a particular
measure's effectiveness in protecting that interest, and the extent to
which the government interest can be achieved without unduly in
fringing upon constitutional rights. For balancing to be meaningful,
courts must scrutinize both the security and the liberty interests.

If courts fail to question the efficacy of security measures,
then the security interest will prevail nearly all the time. Preventing
an immensely heavy weight, and any given security
measure will provide a marginal advancement toward that goaL At
this point, it is futile to look at the civil liberties side of the balance.
government side has already won.
Proponents of deference argue that if courts didn't defer,
they'd be substituting their judgment for that of executive officials,
who have greater expertise in understanding security issues.
expertise in national security, however, is often not necessary for bal
ancing security and liberty. Judges and legislators should require the
experts to persuasively justify the security measures they advocate. Of

The Danger of Deference
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overstated. For example, many

course, in fields such as rocket science, nonexperts
comprehend the concepts. But
not automatically assume that the experts
know best Judgments made by experts can be based on unexam

people fear being killed in a terrorist attack, but based on statistics
from terrorism in the United States, the risk of dying from terrorism is
minuscule. According to the political scientist John Mueller, "Even

ined customs and assumptions. The process of making experts justify

with the September 11 attacks included in the count ... the number

their decisions is an important one, for if the experts can't convince

of Americans killed by international terrorism since the late ] 960s

judges that their decisions are wise, then there's a good chance that

(which is when the State Department began its

they aren't wise. A sound policy should have a sound justification.
Moreover, the deference argument conflates evaluating a

or
the same as the number killed over the same
deer, or by severe allergic reactions to peanuts."6

particular security measure with creating such a measure. When
a security measure, they aren't creating their own ideal

Add up the eight deadliest terrorist attacks in U.S. history, and
they amount to fewer than four thousand fatalities.? Tn contrast, flu

proposal but are forcing government officials to explain and justify

and pneumonia deaths are estimated to be around sixty thousand an

their policies. The point of judicial review is to subject the judgment

nually. Another forty thousand die in auto accidents and other unin

of government officials to critical scrutiny rather than to blindly ac
cept their authority.
Whenever courts defer to the government on the effectiveness
to
measure passes
government on
is an abdication of the well-established
muster.
Constitution.
role the judiciary to interpret the

u.s.

tentional injuries each year. s Based on our experience
thus far, the risk of dying from terrorism is low on

of

fatal risks.
events and media attention can cloud a rational
assessment of risk. The year 2001 was notable not just for the Septem
ber 11 attacks. It was also the summer of the shark bite, when exten
sive media coverage about shark bites led to the perception that such
attacks were rising dramatically. But there were fewer shark attacks
200 I than in 2000 and fewer deaths as well: tour m

Assessing the Security Threat
Tn order to balance security and liberty, we must assess
two compo
of the security measures to ad
dress it. It is often assumed without question that the security threat
from terrorism is one of the gravest dangers we face in the modern
world. But this assumption might be wrong.
Assessing the risk of harm from terrorism is difficult because
terrorism is such an irregular occurrence and is constantly evolving.
If we examine the data from previous terrorist attacks, however,

. with thirteen in 2000. 9 And regardless of which year had more deaths,
the number is so low that an attack is a freak occurrence.

It is true that our past experience with terrorism might not be
a good indicator of the future. More treacherous terrorism is possible,
such as the use of nuclear or biological weapons. This complicates
our ability to assess the risk of harm from terrorism. Moreover, the
intentional human conduct involved in terrorism creates a sense of
outrage and fear that ordinary deaths don't engender.
must be taken
account, even if such fear is irrationally high in
relation to
events, such as dying in a car crash. But en
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The Danger of Deference

lightened policy must not completely give in to the irrational fear of

probably too high), albeit in a deceptive manner (as the program

the moment. It should attempt to quell the fear, but it must do so

did not add much in the way of security). The security expert Bruce

thoughtfully.

Schneier calls such measures "security theater," for they constitute an

Nevertheless, most policymakers find it difficult to assess the
threat of terrorism judiciously. In the face of widespread public panic,
it is hard for government officials to make only moderate changes.
Something dramatic must be done, or political heads will roll. Given
the difficulty of assessing the security threat rationally, it is imperative
that the courts meaningfully analyze the effectiveness of security
measures. Even if panic and fear might lead to overstating the gravity
of the threat, we should at least ensure that the measures taken to
promote security are sufficiently effective to justify the cost.
Unfortunately, rarely do discussions about the sacrifice of

elaborate exercise in playacting to create the appearance of security.
Schneier writes:
Security theater refers to security measures that make people feel
more secure without doing anything to actually improve their
security. An example: the photo ID checks that have sprung up
in office buildings. No-one has ever explained why verifying that
someone has a photo ID provides any actual security, but it looks
like security to have a uniformed guard-for-hire looking at 10
cards. 10

civil liberties explain why security benefits can't be achieved in other

Is security theater legitimate? Calming public fear is certainly
a good thing, but the problem is that security theater is a lie. I believe

ways and why such a security measure is the best and most logical one

that most people would rather know the truth than feel better through

to take. Little scrutiny is given to security measures. They are often

deception. Meaningful protection of rights requires that they be sacri

just accepted as a given, no matter how ill-conceived or ineffective

ficed only when security measures are really effective. Rights shouldn't

they might be.

be sacrificed for lies, no matter how noble the intention behind the
lies might be.

Security Theater
Some ineffective security measures, such as the New York City sub

Why No Deference Is Good for Security

way search program, are largely symbolic. The subway searches arc

Not only is a policy of no deference better for privacy rights, it is also

unlikely to catch or deter terrorists because they involve only a minus

better for security. If security officials know they'll have to justify their

cule fraction of the millions of daily passengers. Terrorists can easily

policies, they might be more careful about which ones they decide to

turn to other targets or attempt the bombing on another day or at an

Use. Judicial scrutiny ensures that security officials do their jobs well
and are accountable.

other train station where searches aren't taking place. The vice of
symbolic security programs is that they result in needless sacrifices of
liberty and drain resources from other, more effective security measures.
Nevertheless, these programs have a virtue-they can ame
liorate fear because they are highly visible. Ironically, the subway search
program's primary benefit was alleviating people's fear (which was

If we give up some privacy for security, we should at least get
OUr money's worth, not placebos or empty symbolic measures. Judi
cial scrutiny demands that judges ask security officials: Are your secu
rity measures better than the alternativ.es? Are there other measures
that invade privacy less?

Values

We shouldn't have to just accept what others tell us and not
ask questions. That isn't what rights are about. Rights are freedoms
that are important enough for us to demand that courts grill the ex
perts. In the end, the experts may be right. But when we're asked to
sacrifice our rights, we should make sure the experts have thought
everything through.

Why Privacy Isn't Merely an
Individual Right

, suppose the government believes that you might be smuggling
· .'
weapons. It wants to track your movements. You have an Apple
iPhone, and the government can have AT&T pinpoint where
· you are at nearly all
(assuming the phone is turned on). A cell
phone can work somewhat like a global positioning system (CPS)
. device. The cell phone towers must be able to locate your cell phone,
and they do it through a process called "triangulation." Three cell
towers stay connected to your phone at all times to determine
precisely where you are.
On the security side of the scale, the government's interest in
;stopping the smuggling of weapons is very important: Dangerous un
:,;luthorized weapons can threaten all of society, and stopping them
makes us all safer. On the privacy side of the scale, what gets weighed
!s your individual interest in the privacy of your whereabouts. So the
balance is between the safety of society versus one person's privacy
the likely outcome is that the security side will win.
In this chapter, I argue that the balance shouldn't just focus
on your privacy-it should weigh privacy of location for everybody in
. Privacy should
understood as a societal value, not just an
· individual one.

Values

Not Merely an Individual Right

Privacy as a Societal Value

tional accounts of individual rights. The social theorist Amitai Etzioni,
for example, contends that privacy is "a societal license that exempts a
category of acts (including thoughts and emotions) from communal,

'PrIvacy is inherently personaL The right to privacy recognizes the sov
ereignty of the individual."l These are the words of one court, but
they reflect the views of many in and out of the courtroom. For ex
ample, the legal scholar Thomas Emerson states that privacy "is based
upon premises of individualism, that the society exists to promote the
worth and the dignity of the individual. ... The right of privacy ... is
essentially the right not to participate in the collective life-the
to shut out the r>A1Tl1Tll1nih
understood as protecting
against the incursion of society based on respect for the
individual's autonomy. Many theories of privacy's value construe pri
vacy in this manner. For example, Charles Fried argues that privacy is
one of the "basic rights in persons, rights to which all are entitled
equally, by virtue of their status as persons.... In this sense, the view
is Kantian; it requires recognition of persons as ends,
overriding of their most fundamental interests for the purpose
imizing the happiness or welfare of all."3
sees privacy rights as individual rights. The
U.S. Supreme Court has held that Fourth Amendment rights belong
only to thc person whom the government is searching. For example,
suppose you put somc things in your friend's bag. The police illegally
search it and find your things. The pol icc want to use thcse things to
prosecute you. Does the Fourth Amendment protect you?
No. According to the Supreme Court,
this search -even though it was improper- because it wasn't your
bag. 4 The reasoning is that your rights weren't violated. The search
was of your friend, and it involved rights belonging to your fricnd.
Suprcme Court sees rights as individual possessions, and since
your friend's rights don't belong to you, you're out of luck.
Communitarian scholars launch a formidable critique oftradi-

public, and govcrnmental scrutiny." For Etzioni, many theories of
privacy treat it as sacrosanct, even when it conflicts with the common
good. According to Etzioni, "privacy is not an
does not trump all other rights or concerns

the common good."

He goes on to demonstrate how privacy interferes with greater social
interests and contends that privacy often, though not always, should
lose out in the balance. s
Etzioni is right to critique those who argue that privacy is an
individual right that should trump social interests. 'Ine problem, how
ever, is that utilitarian balancing between individual rights and the
common good rarely favors individual rights-unless the interest ad
vanced on the side of the common good is
win when its interests arc balanced against those of the individual.
however, views individual rights as being in tension
with society. Thc same dichotomy between individual and society
. that pervades liberal theorics of individual rights also pcrvades Et
zioni's communitarianisIIl. Etzioni views the task of communitarians
as "balanc[ingJ individual rights with social rcsponsibilities, and indi
Viduality with cOIIlIIlunity."6 Such a view assumes that individual and
societal interests are conflicting.
Dewey proposed an alter
native theory about the relationship between individual and society.
.For Dewey, the good of individual and the good of society are often
interrelated rather than antagonistic: "We cannot think of ourselves
.save as to some extent social beings. Hence we cannot separate the
idea of ourselves and our own good from our idea of others and of
their good."7 Dewey contended that the value of protccting
rights emerges from their contribution to society.

Values

Not Merely an Individual Right

vidual rights are not trumps but are protections by society from its intru

Surveillance of Movement

siveness. Society makes space for the individual because of the social
benefits this space provides. Therefore, Dewey argues, rights should

Let's return to the issue I began the chapter with

be valued based on "the contribution they make to the welfare of the

wants to track your location. Although you're the one raising the court

community." Otherwise, in any kind of utilitarian calculus, individ

challenge against the surveillance, the court shouldn't focus its bal

ual rights wouldn't be valuable enough to outweigh most social inter

ance just on protecting you. At stake in the case are not just your
rights but everybody's rights to the privacy of their movement.

ests, and it would be impossible to justify individual rights. Dewey
argued that we must insist upon a "social basis and social justifica
tion" for civilliberties. 8

the government

If the court focuses merely on your individual rights, the bal
. ance becomes skewed. Suppose you rcally are guilty of smuggling

Like Dewey, I contend the value of protecting the individual

weapons. On one side of the scale is your ability to exercise your right

is a social one. Society involves a great deal of friction, and we are

to privacy in order to carry out a crime. On the other side is society's

constantly clashing with one another. Part of what makes a society a

interest in maintaining safety and order. Society clearly wins if the
balance is understood in this way.

good place in which to live is the extent to which it allows people
freedom from the intrusiveness of others. A society without privacy

Even if you're innocent, the balance is hard for you to win.

protection would be oppressive. When protecting individual rights,

Stopping the smuggling might save countless lives. So what if your

we as a society decide to hold back in order to receive the benefits of

privacy is violated? If the government made a mistake and tracked

creating free zones for individuals to flourish.

your movements when you were innocent, it will soon realize its

As the legal theorist Robert Post has argued, privacy is not
merely a set of restraints on society's rules and norms. Instead, privacy

error. The government could send you an apology note, saying:

constitutes a society's attempt to promote civility.9 Society protects
privacy as a means of enforcing order in the community. Privacy
isn't the trumpeting of the individual against society's interests but the
protection of the individual based on society's own norms and values.
Privacy isn't simply a way to extricate individuals from social con
trol; it is itself a form of social control that emerges from a society's

We're sorry we violated your privacy. But we had a really important
need to investigate the smuggling of weapons. Stopping this crime
can save many lives. Once we discovered you were innocent, we
ceased our surveillance of you. We realize you might have been
harmed by this, but think of how much good your sacrifice did for
society. Sometimes you have to take one for the team. Thank you.
Fondly,

norms. It is not an external restraint on society but an internal dimen
sion of society. Therefore, privacy has a social value. When the law pro

The Government

tects the individual, it does so not just for the individual's sake but for

Keeping you safe and secure, since 1789

the sake of society. Privacy thus shouldn't be weighed as an individual
right against the greater social good. Privacy issues involve balancing
societal interests on both sides of the seale.1O

The problem with this argument is that you're not the only
harmed by this practice. The power of the government to engage
this kind of surveillance without adequate oversight affects every

Values

one. It shapes the kind of society we live in. Moreover, the govern
ment can engage in systemic surveillance that dramatically increases
its power and has widespread effects on people's freedom.

p

Many of the most important Supreme Court cases were
brought by some rather unsavory criminals. They might have done
some awful things, and they might not be heroes, but they are cham
pions of the law. Many of them probably fought only for their own
selfish interests. If asked why they were fighting, many might have

Times of Crisis

said: ''I'm fighting for my rights!" But their cases affected us all, and

How the Law Should Address MaHers of

shaped the meaning of our Constitution. They didn't just fight for
their rights. They fought for the rights of all of us.

National Security

New Technologies

Skepticism about Data Mining
The government is currently seduced by data mining. It is not clear,
however, that data mining warrants the attention and resources it cur
rently receives. When we balance privacy and security, the goal
should be to select the most effective security measures and to ensure
they are properly regulated and overseen. The case hasn't been made
that data mining is effective. Adequate ways to regulate and oversee it

The Luddite Argument, the
Titanic Phenomenon, and the
Fix-a-Problem Strategy

haven't been proposed. Its lack of transparency serves as a major im
pediment to any meaningful balancing of its security benefits and pri
vacy costs.
One day, data mining might become an effective security
tool. But for now, proponents of data mining must justify how its prob
lems can be addressed and why it is better than alternative, less trou
blesome security measures. They haven't done so thus far.

T

here's a major push going on to improve the accuracy of iden

tification. New technologies of biometric identification are
being developed and promoted, based on physical characteris

tics such as DNA, voice, and eye patterns. Once biometric identifica

tion is perfected, supporters argue, people will no longer be able to
engage in fraud and pretend to be people they aren't.
When one points out privacy concerns, proponents reply that
we should embrace new technology, not resist it like Luddites. But
in many contexts, those who rush to embrace new technologies fail
to heed what I call the "Titanic Phenomenon." The designers of
the Titanic had such hubris, such dead certainty of its unsinkability,
that they didn't provide enough lifeboats. While many new security
proposals have great upsides, proponents are not giving adequate
thought to the consequences if they fail. These consequences can
prove catastrophic.
In this chapter, I'll explain the paradox at the core of the Ti

tanic Phenomenon-the very things that make new technologies
preferable to older ones ironically become their greatest liabilities.
We shouldn't resist new technology, but we must be more cautious in
how we implement it.

The Luddite Argument

New Technologies

The Promise and Perils of Biometric Identification
For quite a long time, politicians have been concerned about how
easy it is to obtain a fraudulent driver's license or to otherwise spoof
identity. In 2005, in an effort to provide greater security from terrorCongress passed the Real ID Act, requiring states to demand
more verification documents before issuing driver's licenses.! The act
has proven costly for states, resulting in considerable backlash.
Proposals for improved identification keep popping up, a re
cent example being a proposal by Senators Charles Schumer and
Lindsey Graham. Under their proposal, all U.S. citizens and legal
immigrants would have to possess a special biometric
card to obtain jobs. These cards would be issued by regional Social
Security offices. The cards would be "tamper proof."2
Biometric identification promises more accurate security.
Technology exists to identify people based on various immutable
bodily features and characteristics, such as one's retina pattern, gait,
facial features, and even body odor. The idea of using biometrics
began with a French police official named Alphonse Bertillon, who

1883 developed a system of identification based on bodily mea
the shape of one's head,
surements such as the length of
tattoos, and sears.3 The most common form of biometric identifica
tion today remains the fingerprint.
person's fingerprint is
unique, states Michael Chertoff, the former secretary of the Depart
ment of Homeland Security, fingerprints "make ideal identifiers or
stated,
ways we can separate real people from impersonators.
fingerprints do not lie."4
Proponents of biometric technology argue that we shouldn't
let terrorists get fake IDs. They argue that our identification system is
the Stone Age and that we need to modernize it with new technol
ogy. According to the sociologist Amitai Etzioni, "If individuals could
be properlv identified. public safety would be significantly enhanced

and economic costs would be reduced
lows us to be identified by our body parts,
might obviate the need to carry around a card or identification docu
ment. We can just look into an eye scanner or touch a pad.
Privacy advocates argue that a national identification system
will give the government too much power. Historically, national iden
tification systems have been used for pernicious purposes, such as
rounding up people for genocide. An identification system can read
ily become a tool for greater government surveillance and can be
used to track people's movement. 6
I'm sympathetic to some of these arguments, but the point I
want to make about the Titanic Phenomenon addresses what I call
argument made by many security
proponents that those opposed to new security technologies are Lud
dites, a term originally used for a group who protested the mechaniza
tion of the Industrial Revolution in the nineteenth century.
art Baker, the former assistant secretary for policy at the Department
of Homeland Security, argues: "I have no sympathy for privacy cru
saders' ferocious objection to any new government use of technology
and data." He continues: "[W]e can no longer afford the forced in
efficiency of denying modern information technology to govern
ment." He then charges that privacy advocates are Luddites who
"sound alarm after alarm" with the slogan "Change is bad."7

The Titanic Phenomenon
If we are

Phenomenon, we should think about
a new
the consequences of what can go wrong before
technology. There's a common saying that "the
are, the
harder they fall." Biometric data is taking identification to a
new level, and I'm not sure we're ready for it. In addition to the con
cerns privacy advocates raise about government power, there's an

New Technologies

other danger to

identification - the possibility of a data leak

or breach.

The Luddite Argument

information in databases havc been hacked or leaked. Dcspite exten
sive media attention to the issue, the problem persists. According to

Biometrics depends upon matching people's physical charac
to information in a database about those characteristics. Sup

3

million records were compromised between 2005 and

pose you go to open a door with a fingerprint reader. You put your

There clearly is a problem with data security, and it shows
little sign of being solved.

fingerprint on the reader, and the door opens if you'rc authorized to

Biometric identification isn't inherently bad. The problem is

cnter. The technology works by reading your fingerprint and match

we don't have the appropriate legal architecture in place to use it

ing it with data stored about your fingerprint in a database. s

I

responsibly. This isn't a Luddite argumcnt. Instead, it's an argument

If the database with your information falls lI1to tile wrong

we should be better prepared to handle the new technologies we

hands, thcn fraudstcrs might have your fingerprint ... or your eye

create. Those who rush headlong into embracing new security tech

pattern or DNA. They can then use this information to spoof your

nologies strike me as being impatient. They bully anybody who calls
for caution with the charge of Luddism.

idcntity. :For example, a fraudster can fool an eye scanner by holding
a high resolution photo of a person's iris. One technologist used
fingcrprints left on glass to create a fake finger, which worked on the
eleven fingerprint readers he tried. A study in Germany concluded
that "[a]ll tested fingerprint readers were defcated with artificial
prints."9 Older identification technologies, such as passwords and 10
can readily be changed and replaced iflost. Biometrics cannot.
The consequences of such a data leak are catastrophic be
cause people can't rcadily change their fingerprints or eycs-unless
live in the science fiction world of Minority Report. Set in the
future, the movie starred 'lorn Cruise as John Anderton, who lives in
a society where everybody is identified by eye scans. As a person walks
down the street, iris scanners detect who he is and trigger the broad
cast ofadvertisements tailored to the passerby's profile. When a crime
prevention system predicts that Anderton will commit murder in the
future, he goes on the run. To avoid detection, he gets an eyc trans
plant. lo In today's world, however, you can't rcplace your eyes. If
somcone obtains the data to spoof your eyes (or any other physical
characteristic to identify you), you're out of luck.
make the problem worse, the current state of data security
technology is fairly poor. Since 2005 millions of records of personal

I'm willine: to bet that there will be some big leaks ofbiomet
ric information in the
I can see
data security breach noti
fication letters
Dear John Doe:
We regret to inform you that your biometric data, includ
ing eye scan, fingerprint, DNA, and other information, has been
leaked. An employee took it home on a laptop, and that
was stolen by identity thieves. Your biometric information might
be used fraudulently in the future. Please be assured we're working
diligently to locate your lost data. Also be assured that we have
scientists to develop new surgical techniques to change your eyes,
fingerprint~, and DNA, and that when such procedures become
available, we will offer them to you at a discounted price. We sin
cerely apologize for the inconvenience.
Cheers,
Your Friends at the FBI
There currently isn't a good regulatory system in place to guard
against abuses in the system or to provide oversight. As I've illustrated
throughout this book, the law dealing with privacy and security hasn't

New Technologies

The Luddite Argument

dealt well with technologies that have already been implemented. As
the technologies become morc powerful, we need to improve the

most pressing ones for security from terrorism. Improved identifica
tion might address security problems such as fraud. But it isn't clear that
faulty identification significantly facilitates terrorism. Since we don't

legal environment so that new technologies don't compound existing
problems. Instead of dismissing the complaints of privacy advocates as

have infinite money and unlimited resources, we must address the

the cries of Luddites, we should get to work on building the appropriate
legal infrastructure before we implement potcnt new technologies.

most important problems first. Unless proponents provide a convinc
ing case for the immediate necessity of improved identification, we

I am not against biometric identification. The technology is
more accurate than our current methods of identification. But we're

should wait a little while until we're ready to handle the consequences.

not ready for biometric identification unless we have a plan in case it
fails. Heeding the Titanic Phenomenon is a call not for stopping new
technologics but for caution and thoughtfulness as we move forward.

Of course, we shouldn't ignore the problem. But why the
rush? We should prioritize the problems we want to fix before
ing to resolve the first one we can identify. Being careful is especially
important when the fix involves powerful new technologies that can
wreak havoc if not properly implemented.

The Fix-a-Problem Strategy
Proponents of new technologies such as biometric identification con

The Case for Caution

tend that we shouldn't wait to deploy these tcchnologies because ter
rorism is too grave a risk. There's a real security problem, they argue,

Time and again, when new security technologies emerge, policymak
ers rush headfirst toward adopting them, resolving to proteet privacy

and we must act quickly to fix it.

but ultimately setting the issue aside to be dealt with later. The atti

One of the strategies behind certain arguments in favor
heightened security is to point to a problem and argue it should be

seems to be to play with the technology first, then worry about
consequences later.

fixed-what I call the "fix-a-problem strategy." Those supporting im
proved identification are indeed correct that our current system of

Instead, I propose a different way to go about the process. We
should prepare for new technologies as diligent parents prepare for a

identification is flawed. There is definitely a problem. Moreover,

baby. They have the crib already set up before the baby arrives. Like
these diligent parents, we should
prepared before new technology

identification problem affects security. So it is hard to counter the
argument that we must improve our identification system in order to
enhance security-especially when new technologies such as bio
metrics exist that might do so.
But there is often an unjustified assumption in the fix-a
problem strategy-that we should rush to fix the problem government
officials complain about before fixing other problems. Why should
the identification problem be given such a high priority? Security of
ficials haven't explained why the identification problem is one of the

is implemented. The technologies arc often not the problem - it's our
law that's the weak link. So before we rush into a debate over whether
to adopt new technologies, we should at least agree to prepare for
them first and to have a plan ready in the event thev fail.

Conclusion

urrently, when privacy is balanced against security, the scale is

C

rigged so that security will win out nearly every time. When we
are balancing rights and liberties against government interests,

it is imperative that the balancing be done appropriately. Security and
privacy often clash, but there need not be a zero-sum tradeoff. There
is a way to reconcile privacy and security: by placing security pro
grams under oversight, limiting future uses of personal data, and en
suring that the programs are carried out in a balanced and controlled
manner.
With awareness of the faulty arguments in the debate,
knowledge about how the law works, and with pragmatic ideas and
solutions, it is possible to have a productive discussion about how to
balance privacy against security. Whether you agree with me or not
about how to balance privacy and security, I hope you agree mat we
should move past some of the stale, unproductive arguments often
made in the debate. Instead of the usual arguments-the nothing-to
argument, the all-or-nothing fallacy, the pendulum argument
let's focus on the more meaty and important issues: What are the
problems certain security measures cause for privacy and civilliber
ties? How can these problems be ameliorated? What kind of oversight

Conclusion
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we have over the security measure? How effective will the se

4. If there must be a tradeoff behveen privacy and security, to what

curity measure be? Can we protect privacy in ways that won't substan

extent should a security measure be limited to protect privacy?

tially reduce the effectiveness of the security measure?
Poll takers are asking the wrong questions, making it sound as
though we must either surrender to unlimited government
mation gathering or let the terrorists roam free without trying to de
tect them. The law often is unhelpful, for it is stuck in a similar mire.
The Fourth Amendment fails to protect a vast array of government
information-gathering activities, and the amendment is becoming
ever less relevant in the digital age. The electronic surveillance stat
utes are virtually obsolete. The result is that government information
gathcring is creating a host of problems that the law refuses to address.
Regulation and oversight shouldn't turn on the happenstanee of where
such records are located. Changing technology that increasingly lo
cates information outside people's homes shouldn't cause it to fall out
of the regulatory regimc. Instead, the law should look to the nature
the information and provide protection whenever the government's
gathering of it invades privacy, inhibits First Amendment-protected
activities, or causes other problems of reasonable significance.
When you cut past the rhetoric and look at the consequences,
gist of many seeurity arguments is simply: "Don't regulate us!"
When you hear critiques of the broader eoverage of the
Amendment or electronic surveillance statutes, focus on the conse
quences. The result of the triumph of such arguments will often be
no oversight, no regulation, no limitation, and
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aecountability.

As a pragmatist, I believe that we should cut through all the
game playing. When we examine a security measure, we should ask
basic questions:
1. Does it work
2. Docs it cause any problems for privacy and civil liberties?
3. What kind of oversight and regulation will resolve or ameliorate
these problems?

much will these limits impede the effectiveness of the
security mcasure? Are the benefits of the regulation worth the
cost in reduced effectiveness?
We must be rigorous in the way we evaluate security mea
sures. The result might not only be better privacy protection but also
more thoughtful and effective security. Curtailing ineffective security
measures is often a victory not just for privacy but for security as well,
since it might lead to the pursuit of better alternatives.
Some argue that we should be more trusting of our govern
ment. Despite some overreaching-even despite

J.

Edgar Hoover

the U.S. government never came close to becoming Big Brother.
Those who would privilege security over privacy argue that fears of
our descent into a totalitarian society are overblown. They contend
that we should give security officials wide flexibility and discretion to
respond quickly to address security
But in a healthy democracy, government should never
"trust us." A healthy democratic society is one whose government
never demands your blind trust. That's beeause strong rules and pro
cedures are in place to ensure
government doesn't get out
line.
There are real solutions out there, and approaches worth de
bating and discussing. Once we get rid of all the impediment'> to
meaningful debate, we can finally have the kind of discussions we
need to have. We can make progress in this debate when we recog
nize that both privacy and security are important and worth protecting.
book isn't meant to be the end of the debate. I certainly
haven't resolved all the questions. What I hope I've accomplished is
to point out some of the flawed arguments in the debate and to cor
rect mvths about the law. I hope I've demonstrated how the law often

Conclusion
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forgets about the problems it must solve and the core principles it
must promote.
So let the debate begin anew, but let it be more productive
this time. Let's finally make some headway. If we get rid of all the
noise and confusion, we can focus on what works and what doesn't.
We can come to meaningful compromises. We can protect privacy as
well as have effective security.
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