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Introduction
SAUL LEVMORE AND MARTHA

"

C.

NUSSBAUM

In many ways the Internet has succeeded in remaking us as
inhabitants of a small village. No one is a stranger either in the village or
on the Internet; in both settings the savvy citizen knows how to process
information. The Internet may be offensive to some, as the title of this
book warns, but it benefits far more than it offends the well-informed. If
we know something of American history, and now wish to know whether
Betsy Ross really made that first flag, the Internet allows us to work our
written and reliable.
way through noisy websites to the few that seem
we can, as never
find a hotel on some vacation island that
serves our preferences, even as many competitor hotels exaggerate their
own qualities, and even as amateur reviewers carryon about the manner
in which they were wronged at the reception desk. But no medium, and
certainly not one with such low entry barriers, can protect the ignorant
except perhaps with extraordinary regulation and consumer protection. If
we wish to learn how to pronounce names in Korean, we can visit what
seems like a terrific website, but must hope that the site does not mislead,
for most of us cannot there
pronunciation, as opposed to hotel quality, it is unlikely that someone profits
by misleading those who search for information, so we tend to trust the web
site. In all these things, the Internet is a valuable medium for a far-flung
world. In the days when one's reach could extend no farther than one's own
village, gossip and experience protected, or at least covered, the terrain. So
cial norms and some legal rules worked to create an atmosphere, or market
of sorts, in which one could operate reasonably well. In a more
tan world, the Internet helps re-create the world of the village, where one
learned to trust here and to avoid there. If one needed shoes to be repaired,
there was good information about the village shoemakers; if one needs a
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camera today, there is excellent information on the Internet. In both places,
self-promotion and misleading information can be overcome. The key tool
in the village was personal experience, or what we might now call repeat
play, while on the Internet it is the fact of numerous, communicative
players.
In the absence of personal experience, it is especially difficult to become
well-informed about people. In the village and on the Internet one can ask
about a shoemaker or a camera, and in both cases a great deal of informa
tion will be forthcoming from people who have experienced those services
or that item. But information about the shoemaker's character is some
what more difficult to obtain because reputations are often deservedly-or
ldeservedly-made or broken by one or two important events. If one de
frauds another or heroically rescues someone from a fire, life in the village
will be far worse or much better, as this episode comes to be known. If
honor is claimed where it is undeserved, or honesty is misreported as fraud
by a competitor, our hero must hope that the truth will win out because of
repeat or multiple play. If one does evil, one must try to recover by doing
good, and eventually reputations can be redeemed. But the tendency of some
humans to harass others, and even to inflict emotional harm, casts some
doubt on the reliability of reputations. If one tries to escape the past by mov
ing to another village, it is likely that the newcomer will be mistrusted. In
the village, every longtime resident knows whom to ask about a third party,
but in the cosmopolitan world it is rare to find but one degree of separation
between an employer and an applicant, or a landlord and prospective tenant.
HGoogling" a target is therefore the best one can do, though that is more like
a randomly chosen person for a reference. In contrast, a village elder
or other known source likely has personal knowledge of the target and also
some reputation of his or her own.
Googling, like other Internet searching
is fraught with periL In
the first place, it is cheap to slur someone on the Internet, for it can be done
with a few keystrokes, with complete anonymity, and-as we will see repeat
edly in this book-with no fear that the Internet forum provider on whose
website the slur is found will somehow be held responsible for incorrect,
mean-spirited, or defamatory statements. And yet someone who searches a
name and finds a slur might rationally decline to hire or trust that named
person because there is no reason to take a risk when there are so many
other, untainted applicants or contacts. In the village, one might make fur
ther inquiries, and one might discover that the source of the slur is the prob
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lem. On the Internet it is very difficult to do so. Inasmuch as positive infor
mation on the Internet is often a product of self-presentation, such positive
negative revelation or fabrication
Moreover, as Cass Sunstein explores in the essay
HBeIieving False Rumors," certain kinds of false rumors spread especially well
on the Internet because of social cascades and group polarization.
The speed with which reputations can be made and altered is Just one
way in which the Internet has changed everything. It is surely the case
that most of the changes are for the better but, sadly, the Internet is a curse
when one is the subject of negative information, whether self-presented,
and then indelible, or communicated by others. And yet the Internet has
changed nothing, which is to say it has returned us to the world of the vil
lage. In both settings, we wonder what can be done about irrepressible
information that is not to our liking. We are drawn to horror stories of bul
harassment, and sordid pasts, real or not. It is this question that
dominates the present volume. The Internet can be offensive to many of its
users and an absolute nightmare for those who cannot escape harassment
on it.
One reaction to false information is to
tion. In the Village, an unfavorable credit report disciplined borrowers, but
an unfair credit report presented a serious flaw in the social and economic
fabric. It could be overcome by experience, as others vouched for the un
fairly maligned debtor. Eventually, perhaps because information traveled
far beyond the village, fair credit reporting became a part of law, and law
sought to protect individuals from false disclosures and even from mere
errors in their records. This is the analogy that Frank Pasquale suggests to
us in his essay "Reputation Regulation: Disclosure and the Challenge of
Clandestinely Commensurating Computing." Pasquale encourages us to
develop a "Fair Reputation Reporting Act." He takes aim at employers, and
others who use information: asking them to explain the nature and source
of information they use is like asking banks to disclose their lending deci
sions. In the world of credit it has been important to provide consumers with
access to the intermediaries who collect information and sell it to lenders.
It is possible that the analogy demands that we think of forcing Internet
forum providers to disclose their sources and to
those who have un
favorable reputations the chance to correct misinformation. If so, we would
have a very different cyberspace, because anonymity is at present a common
feature in that domain.
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he too is inclined to lessen the problem not with a tort but with instructions
to forum providers. He recommends, as do other authors in this volume, a
notice-and-takedown policy, of the kind found in copyright law. A provider
would be informed that something offensive was in the air, and the provider
or should then remove the offensive communication-though there
be sanctions against those who abused the notice-and-takedown
policy. Saul Levmore takes a similar tack in "The Internet's Anonymity
Problem," but is more inclined to think the problem can be solved by elimi
nating much of the anonymity that reigns on the Internet. With the excep
tion of Solove, we might say that these authors seek to reform the Internet
so that it is yet more like the village. Old solutions are sometimes appropriate
for new problems.
Old solutions will probably not do if the Internet's problem is truly new
and different. Ruben Rodrigues's "Privacy on Social Networks: Norms,
Markets, and Natural Monopoly" argues that social-networking sites have
such substantial natural monopolies-because users want to be where
everyone else is also located-that the normal remedy of exit, from where
one finds one's privacy invaded for instance, is too costly. If this is so, it is
important to emphasize that much of the offense on the Internet takes place
on blogs or on other sites that do not have this natural monopoly feature.
The larger question is, of course, whether understanding the novelty of the
Internet is the key to combating its offenses.

Providers of false information on the Internet can also be regulated with
rules drawn from tort law, much as defamation and other law came to the
village. Anupam Chander, in "Youthful Indiscretion in an Internet Age,"
would regulate the Internet, like the Village, with a narrowly drawn tort
meant to deter the public disclosure of information plainly meant to be
private. Danielle Citron's "Civil Rights in Our Information Age" shares
Chander's sense that hurtful (and "low-value") speech on the Internet dis
proportionately affects women, and she advances the idea of cyberspace
civil rights law. Martha Nussbaum's essay "Objectification and Internet
lisogyny" also focuses on suits brought by injured victims. Her inquiry
into the source of the attacks on victims leads to a call for the success of
suits by women who are assaulted, but it suggests that the problems re
flected in these Internet episodes will not truly be solved without large
scale social change. All three of these authors presumably favor the pres
ence of similar legal tools in the village, where assaults may be met with
social sanctions but where they can, in modern times, be treated with legal
remedies as well.
Regulation can take the form of advance instructions, or structural
change, rather than the availability of punitive or compensatory remedies
following a harm. One possibility is to rely on private institutions more than
law itself. Just as employers can create safe work environments, whether
encouraged to do so by law or not, other institutions can playa role in con
trolling harassment and other ills. Karen Bradshaw and Souvik Saha, in
"Academic Administrators and the Challenge of Social Networking Web
sites," concentrate on what schools might do to influence behavior on
social-networking sites. Educational and other institutions are often able to
exert extraordinary and extralegal influence over their constituents, though
it must be said that the "offensive Internet" reaches well beyond where
schools, churches, and employers may choose to go.
More of our authors look not to educators but to Internet forum providers
as the means of combating the offensive Internet. They may well be the best
problem solvers, or least cost avoiders, because their reach is coextensive
with the Internet. Brian Leiter, in "Cleaning Cyber-Cesspools: Google and
Free Speech," makes progress with the observation that search engines, like
that managed by Google, influence the construction of cyberspace cesspools
by the means with which they array sites in response to a search request.
Daniel Solove's essay "Speech, Privacy, and Reputation on the Internet" is
more anxious about invasions of privacy than the facts of harassment, but

Speech
Thus far, we have thought about the offensive Internet from the perspective
of defending one's reputation, or discouraging harassing attacks on it. The
promise of our title, however, is that the importance and value of speech
should also be taken into account. The balance between valuable speech
and offensive speech is hardly a novel one, peculiar to the Internet. Our
authors refer to speech that harasses, bullies, threatens, defames, invades
privacy, and inflicts reputational damage as well as emotional distress. But
non-Internet speech also does these things. When we consider how to pre
vent such damages, or to remedy them once they have occurred, we immedi
ately have to consider the possibility that our proposals will place
limits on free speech. But what is freedom of speech? Why is it valuable?
And what types of harm might be sufficient to justify its regulation? These
are general human questions but if our purpose is to think about directions
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for legal regulation, we ought to think in the context of the First Amend
ment, which constrains limitations on speech.
According to a popular misconception, freedom of speech is an absolute,
and the First Amendment protects all speech from any type of government
regulation. We often hear any proposal to limit or regulate speech described,
without further argument, as censorship or as "a violation of the First
Amendment." But the absolutist view of the First Amendment is implau
sible, and it has never prevailed. Regulation of speech is uncontroversially
constitutional with respect to threats, bribery, defamatory statements, fightwords, fraud, copyright, plagiarism, and more. What courts have said is
that the First Amendment, properly understood, does not protect these forms
of speech. Moreover, few people would defend the position that the Umarket
place of ideas" should be trusted to sort out the problems posed by fraud,
bribery, and their cousins.
One question, then, is whether offensive speech on the Internet deserves
First Amendment protection. The answer is far from obvious, and cannot
be arrived at by treating the First Amendment as self-explanatory. It calls
for patient work with both legal doctrine and more general theories of
speech. A good starting place is Geoffrey Stone's essay "Privacy, the First
Amendment, and the Internet/' which presents a broader normative ac
count of First Amendment protections than do our other essays. But be
fore getting to details, it is useful to step back and ask whether disparate
approaches-as collected in this volume-can connect on the question of
Internet offense. Why might abstract philosophical analysis as well as law
and-economics approaches illuminate difficult legal issues about speech?
The First Amendment is concise and abstract: "Congress shall make no
law abridging the freedom of speech." But what is "abridging," and what
sort of "freedom" is protected for what sorts of "speech"? The difficulty and
indeterminacy of these questions can be appreciated from the evident fact
that our understanding of what the First Amendment protects has changed
over the years. For much of our history, for example, it was generally agreed
that the First Amendment did not protect the political speech of dissidents
during wartime. Today that sort of speech would seem to most interpreters
(and to the public) to lie right at the heart of the First Amendment's protec
tions. When judges or legal thinkers grapple with the difficult issues posed
by the constitutional text, it is natural for them to look for
in other
theoretical understandings of free speech that offer more in the way of
analysis and rationale.

7

If the interpreter is an "originalist," who believes that the Constitution
should best be interpreted in keeping with the public meaning of its text
at the time of the Founding, he or she might look at philosophical theories
to determine what the public culture of that time thought about speech.
Temporally, such an inquiry might not be strictly limited to the time of the
Founding, because the First Amendment was not incorporated-that is,
applied to those other (nonfederal) acts-until after the Civil War. For the
meaning of the Bill of Rights at the time of incorporation, we might there
fore look at mid-nineteenth-century ideas. Later philosophical theories
might also be considered, insofar as they render explicit ideas that were al
ready part of the public culture at an earlier time. Thomas Scanlon's theory
of free speech-based, as it is, on Kantian ideas of autonomy and respect
that were highly influential by the late eighteenth century-and Alexan
der Meiklejohn's theory, which conceives of protected speech as that which
contributes to democratic deliberation-and which almost certainly has
strong historical antecedents-would probably both pass this test.
The non-originalist is even more interested in philosophical theories.
An interpreter of a disputed text might simply try to arrive at a deeper un
derstanding of goals and purposes that animate the text. But philosophical
theory is unlikely to be conclusive. These theories are ahistorical and trans
national, while drafters and judges inhabit a particular legal tradition and
must consider relevant precedents and conventions. They cannot simply ask
what is best, but rather ask what is best justified in light of the available
text, precedents, and history. Theories are sometimes most useful where
these materials leave room for fine distinctions.
One difficult area of our First Amendment doctrine concerns the category
of "low-value speech." As Geoffrey Stone points out, our tradition has rec
ognized that some speech is of "high value" and deserves very strong pro
tection. That sort of speech can be regulated only in very narrow circum
stances, where it is "likely to produce a clear and present danger of a serious
substantive evil." Terminiello v. Chicago, 337 U.S. I, 3 (1949). But the Su
preme Court regards other forms of speech as of "low value," less deserving
of protection. If the low-value speech inflicts harm, regulation is often per
mitted. Unfortunately, the line between these categories has not been well
drawn. Theories of the First Amendment here come into play. John Deigh,
Brian Leiter, and Danielle Citron agree on the theories of free speech that
are particularly useful for constitutional interpreters to ponder, along with
the materials already noted. Each of these theories focuses on a different
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think that repeated slurs, or cyber bullying, are high-value speech. And, as
a matter of law, harmful non-newsworthy speech about private figures (for
most of the cyber bullying is of classmates and neighbors rather than celeb
rities) has not been held to deserve First Amendment protection. There is, to
be sure, room to argue about what is newsworthy, or relevant to political
discourse, and Geoffrey Stone, for one, fears that we risk endangering free
speech if we understand low-value speech to include most of the com
munications discussed in this volume, simply because it invades privacy or
inflicts emotional distress. Under that last view, the low-value category
and
a very few other, nar
should be restricted to threats,
rowly constructed subcategories. Citron and Solove disagree. Citron points
out that the Court has upheld enhanced penalties for crimes expressing
hatred, denying that the expressive aspect of that activity is protected by
the First Amendment, so long as the law is framed broadly and does not in
volve discrimination on the basis of the ideas expressed. Both point out that
bullying, harassment, and hate speech deter or suppress valuable speech, so
the net result of intelligent government regulation may well be more valu
able speech. This is certainly the majority position of our authors. All of
our authors think that speech on the Internet may be regulated at least as
much as speech in other venues and media, and many take particular aim
at one section of the Communications Decency Act, which has been interto immunize the operators of websites and blogs against liability for
comments posted by others. A withdrawal of that immunity could, with
out constitutional difficulty, restore the symmetry between website opera
tors and publishers of newspapers, who can of course be sued for damages
if they publish defamatory material.

core value: truth, autonomy, and democratic deliberation. A short introduc
tion to these theories is useful for readers embarking on this volume.
For John Stuart Mill, the main point of free speech protections is to
society arrive at the truth. When speech is restricted, people may fail to
discover the errors embedded in their current ways of thinking. Even if
their opinions are true, they may be incomplete, and suppressed material
may help citizens reach a more comprehensive understanding. And even
if the suppressed opinions are false, they may help people by sharpen
ing their understanding of the true views and preventing lazy or compla
cent endorsement. On Mill's view of speech, speech that is not part of an
argument aimed at truth-purely emotive speech, bullying speech, and
speech that does not make truth-claims at all-deserves no ",,,... tir,,
protection.
The second prominent theory of speech focuses on autonomy; we owe
people access to a wide range of opinions because we respect them as free be
ings who are entitled to make their own choices. Restriction of speech stifles
awareness of options and in this way threatens autonomy. Within this view,
speech that itself diminishes autonomy by insulting, denigrating, or intimi
dating others is ripe for regulation rather than protection.
Finally, there is again Alexander Meiklejohn's influential account of the
First Amendment, which holds that the key purpose underlying a system
of free speech is the preservation of the sort of open debate that is a neces
sary part of democracy. Meiklejohn's view, which has had great influence
on legal doctrine, is that political speech, whether in public settings or sim
ply on matters of political interest, is at the core of the First Amendment.
Other forms of
commercial speech and perhaps artistic
expression-are less important for the First Amendment, and can be more
readily regulated.
These three theories are binary in that they identify a category of high
value speech worthy of serious protection, and thus also identify, if only by
elimination, all other speech as low value. In reality, things are not so con
venient, and theories of free speech sometimes recognize additional cate
gories. For example, artistic speech will often be regarded as more impor
tant than threatening speech or bribery, but not nearly as important as
recognizable political speech. Most of the authors in this volume are con
tent to proceed with the understanding that offensive speech on the Inter
net is, for the most part, not of the high-value sort. Deigh and Leiter dem
onstrate that none of the major philosophical theories gives us reason to

Privacy
If a focus on reputation and then on the First Amendment reminds us that
the Internet presents old problems in new clothing, then a spotlight on pri
vacy clarifies the novelty of the Internet. A bit of information once thought
confidential may now blanket the globe with the help of the Internet; a false
and defamatory accusation about a person may become a constituent part
of that person's Internet identity, where it affects relationships and employ
ment opportunities for all time. A romantic breakup can lead to retaliation
on the Internet, where details of a sexual relationship can iniure one of the
party's reputations and mental equanimity. How should law respond to these
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new, or at least more intense, threats to privacy, and are these responses
consistent with free speech requirements?
Privacy can refer to a number of distinct ideas, or interests. There is the
value of seclusion, which is the right to be beyond the gaze of others. There
is intimacy, in which one chooses with whom to share certain information
and experiences. There is also the interest in secrecy, which is to information
as seclusion is to the physical person. And then there is autonomy, which is
the set of private choices each person makes. These ideas are not uncon
nected. Thus, sexual relationships-a constant topic of offensive commu
nications on the Internet-are often kept from prying eyes in ways that
reflect all four of these interests. In the realm of sex, autonomy is probably
the most controversial, but we can at least surmise that those who insist on
a right of autonomy in this sphere often do so because they think that sexual
choices are particularly intimate and self-defining.
The four privacy interests, or meanings, can also diverge. A married couple
might value intimacy and seclusion, but not resist the inference that they
are engaging in sexual activity with one another. The lack of secrecy does
not mean they welcome others into their bedrooms or intimate conversa
tions. And then a secret and secluded relationship may have no intimacy, as
might be the case between a client and a commercial sex worker. There is
even more divergence when we add to seclusion the special zone that we
call home, though this is not a well-articulated idea in law. Even in the home
the government is likely to have every right to police such things as domestic
violence and child abuse. In any event, if the privacy interest, and perhaps
the special treatment of the home, is understood to involve an element of
autonomy, then there may be room for its expansion to other zones, includ
ing the Internet.
All four of these notions of privacy make appearances in these essays,
though it is not always clear which privacy interest an author holds most
dear. The confusion is found in constitutional law itself, and may simply
derive from the fact that we use the word "privacy· to mean so many
When we say that medical information and financial records are private,
we refer to autonomy or a version of secrecy, because the information is ob
viously known to some strangers, is maintained in a non-secluded place,
and is not normally an important ingredient of intimacy. Solove argues that
we have overindulged the secrecy aspect of privacy, and have therefore
been deficient in protecting information that people have communicated
to a small circle of intimates. He observes a generational shift, such that a
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new generation that has not known seclusion is more concerned with the
to control the access others have to information about them. A more
nuanced understanding of privacy could generate doctrines that would pro
tect information even if it has been previously divulged. Pasquale also looks
to new constructions in order to restore to individuals the control that the
Internet has weakened. Stone draws a very different conclusion about the
Internet era. For him, the era of informational privacy is over, and we will
just have to learn to live with it. HO nce information is out of the bottle, once
we share it with others, once others know it, we can no longer hope to put
it back. If that era ever existed, it is now the past."
It is clear that new thinking is required if privacy is to flourish in the In
formation Age, and especially so where the intimacy and secrecy interests
are concerned. The problem is not simply one of dissemination and selective
control, but also one of choosing among competing interests. In HColiective
Privacy," Lior Strahilevitz focuses attention on the fact that privacy disputes
often emerge not when something entirely secret is made public, but rather
when information shared carefully is then revealed more broadly by the
first recipient. If the revelation concerns multiple individuals, then there
will often be privacy collective action problems, because the individuals may
have disparate views of the value of confidentiality or revelation. Strahilevitz
suggests that law identify the party best able to resolve the privacy issue, and
require that person's consent.
Privacy, speech, and reputation can be thought of as separate topics, but they
come together rather often where the offensive Internet is concerned. Most
of these essays explore connections among all three of these values, or sub
jects. If the Internet is truly different from the village, it is not just because
one is global and the other local. In the village, privacy and reputation were
important matters, and threats to these interests were often dealt with in kind
or, perhaps, through exit. In the Internet era, the means we have of control
ling threats to privacy and reputation all involve constraints on speech, so
that there are three balls in the air rather than two. With so many ideas in
play, and human relationships at stake, it is no wonder that these essays are
both informative and provocative.
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CHAPTER
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Speech, Privacy, and
Reputation on the Internet
DANIEL

J.

SOLOVE

He has a name, but most people just know him as «the Star
Wars Kid." In fact, he is known around the world by tens of millions of
people. Unfortunately, his notoriety stems from one of the most embarrass
ing moments in his life.
In 2002, as a lS-year-old, the Star Wars Kid videotaped himself waving
around a golf-ball retriever while pretending it was a light saber. Without the
help of the professional choreographers working on the Star Wars movies, he
stumbled around awkwardly in the video. The video was found by some of
the boy's tormentors, who uploaded it to an Internet video site. It went viral
with a multitude of fans. All across the blogosphere, people started mocking
the boy, making fun of him for being pudgy, awkward, and nerdy.
Several remixed videos of the Star Wars Kid started popping up, adorned
with special effects. People edited the video to make the golf-ball retriever
glow like a light saber. They added Star Wars music to the video. Others
mashed it up with other movies. Dozens of embellished versions were cre
ated. The Star Wars Kid appeared in a video game and on the television
shows Family Guy and South Park. It is one thing to be teased by classmates
in school, but imagine being ridiculed by masses the world over. The teen
ager dropped out of school and had to seek counseling. What happened to
the Star Wars Kid can happen to anyone, and it can happen in an instant.
Today, collecting personal information has become second nature. More and
more people have cell phone cameras, digital audio recorders, web cameras,
and other recording technologies that readily capture details about their
lives. For the first time in history nearly anybody can disseminate infor
mation around the world. People do not need to be famous enough to be in
terviewed by the mainstream media. With the Tnternet, anybody can reach a
global audience.
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neighbors and communities ready to condemn, often unfairly. One example
of the problematic nature of community nosiness was the common double
standard imposed on women who committed extramarital sex-women
were watched much more carefully and condemned much more readily
than men. While social control can be good, not all is, and sometimes it can
be downright unfair, stifling, misguided, and cruel.
One of the benefits of the modern world was that people could escape
from the oppressiveness of the small village fishbowl. But no longer. We now
live in a "global village," to use Marshall McLuhan's term. The return of the
village fishbowl comes with a pernicious twist. In the small Village, people
knew each other well, and disreputable information would be judged within
the context of a person's entire life. Now, people are judged out of context
based on information fragments found online. The amount of these frag
ments is vastly increasing and the kind of information involved is becoming
more personal and potentially discreditable.
College students have begun to share salacious details about their school
mates. Until it was shut down in 2009, a website called JuicyCampus served
as an electronic bulletin board where students nationwide posted anony
mously and without verification a sordid array of tidbits about sex, drugs,
and drunkenness. Another site, Don't Date Him Girl, invites women to post
about the men they have dated, along with real names and ac
tual photographs. On a site called AutoAdmit, users spread gossip, lies, and
invective about others, including two female students at Yale Law School.
As Danielle Citron observes: "Thirty-nine posters targeted named students
on the site's message board. The posters, writing under pseUdonyms, gener
ated hundreds of threatening, sexually-explicit, and allegedly defamatory
comments about the victims:'l
The number of young people using social-networking websites such as
Facebook and MySpace is staggering. At most college campuses, more than
90 percent of students maintain their own sites. I call the people growing
up today "Generation Google." For them, many fragments of personal in
formation will reside on the Internet forever, accessible to this and future
generations through a simple Google search.
The new openness on the Internet is both good and bad. People can now
spread their ideas everywhere without reliance on publishers, broadcasters,
or other traditional gatekeepers. This enhances free speech and individual
expression and communication. But these changes also create profound
threats to privacy and reputations. The New York Times is not likely to care

For centuries-perhaps since the dawn of human society-people have
spread rumors, gossiped about each other, and engaged in shaming for social
transgressions. These social practices are now moving over to the Internet,
where they are taking on new dimensions. Gossip used to travel in local cir
cles. It rarely spread widely and would be forgotten over time. On the Inter
net, however, gossip is no longer ephemeral. As with gossip, the Internet is
having similar effects on the practice of shaming. Once localized and fleeting,
shaming online creates a permanent record of people's past transgressions-a
digital scarlet letter.
Although a common argument is that more information will be useful
in judging each other, there are many reasons why less information can be
preferable. Personal information taken out of context often does not foster a
more accurate impression of other people. In fact, it can result in hasty and
judgments, as well as severe misunderstandings. There is a grave
danger that people will enslave themselves and each other by making their
past mistakes permanently and readily available for the rest of their lives.
The long-standing value of giving people a second chance, of allowing
people to reinvent themselves, might soon become a relic of a bygone era.
This has profound effects on people's freedom to experiment, to grow, and
to change.
We must protect privacy to ensure that the freedom of the Internet does
not make us less free. But to do so, we must rethink our notions of privacy
and recalibrate the way privacy is balanced against freedom of speech.

The Rise of Generation Google
Before the Internet, gossip would spread by word of mouth and remain
within the boundaries of a social circle. Private details would be confined to
a diary and kept locked in a desk drawer. Social networking spawned by the
Internet allows communities worldwide to revert to the close-knit culture
of preindustrial society, in which nearly every member of a tribe or a farm
ing hamlet knew everything about the neighbors. Except that now the "vil
lagers" span the globe.
In the village of yesteryear, people had to live under the ever-present
judgmental eye of their fellow villagers. The small village mythos of bygone
days-a sunny happy place, where everybody got along-is an idealized
image. A brief dip into history and literature (such as Nathaniel Hawthorne's
The Scarlet Letter) shows a world rife with oppressive norms, with nosy
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about the latest gossip at Dubuque Senior High School or Oregon State Uni
versity. Bloggers and others communicating online may care a great deal. For
them, stories and rumors about friends, enemies, family members, bosses,
coworkers, and others are all prime fodder for Internet postings.
Broad-based exposure of personal information diminishes the ability to
protect reputation by shaping the image that is presented to others. Repu
tation plays an important role in society, and preserving private details of
one's life is essential to it. We look to people's reputations to decide whether
to make friends, go on a date, hire a new employee, or undertake a pro
spective business deal.
Some would argue that the decline of privacy might allow people to be
less inhibited and more honest. But when everybody's transgressions are
exposed, people may not judge one another less harshly. Having your per
sonal information may fail to improve my judgment of you. It may, in fact,
increase the likelihood that I will hastily condemn you. Moreover, the loss of
privacy might inhibit freedom. Elevated visibility that comes with living in a
transparent online world means you may never overcome past mistakes.
People want to have the option of "starting over," of reinventing them
selves throughout their lives. As American philosopher John Dewey once
said, a person is not "something complete, perfect, [or] finished," but is "some
thing moving, changing, discrete, and above all initiating instead of final."2
In the past, episodes of youthful experimentation and foolishness were
forgotten, giving us an opportunity to start anew, to change, and
to grow. But with so much information online, it is harder to make these
moments forgettable. People must now live with the digital baggage of their
pasts.
This openness means that the opportunities for members of Generation
Google might be limited because of something they did years ago as wild
teenagers. Their intimate secrets may be revealed by other people they
know. Or they might become the unwitting victim of a false rumor. Many
will face Significant consequences from having their personal infor
mation online.
Employers and others increasingly look at applicants'
website profile pages when making their hiring decisions. College admis
sions officers also use social-networking sites like Facebook and MySpace to
make decisions on applicants. According to a survey of 500 colleges, IO per
cent of admissions personnel stated that they examine social-networking
websites when making decisions about applicants, and 38 percent found that
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the online information had a negative impact. 3 In some cases, the informa
tion they gleaned led them to turn down
Most colleges lack policies with regard to when and how college admis
sions officers can use social-networking website profiles in making admissions
decisions. 5 Moreover, many companies and college and graduate school
admissions officers lack a policy or gUidelines about the appropriate and
inappropriate use of the information they find online about a candidate.
policies are sorely needed, as there are many issues that need to be thought
about: Should information found online about an applicant be used?
When? How heavily should it be relied upon? What kinds of things should
negatively impact an applicant? Information about sex life? Drug use?
Drinking? Bad behavior? What steps should be taken to make sure that the
information is accurate? Should a distinction be made between information
that people post about themselves and information that others have posted
about them, perhaps invading their privacy without their consent? What
steps should be taken to make sure that the information used in fact relates
to the applicant and not to somebody else with the same name? Should
people be notified that information online was used against them and
given an opportunity to be heard to explain it?
In most contexts involving hiring or other important decisions
people's lives, not enough thought has been devoted to the issue of when
and how that online data should be used in the decision-making process.
Nor are parents and educators devoting enough attention to the issue. There
fore, it is not just Generation Google that is being careless about online
gossip and rumors. Those who are using the data to make decisions about
people also need to ponder the consequences of their own behavior.

Rethinking Privacy
There are a surprising number of torts, statutes, and other legal protections
of privacy. The problem is that they are currently so weak they cannot
serve as an adequate response to the burgeoning problems caused by the
spread of online gossip. One of the primary problems with the law is that it
is bogged down by antiquated conceptions of privacy.
Can we prevent a future in which so much information about people's
private lives circulates beyond their control? Some technologists and
scholars flatly say no. Privacy, they maintain, is just not compatible with
a world in which information flows so freely. As Scott McNealy of Sun
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If the law abandoned the secrecy paradigm and recognized greater protec
tions of privacy in public as well as confidentiality, this would go a long way
in helping to protect against spurious rumors and gossip spreading online.
As the generation growing up today understands, privacy is not all-or
nothing as the secrecy paradigm holds. Members of this generation know
that personal information is routinely shared with countless others, and
that they leave a trail of data wherever they go. The more subtle under
standing of privacy embraced by Generation Google recognizes that a per
son should retain some control over personal information that becomes
publicly available. This generation wants a say in how private details of their
lives are disseminated.
The issue of control over personal information came to the fore in 2006,
when Facebook launched a feature called News Feeds, which sent a notice
to people's friends registered with the service when their profile was
changed or updated. To the surprise of those who run Facebook, many of
its users reacted with outrage. Nearly 700,000 of them complained. At first
blush, the outcry over News Feeds seems baffling. Many of the users who
protested had profiles completely accessible to the public. So why did they
think it was a privacy violation to alert their friends to changes in their
profiles?
Instead of viewing privacy as secrets hidden away in a dark closet, they
considered the issue a matter of accessibility. They figured most people would
not scrutinize their profiles carefully enough to notice minor changes and
updates. They could make changes inconspicuously. But Facebook's News
Feeds made information more noticeable. The privacy objection was not about
secrecy, but about accessibility.
In 2007 Facebook encountered another privacy outcry when it launched
an advertising system with two parts, called Social Ads and Beacon. With
Social Ads, whenever users wrote something positive about a product or a
movie, Facebook would use their names, images, and words in advertise
ments sent to friends in the hope that an endorsement would induce other
users to purchase a product more than a generic advertisement. With Bea
con, Facebook made data-sharing deals with a variety of other commercial
websites. If a Facebook user bought a movie ticket on Fandango or an item
on another site, that information would pop up in the user's public profile.
Facebook rolled out these programs without adequately informing its users.
People unwittingly found themselves shilling products on their friends' web
sites. And some people were shocked to see their private purchases on other

Microsystems once famously declared: "You already have zero privacy. Get
over it."6 Countless books and articles have heralded the "end," "death" and
"destruction" of privacy.7
Those proclamations are wrongheaded at best. It is still possible to protect
privacy, but doing so requires that we rethink outdated understandings of
the concept. A long-standing and antiquated conception of privacy is that
it involves secrecy and is lost once information is disclosed. I call this the
"secrecy paradigm." If any information is exposed to others, many courts,
policy makers, and commentators conclude that it is not private since it is
no longer hidden or concealed.
The secrecy paradigm leads to two very significant limits on privacy pro
tection that cripple privacy law. First, the secrecy paradigm holds that when
a person appears in a public place, she no longer has a reasonable expectation
of privacy. The problem with this view is that so much of our lives occur in
public places, and modern technology enables information to be captured
so readily in cell phone cameras, video, and audio recording devices, and
other surveillance technologies. We frequently have conversations in res
taurants where we expect to be partially overheard by people near us, but
we do not expect our entire conversations to be recorded and disclosed to
the world. Likewise, we expect others in the drugstore to see what we are
purchasing, but we expect that they do not know who we are or care about
what we are buying. For all purposes, we are anonymous. If this anonym
ity disappears, we lose a lot of freedom that we currently enjoy in our daily
lives.
Second, the secrecy paradigm views information exposed to others as no
longer secret. and hence, no longer private. However, in today's Information
Age, it is nearly impossible to expect much information to be completely
secret. So many companies and other individuals hold pieces of information
about our lives. But that should not mean that information is not private.
Although we share secrets with others, the law should recognize that we
have expectations of trust and confidentiality. In particular Professor Neil
Richards and I propose expanding the breach of confidentiality tort. which
provides a remedy when a duty of confidentiality is breached. 8 In the United
States, the tort applies to professional relationships, such as doctor-patient
and attorney-client. But in England, it applies to a broader array of relation
ships, such as those among family and friends. Expanding the American
version of the tort could provide considerable protection against the spread
of gossip online.
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websites suddenly displayed to the
as part of their profiles that ap
pea red on the Facebook site.
The outcry and an ensuing online petition called for Facebook to reform
its practices-a document that quickly attracted tens of thousands of signa
tures and ultimately led to several changes. As witnessed in these instances,
privacy does not always involve sharing of secrets. Facebook users did not
want their identities used to endorse products with Social Ads. It is one thing
to write about how much one enjoys a movie or album; it is another to be
used on a billboard to pitch products to others.
Protecting privacy extends beyond the mere keeping of secrets. It also in
volves providing greater rights to control how information is disseminated
and used. There are some who contend that it is too late to protect privacy
because so much information is already out there. David Brin argues that
the "djinn cannot be crammed back into its bottle" and that "[Ilight is going
to shine into every corner of our lives."9 Rut even if information is already
exposed in some contexts, this does not mean that protecting privacy with
respect to that information is futile.
In some areas, U.S. law has a well-developed system of controlling infor
mation. Copyright recognizes strong rights for public information, protect
ing a wide range of works, from movies to software. Procuring copyright
protection does not require locking a work of intellect behind closed doors.
You can read a copyrighted magazine, make a duplicate for your own use,
and lend it to others. But you cannot do whatever you want: for instance,
photocopying it from cover to cover or selling bootleg copies in the street.
even
Copyright law tries to achieve a balance between freedom and
age.
though it still must wrestle with the ongoing controversies in a
The appropriation tort, one of the U.S. privacy torts, bears some similari
ties to copyright law. The tort prevents the use of someone else's name or
likeness for financial benefit. Unfortunately, the law has developed in a way
that is often ineffective against the type of privacy threats now cropping up.
functions as a form of property right, protecting works
of self-expression, such as a song or painting.
To cope with increased threats to privacy, the scope of the appropriation
tort should be expanded. The broadening might embody the original early
twentieth-century interpretation of this principle of common law, which
conceived of privacy as more than a means to protect property: "The right
to withdraw from the public gaze at such times as a person may see fit ... is
embraced within the right of personal liberty," declared the Georgia Supreme
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Court in 1905.10 Today, however, the tort does not apply when a person's
name or
appears in news, art, literature, or on social-networking sites.
At the same time the appropriation tort protects against using someone's
name or picture without consent to advertise products, it allows these repre
sentations to be used in a news story. This limitation is Significant, since it
means the tort would rarely apply to Internet-related postings.
Any expansion of the appropriation tort must be balanced against the
competing need to allow legitimate news gathering and dissemination
of public information. The tort should probably apply only when photo
graphs and other personal information are used in ways that are not of
public concern-a criterion that will inevitably be subject to ongoing judi
cial deliberation.
Appropriation is not the only common-law privacy tort that needs an
overhaul to become more relevant in an era of networked digital commu
nications. We already have many legal tools to protect privacy, but they are
currently crippled by conceptions of privacy that prevent them from work
ing effectively. A broader development of the law should take into account
problematic uses of personal information illustrated
the Star Wars Kid
or Facebook's Beacon service.
Ideally, most of these disputes should be resolved without recourse to the
courts, but the broad reach of electronic networking will probably necessitate
changes in common law. The threats to privacy are formidable, and people
are starting to realize how strongly they regard privacy as a basic right. To
ward this goal, society must develop a new and more nuanced conception
of public and private life-one that acknowledges that more personal infor
mation is going to be available yet protects some choice over how that infor
mation is shared and distributed.

Reforming the CDA §230
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In addition to failing to adequately protect privacy, the law is hampered
because it overprotects free speech. In particular, the Communications De
cency Act (CDA) §230 promotes a culture of irresponsibility when it comes
to speech online. The CDA §230 states: HNo provider or user of an interac
tive computer service shall be treated as the publisher or speaker of any in
formation provided by another information content provider."ll Most courts
have interpreted §230 to immunize the operators of websites or blogs
against liability for comments posted by others. l2
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This rule is generally sound, for the author of a blog should not be respon
sible for a comment posted by another. However, most courts have gone
further-they have held that the immunity applies even when a blogger,
ISP, or website operator fails to remove a comment despite having knowl
edge that it is defamatory or invasive of privacy.B This extension of §230
does nothing to prevent irresponsibility when it comes to privacy-invasive
speech that harms others.
For example, in 2007, a website called JuicyCampus encouraged college
students to post rumors and gossip about each other.14 As a Newsweek article
reported: "The posts have devolved from innocuous tales of secret crushes
to racist tirades and lurid finger-pointing about drug use and sex, often
with the alleged culprit identified by first and last name."15 Some titles of
posts included the UBest Blowr and "GUYS WITH STDS!" and the "Dumbest
Duke Student."
JuicyCampus flaunted its §230 immunity. Since JuicyCampus did not
supply the gossip and rumor itself, it could claim immunity for the com
ments others posted. According to JuicyCampus's FAQs:

other websites that encourage and spread rumor and gossip in
ways. Websites like JuicyCampus are a prime illustration of why
goes
too far, promoting the dissemination of harmful gossip and rumor. This is
why I recommend that §230 be modified to have a notice-and-takedown
system rather than complete unmitigated immunity. Whenever bloggers or
website operators know that a comment posted by another is tortious, the
law should create an incentive for them to remove it. If a person promptly
removes a tortious comment after being notified, then that person would
be immune. If the person fails to remove the comment, only then would
the person be subjected to potential liability. 20
In a thoughtful response to this proposal, Amber Taylor argues that notice
and takedown will open up a Pandora's box of problems. She points to the
Digital Millennium Copyright Act (DMCA), which contains a notice-and
takedown procedure for information that violates copyright law. 2 ! A person
will not be held liable for a copyright violation for improperly posting copy
righted material if. after receiving notice from the copyright holder, she
Mresponds expeditiously to remove, or disable access to, the material that is
"22
claimed to be infringing or to be the subject of infringing

Is JuicyCampus liable for the content posted on the site?
No. JuicyCampus is not the author of the posts on the site. Rather,
JuicyCampus is the provider of an interactive computer service. Pursuant
to Title 47 U.S.C. Section 230, JuicyCampus is immune from liability aris
ing from content posted by users.!6

contends that "[Solove) does not recognize that his own proposal would
result in over-enforcement of privacy norms, since the threat of litigation is
often enoul!h for webmasters to take down protected speech."23 Likewise,
in a similar
of my proposal, Professor Rebecca Tushnet argues:
Given how easily notice and take down can be abused, and how rarely
posters challenge notices (which must seem very high-stakes indeed to
nonlawyers), I am unenthusiastic about this idea unless the procedure was
made very transparent and the penalties for ISPs were pretty limited. 24

The website deliberately tried to cloak gossip and rumormongers with
anonymity. The FAQs stated:
Is the site really anonymous?
Yes. We don't ask for your name, email address, or other personally iden
tifiable information in order for you to make a post. In
we prefer not to
know who you are. l ?

These criticisms are formidable, especially in light of how the DMCA
notice-and-takedown system for copyright violations has been abused. The
DMCA regime is fraught with problems, as zealous copyright owners are
making overbroad takedown requests for material that is fair use. You
Tube, for example, quickly removes any videos upon receiving a takedown
request, even when there is a good argument for fair use. And for the
ger, it is difficult not to be shaking in one's boots when receiving a nasty
takedown letter from a corporate lawyer threatening the apocalypse if one
does not comply. Facing such a leviathan, with the muscular copyright law
in its corner and armed with the threat of huge statutory damages, the wis
est course of action is to back down and take down.

Those who were the subject of gossip or rumor on JuicyCampus were
to do much about it. According to the website's FAQs:
How do I remove a post that someone else made?
You can't. Only we can remove posts made by others, and generally we
don't. We do remove spam, but otherwise it's pretty rare. 18
JuicyCampus shut down in 2009, a victim of the bad economy.19 Although
JuicyCampus is gone, the problems it raises persist, for there are countless
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Would notice and takedown for defamatory or privacy-invasive speech
run into similar problems? I do not believe it would for several reasons.
First, abusing the notice-and-takedown system should be penalized. 25 Those
who wrongly issue takedown threats for material that is not defamatory or
invasive of privacy should be punished for making unjustified claims. Sec
ond, the entities enforcing copyright law are often very wealthy, powerful,
and aggressive. Significant amounts of money are at stake. The DMCA take
down notices are part of a corporate campaign to stop music piracy and to
push beyond for even greater control over content, often threatening fair
use. In contrast, most privacy or defamation plaintiffs are ordinary indi
viduals, without the ability to hire armies of lawyers or to pursue cases
relentlessly to the four corners of the globe. Most individuals who request
information be taken down to protect their personal reputations lack the
litigating power of the music or movie industry, and the stakes are much
lower.
The damages for defamation and invasion of privacy actions should be
limited. This will prevent predatory lawsuits that aim to extort money. More
importantly, mediation should be required before any lawsuit can proceed
to trial. Most cases should not proceed to trial. The law should primarily
function to incentivize parties to resolve their disputes. The measures I
propose will push law into this function and prevent opportunistic litiga
tion as well as help keep costs under control.
A related objection is that a notice-and-takedown regime will result in
excessive takedown. Website operators will err on the side of takedown
even when they believe that a comment is not tortious because they want
to avoid the hassle of litigation and the risk that they might be incorrect.
Although this is a valid objection, it should not deter us from lessening
§230 immunity in the manner I propose. The risk of excessive takedown
objection can be made against any potential liability for speech. Taken to
its logical extreme, the excessive takedown objection suggests that if we
truly want free speech uninhibited by any
litigation, there should be absolute
should be expanded to apply to all speech,
whether one is the speaker or not. Few would argue, however, in favor of
such a broad immunity. Excessive takedown is
law already accounts for and deals with that risk ..... ""'''_1U
is
to increase the existing risk of excessive takedown in a
dramatic fashion.
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Part of the analysis of how minor modifications to §230 immunity will
impact speech depends upon empirical questions that remain unanswered:
How often will people attempt to request to have information taken down?
How frequently will such a notice-and-takedown system be abused? r do
not think there will be rampant abuse. Nor do I predict a barrage of take
down requests. Indeed, even under our current system, where §230 im
munizes bloggers for comments of others, there is no reason why a person
should not at least ask for something to be taken down-at worst, the blog
ger says no. I am not aware of much evidence that takedown requests are
currently out of controL and I doubt changing the system from voluntary
takedown to a more mandatory takedown will result in a sudden tsunami
of problems. But this is a guess. The only way to find out for certain is to ex
periment. The costs of leaving the law as it is are real and significant-people's
lives are being ruined. their future opportunities are being limited, their free
dom to grow, develop. and achieve their dreams is being hampered. Given
these costs. something should be done to address the problem, even if there
is some risk to free speech. The risk is likely to be smalL but it is impossible
to know for certain. If altering §230 immunity sudden Iv leads to wide
spread abuses and excessive
of non-tortious
then the law
can always be restored.
is currently out of kilter.
The balance between privacy and free
My proposals might tip the balance too much in the privacy direction, but
given the status quo of a balance tipped too far on the side of speech, I be
lieve it is worth tinkering with the scale and taking the risk. In the unlikely
event that the balance shifts too far toward privacy, adjustments can be
made. The objections to my proposals certainly suggest caution. as there is
indeed a risk of rampant abuses, but that is a risk, not a certainty, and we
should not let it paralyze us from trying to fix an existing problematic
imbalance.
The most effective solutions encourage norm change, and that occurs
not just through the law but through increasing people's awareness of the
consequences of their online speech. Currently, I see both in the law and
in the discourse an exaltation of speech over privacy, a strong sentiment
that people should be able to say whatever they want with impunity.
Shaping these norms into a better balance between free speech and pri
vacy is key if we are going to make any headway in addressing these
problems.
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the question of how much privacy people can expect-or even desire-in
an age of ubiquitous networking. For example, Taylor contends in a critique
of my calls for greater privacy protection:

Whom Should We Protect?
Some people, like the Star Wars Kid, are the unwitting victims of those who
release their personal information online. Others willingly expose their
own personal information online and may later want to remove or conceal
it. Should these two instances be treated differently? Regarding the non
consensual victim of personal information disclosure, I believe that the
law should provide strong protection. As for the person who self-exposes,
that person is engaging in risky behavior and cedes some rights to privacy.
But what if that person is a juvenile who lacks judgment? Suppose later on,
as an adult, she regrets what she posted about herself online and wants
it removed and others who disseminated it to take it off their websites.
This is a tricky problem. I believe that there should be some limited right to
retract information, especially for minors, though developing the contours
of such a right would require a much lengthier exposition than is possible
here.
Another issue when it comes to self-exposure is the degree of exposure.
Suppose a person discloses information on a Facebook page that is set up so
that only the person's friends can view it. Suppose the person has fifty
friends. Is the information still private? I believe there is a good argument
that it is. 26 Even though the data is disseminated to quite a few people, it is
clear that the person has explicitly limited the visibility of the information
to a select group of people. There should be an implicit understanding of
confidentiality in this instance. A stranger who finds a way to pry into the
person's Facebook page is committing an intrusion, for she is accessing in
formation she is not authorized to see. If one of the person's friends were to
disseminate the information beyond the group of friends, such a disclosure
could be understood to be a breach of confidentiality. Abandoning anti
quated notions of privacy would be an important first step in working out
an appropriate law and policy to deal with situations like these.
One common response to the growing loss of privacy due to online speech
is that in the future, Generation Google will develop a much lesser expec
tation of privacy. Technology has led to a generational divide. On one side
are high school and college students whose lives virtually revolve around
social-networking sites and blogs. On the other side are their parents, for
whom recollection of the past often remains locked in fading memories or,
at best, in books, photographs, and videos. For the current generation, the
past is preserved on the Internet, potentially forever. And this change raises

The experience of living online will only become more universalized, giving
people more of a basis for judging people and information they encounter
there. Privacy will recede from the heights it achieved during our brief
period of wealth and atomization. Present notions of reputation will no lon
ger apply; as multiple personas become more difficult to maintain. All this
will result in a more accurate and humanized representation: we are who
we are, warts and all, and the exposure of actions and beliefs that we now
keep under wraps will result in changes in social norms. We need not fear
the future, and despite Solove's concerns, the temporary dislocation of the
present is no great danger either. 27
Exposing all our warts, however, will not improve our judgments of others
or create a world where the norms people champion yet secretly transgress
disappear. People are often hypocritical. Many social norms are idealized
standards of behavior. When all our warts are exposed, we might still con
demn. It is not clear that exposing people's foibles will change norms-it
might just hurt those who get exposed. Perhaps if we had 100 percent in
formation on 100 percent of the people, things might change, but that is
unlikely to occur. Whose curtains will get ripped down and whose won't
will likely be haphazard. And so a utopia where we all judge each other
openly, fairly, and without hypocrisy might never exist. Instead there will
be a world where more people are hurt and condemned when their private
lives are suddenly exposed.
Moreover, I dispute claims that Generation Google will grow to eschew
privacy and love living completely exposed. When members of Generation
Google are adults with teenage children, will they celebrate their child's loss
of privacy, happily helping them upload their naked pictures to the Inter
net? Will these parents help edit their children's typos and grammar on
their tell-all sex diaries? Or will they be even more cognizant than parents
today about the dangers of overexposure? I believe the latter. I believe they
,'. will learn the consequences of losing privacy, and they will better educate
;7:.
their own children based on their experiences. Ultimately, only time will
l,),
j:';\ tell. Looking back on history, the advent of new technologies frequently
,Iji, raised cries of the inevitable death of privacy. Nevertheless, privacy has
persisted as a major social desire and goal. People have long worried that
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future generations would not care about privacy, hut privacy still has not
died, and people still care about it.
The Internet is creating new and vexing threats to privacy as people have
an unprecedented
to gather and spread information about each other
around the world. To address these problems, we need to rethink privacy for
the Information Age. If we fail to do so, we will face severe limitations on
freedom and self-development now and in the future.
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The Internet is a double-edged sword. While it can facilitate
the empowerment of people who often face discrimination, it can also be
exploited to disenfranchise those very same individuals. Anonymous mobs
employ collaborative technologies to terrorize and silence women, people
of color, and other minorities. The harassment typically includes threats of
sexual violence, postings of individuals' home addresses alongside the sug
gestion that they should be raped, and technological attacks that shut down
blogs and websites. Cyber mobs brand targeted
and as sexual objects.
Not surprisingly, the abuse has a profound
upon targeted indi
viduals. It may intimidate them, chasing them offline. It may convince them
to disguise their online identities. When individuals go offline or assume
pseudonyms to avoid bigoted cyber attacks, they miss innumerable economic
and social opportunities. They suffer feelings of shame and isolation. Cyber
mobs effectively deny people the right to participate in online life as equals.
Consider these examples. 1 Kathy Sierra, a programmer and game devel
oper, maintained a popular blog on software development called "Creating
Passionate Users." In 2007, anonymous individuals attacked Ms. Sierra on
her blog and two other websites. Posters threatened rape and strangula
tion. They revealed her home address and Social Security number. They
posted doctored photographs of Ms. Sierra. One picture featured her with
a noose beside her neck; the other depicted her screaming while being suf
fOcated by lingerie. After the attack, Ms. Sierra canceled speaking engage
ments and feared leaving her yard. She suspended her blog, even though it
enhanced her reputation in the technical community. In April 2009, she
explained that her "blog [once] was in the Technorati Top 100. I have not
blogged there-or anywhere-since."2
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