
viii Preface 

Although I advance my own positions, my aim isn't to hold them out as 

end-all solutions. The purpose of the book is to explore in depth a set of fas

cinating yet very difficult questions and to propose some moderate compro

mises in the clash between privacy and free speech. There are no easy answers, 

but the issues are important, and I believe that it is essential that we wrestle 

with them. 

Many people helped shape the ideas in this book through conversations and 

helpful comments on the manuscript: danah boyd, Bruce Boyden, Deven De

sai, Tom Dienes, Howard Erichson, Henry Farrell, Bill Frucht, Eric Gold

man, Marcia Hofmann, Chris Hoofnagle, Orin Kerr, Ray Ku, David Lat, 

Jennie Meade, Frank Pasquale, Neil Richards, Paul Schwartz, Michael Sulli
van, Bob Tuttle, Christopher Wolf, and David Wolitz. My research assistants, 

James Murphy and Erica Ruddy, provided helpful research and proofreading. 

A few passages in this book were adapted from my article "The Virtues of 

Knowing Less: Justifying Privacy Protections Against Disclosure," 53 Duke 

Law Journal 967 (2003). My agent, Susan Schulman, believed in this book 

from the start and helped tremendously in bringing it to fruition. I would also 

like to thank Michael O'Malley at Yale University Press, who also believed in 

this project and gave me the opportunity to bring it to life, and Dan Heaton, 

for his thoughtful editing of the manuscript. 

When quoting from blog posts, I have occasionally corrected obvious typos 

and spelling errors. 
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Chapter 1 Introduction: 

When Poop Goes 

Primetime 

It all began in realspace, on a subway train in South Korea. A young 

woman's small dog pooped in the train. Other passengers asked her 

to clean it up, but she told them to mind their own business. That's 

when it moved over to cyberspace and became even uglier. 

Someone took photos of her and posted them on a popular Ko

rean blog. A blog, short for "Web log," is a running online commen

tary about one's life or about the issues of the day. Another blogger, 
Don Park, explains what happened next: 

Within hours, she was labeled gae-ttong-nyue (dog shit girl) and her pic

tures and parodies were everywhere. Within days, her identity and her past 

were revealed. Requests for information about her parents and relatives 

started popping up and people started to recognize her by the dog and the 

bag she was carrying as well as her watch, clearly visible in the original pic

ture. All mentions of privacy invasion were shouted down .... The com

mon excuse for their behavior was that the doesn't deserve privacy,l 

Across the Internet, people made posters with the girl's photograph, 
fusing her picture with a variety of other images. The dog poop girl 
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story quickly migrated to the mainstream media, becoming national news in 

South Korea. As a result of her public shaming and embarrassment, the dog 

poop girl dropped out of her university.2 

The story of the dog poop girl wasn't known in the United States until 

Don Park wrote about it in his blog, Don Park's Daily Habit.:l It became even 

more popular when the blog BoingBoing discussed the story. BoingBoing re

ceives nearly ten million visits per month-more than the circulations of 

many newspapers and magazines.4 In no time, newspapers and websites 

around the world were discussing the story. 

The story of the dog poop girl raises a number of intriguing issues about 

the Internet, privacy, norms, and life in the Information Age. Not picking up 

your dog's poop is bad behavior in most people's books, but was the reaction 

to her transgression appropriate? We all have probably engaged in rude behav

ior or minor wrongdoing. But is it going too far to transform the dog poop 

girl into a villain notorious across the globe? 

The dog poop girl is just one example of a much larger phenomenon taking 

place across the Internet. Increasingly, people are exposing personal informa

tion about themselves and others online. We can now readily capture informa

tion and images wherever we go, and we can then share them with the world 

at the click of a mouse. Somebody you've never met can snap your photo and 

post it on the Internet. Or somebody that you know very well can share your 

cherished secrets with the entire planet. Your friends or coworkers might be 

posting rumors about you on their blogs. The personal email you send to oth

ers can readily be forwarded along throughout cyberspace, to be mocked and 

laughed at far and wide. And your children might be posting intimate infor

mation about themselves on the Web--or their friends or enemies might be 

revealing your family secrets. These fragments of information won't fade away 

with time, and they can readily be located by any curious individual. Like the 

dog poop girl, you could find photos and information about yourself spread

ing around the Internet like a virus. 

This is a book about how the free flow of information on the Internet can 

make us less free. We live in an age drenched in data, and the implications are 

both wonderful and terrifying. The Internet places a seemingly endless library 

in our homes; it allows us to communicate with others instantly; and it enables 
us to spread information with an efficiency and power that humankind has 
never before witnessed. The free flow of information on the Internet provides 
wondrous new opportunities for people to express themselves and communi
cate. 

..,....

"} 
One of the digital posters of the dog poop girl circulating on the Internet 
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But there's a dark side. As social reputation-shaping practices such as gos

sip and shaming migrate to the Internet, they are being transformed in signif

icant ways. Information that was once scattered, forgettable, and localized is 

becoming permanent and searchable. Ironically, the free flow of information 

threatens to undermine our freedom in the future. 

These transformations pose threats to people's control over their reputa

tions and their ability to be who they want to be. Will we enslave ourselves by 

making it impossible to escape from the shackles of our past and from the 

stain of gossip and false rumors? How much information should we know 

about each other? How do we allow people to control their personal informa

tion without curtailing speech or stifling freedom on the Internet? 

book will take a journey through the ways in which private lives are 

being exposed online, and it will examine the implications. People have pro

found new ways to communicate, yet the gossip, shaming, and rumors that 

are being spread online are sometimes having devastating effects on people's 

lives. Should we do something to Stop the exposure of private secrets on the 

Internet? Can we do anything? In this book I will propose a framework for 

how we can address these problems-by recognizing a new and broader no

tion of privacy and by reaching a better balance between privacy and free 

speech. 

THE INTERNET AS A TEENAGER 

About a decade ago, the Internet in its early days was greeted with a kind of 

euphoria. Its potential seemed to be boundless, and people viewed it as a won

drous zone of freedom. A few years later, the giddiness dimmed with forebod

ing. Commentators began to point out that the Internet wasn't inherently 

could be transformed into a radically controlled and restricted world. 

In 1999 the Internet law expert Lawrence Lessig declared in his famous book, 

Code: "We will see that cyberspace does not guarantee its own freedom but in

stead carries an extraordinary potential for control."5 

Today, the Internet is no longer in its infancy. Although developed long ago 

by researchers, the Internet entered into popular usage in the mid-I990s. It is 
now maturing into its second decade in mainstream culture-its teenage 
years. The Internet indeed has proven to be a place of both rigid control and 
unbounded freedom. 

This book focuses on the free dimensions of the Internet. The future of the 
Internet involves not only the clash between freedom and control but also a 
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struggle within the heart of freedom itself. The more freedom people have to 

spread information online, the more likely that people's private secrets will be 

revealed in ways that can hinder their opportunities in the future. In many re

spects, the teenage Internet is taking on all the qualities of an adolescent

brash, uninhibited, unruly, fearless, experimental, and often not mindful of 

the consequences of its behavior. And as with a teenager, the Net's greater 
freedom can be both a blessing and a curse. 

In the oRline world, the dog poop girl would have been quickly forgotten. 

The incident would have ended when she left subway train. But the Inter

net enabled the few witnesses of her transgression to express their outrage to 

Indeed, the Internet affords people unprecedented new ways to com
municate with others. It has blossomed into a fantastic world of free expres

sion, teeming with chatrooms, online discussion groups, and blogs, which are 

proliferating at a breathtaking rate. Everyday people express themselves to a 

worldwide audience, something never before possible in the history of hu
mankind. 

In May 2005 I became a blogger. Within an instant, I could publish virtual 

op-eds to the entire world. Billions of people potentially could access my 

thoughts. The blog I posted on was visited thousands of times a day. A lot of 

people were reading. What made this so exciting was that I'd never had any 

success getting an op-ed published. I had tried many a time, but the editors 

just wouldn't give me a plot of valuable space on their pages. Suddenly I no 

longer need them. I can get my thoughts out far and wide without their help. 

Blogging brings instant gratification. I can quickly work up my thoughts 

into a post and publish them to the website for the world to read. People then 

post comments, and I can have a discussion with them. Blogging has allowed 

me to explore many an idea that might have languished in a forgotten corner 

of my mind. In fact, this book was inspired by my blog post about the dog 
poop girl case. 

Blogs are everywhere these days. There are blogs about virtually any topic 
under the sun. Dogs and poop are both popular topics for blogs. A blog called 

Doggie News gleefully reported the dog poop girl story.6 There's a blog pur

portedly written by dogs called Blogdogs.7 There's even a blog about poop 

called Poop Report. B Needless to say, the dog poop girl story was a big scoop 
for Poop Report.9 

It is hard not to get excited about these developments, to see the great free
dom and power that the Internet can provide to everyday people. But while 
many bloggers talk about politics, books, music, dogs, or other topics, a large 
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number of bloggers enjoy speaking about their personal lives, their sexual ex

pelriellces, the people they know, and even the girl on the train who wouldn't 

up after her dog. Details about many people's private lives are finding 

way onto the Internet, often without the subjects' knowledge and con

sent. And in a number of cases, the consequences 

As people use the freedom-enhancing dimensions 
press themselves and engage in self-development, they may be constraining 

the freedom and self-development of others-and even of the:m1,el,res. 

THE NORM POLICE 

In the dog poop girl case, people harnessed the power of the Internet to en

force a norm-the obligation to clean up after one's dog. Norms are "social 

attitudes of approval and disapproval," the law professor Cass Sunstein writes. 

Norms specify "what ought to be done and what ought not to be done."10 

Norms bind societies together; they regulate everyday conduct; they foster ci

are the oil that reduces the friction of human interaction. We 

need to maintain norms of courtesy so that we can all along nicely. Imag

ine if we didn't have norms like first-come, Fisticuffs would 

quickly follow. In short, norms are a central mechanism through which a soci

ety exercises social control. 
To be effective, norms must be regularly followed. If 

and get away with it too often, norms can weaken and lose 

behavior. When somebody butts in line, many people usually 

under their teeth, but there are a few folks who confront that norm violator. 

These "norm police" help enforce norms, and they are essential to ensuring 

that norms remain strong. 
The dog poop girl violated a norm that most people would agree with, but 

were the norm police too harsh in punishing her? Most norm enforcement in

volves angry scowls or just telling a person off. The blogosphere can be a 

more powerful norm-enforcing tool, allowing bloggers to act as a cyber

posse, tracking down norm violators and branding them with digital marks of 

shame. Having a permanent record of norm violations is upping the sanction 

to a whole new level. 
Don Park's blog contains some interesting comments by his readers about 

the dog poop girl.!l Some commentators were sympathetic to her plight, 
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Every once in a while, it's good for someone who is an ass to be shown as an ass. 

Whether to a small group or large crowd. She needs to learn to be accountable, 

whether in front of 5 people or 5,000,000 people. It's really all the same. Manners 

are manners. 

Another commentator opined: 

In the old days, people conformed to societal expectations and norms based on the 


feedback they got from those around them. These days, especially in large urban ar


prevails, most people seem to be afraid to criticize anyone for 


now technology will provide a way to reinstate that societal feed


back. I doubt this episode would have occurred in a small town where everyone 


knows everyone and such actions would have resulted in immediate consequences. 


Yet another remarked: 

Lack of personal responsibility is the problem here. And it's orevalent these 

days. 

It is certainly true that the Internet better enabled people to hold the dog 

poop girl responsible for her behavior. People who act inappropriately might 

not be able to escape into obscurity anymore; instead, they may be captured in 

pixels and plastered across the Internet. They'll be held responsible for their 

actions. But perhaps responsibility cuts both ways. Shouldn't the cyberspace 

norm police also have responsibilities? What if they get out of hand? What if 

they wrongly accuse somebody? What if their shaming punishes a minor 

transgression too much? 

PRIVACY 

A common thread llllUUgu the comments about the dog poop girl is 

that she should expect no because she was in Dublic. One commenta
tor wrote: 

The initial blogger. Do I think he had every right to post her? Yep. She was in 

lie, and it really doesn't matter if she was in front of IOO or I,OOO,OOO people, she 

was willing to act that way in the public sphere. 

Under existing notions, privacy is often thought of in a binary way-some

thing is either private or public. According to the general rule, if something 
occurs in a public place, it is not private. But a more nuanced view of privacy 

.-

suggests that this case involved taking an event that occurred in one context likening the attacks on her to a "witch hunt." But others celebrated her sham
and significantly altering its nature-by making it permanent and widespread. ing. One theme is responsibility. In the words of one commentator: 1\ 



8 Introduction 
When Poop Goes Primetime 9 

The dog poop girl would have been just a vague image in a few people's mem

ories if it hadn't been for the photo entering cyberspace and spreading around 

faster than an epidemic. Despite the fact that the event occurred in public, 

was there a need for her image and identity to be spread across the Internet? 

Yet another commentator stated: 

I really don't think it matters that it came out on the internet. It happened in a pub

lic place so it is excusable to discuss it in a public forum. This isn't going to ruin her 

life, it might make her dean up her dog's mess for a month though while the story 

goes around. We are a fickle bunch and she will be forgotten before the end of the 

season. 

But this comment is inaccurate. She will not be forgotten. That's what the 

Internet changes. Whereas before the girl would have been remembered 

merely by a few as just some woman who wouldn't clean up dog poop, now 

her image and identity are eternally preserved in electrons. Forever, she will be 

the "dog poop girl"; forever, she will be captured in Google's unforgiving 

memory; and forever, she will be in the digital doghouse for being rude and 

inconsiderate. The dog poop girl's behavior was certainly wrong, but we 

might not know the whole story behind the incident to judge her appropri

ately. And should people's social transgressions follow them on a digital rap 

sheet that can never be expunged? 

The easy reaction is to steel ourselves and chalk it up to life in the digital 

age. But the stakes are too high for that. We perform an enormous range of ac

tivities in public. Do we want to live with the risk that people can snap our 

picture wherever we are and put it up on the Internet? We expose a litany of 

personal information as we go about our daily lives. Do we want it to be per

manently posted online for the world to see? Consider the thoughts of another 

commentator to Don Park's blog: 

It reminds me of the struggles that editors face when deciding about what pictures 

to run in the newspaper. Those editors need to make a judgement call based on the 

value of the picture and its relevance to the story. But here, the person was outraged 

and ran the picture of the girl. That's totally different. It shows the dangerous Hip 

side of citizen media. Moral outrage is easy to flame. But the consequences can be 

mortal. Will the ease in inciting moral outrage create a mob driven police state? It 
may be when the powerful realize how they can use citizen "reporters," to influence 

mobs. That seems to be one of the real dangers of citizen journalism. 

powerment that comes with a billion and a half people being online is the sur

veillance aspect .... We used to worry about big brother-the state-but now 
of course it's our neighbors, or people on the subway."12 

Compounding the problem is the fact that the norms of the blogosphere 
are just developing, and they are generally looser and less well defined than 

those of the mainstream media. The author of an article in the Columbia Jour
nalism Review declares: "We've seen blogs act as media or political watchdogs, 

but not as aggressive watchdogs of individual violations of social norms. So 

this seems like a notable step. And, as with the emergence of 'citizen'journal

ism, it is an undefined and unregulated step in a cyberworld that lacks bound

aries and standards."13 Thus cyberspace norm police can be extremely danger

ous-with an unprecedented new power and an underdeveloped system of 
norms to constrain their own behavior. 

GENERATION GOOGLE 

Generation X. Generation Y. These are yesterday's labels. They don't really 
capture who we are today. We are Generation Google. 

Google is a search engine, a website that combs through the Internet look

ing for all other Web pages that contain the term you're searching for. With

Out search engines, the Internet would be an endless expanse of digital babble, 

and finding any particular piece of information would be akin to locating a 

specific grain of sand in the Sahara Desert. Since its creation in 1998 by Larry 

Page and Sergey Brin, two students at Stanford University, Google has quickly 

risen to become the leading search engine. 14 It can search billions of Web 

pages in just a fraction of a second. Google presents search results in a rank or

dering calculated to put the most relevant results at the top of the list. 

Want to know about a person? No need to hire a private investigator. Just 
go to http://www.google.com. type a name into the search box, hit the search 

button ... and presto, you've got a list of Web pages with information about 

that individual. Google is so popular it has become a verb. To "google" some

one doesn't mean anything kinky-instead, it means to do a search for his or 

her name. on the Web. Everybody's googling. People google friends, dates, po
tential employees, long-lost relatives, and anybody else who happens to arouse 
their curiosity. 

Many of us today--especially children and teenagers-are spending more 
Similarly, Howard Reingold, author of Smart Mobs, a book about the blister of our lives on the Internet. And the more we're online, the more likely details 
ing speed of modern communications, observes: "The shadow side of the em /\ about our lives will slip out into cyberspace. This risk is increased because it is 
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not just we ourselves who might leak information-data about us can be re

vealed by our friends or enemies, spouses or lovers, employers or employees, 

teachers or students . . . and even by strangers on the subway. We live in an 

age when many fragments of information about our lives are being gathered 

by new technologies, horded by companies in databases, and scattered across 

the Internet. Even people who have never gone online are likelv to have some 

personal information on the Internet. 

Details about your private life on the Internet can become permanent digi

tal baggage. For example, a story in the Boston Globe Magazine discusses the 

plight of a thirty-four-year-old professional named Michael. '5 Michael was 

briefly in prison when he was a juvenile. While in prison, he wrote a few ar

ticles about it in specialized journals. These articles now come back to haunt 

him. They are pulled up anytime somebody does a Google search for his 

name. Michael is single, and his Google baggage travels with him on most 

first or second date, most women start interrogating Michael 

about his stint in prison. As Michael explains: "When you meet someone ... 

you don't say, 'I had an affair one time: or 'I was arrested for DUI once,' or 'I 

cheated on my taxes in I984.'» Even when people don't him about his 

past, Michael's digital skeletons continue to affect him. Whenever there's an 

awkward silence in a conversation, Michael thinks the worst: "Instead of 

thinking, 'Was I curt last week?' or 'Did I insult this political party or that be

lief?' I have to think about what happened when I was 17." In one instance, 
Michael was interviewed several times for a job when, suddenly, the potential 
employer stopped calling him. "[Michael's] hunch: Someone Googled him. 
But the worst part is, he'll never know." Michael's problem is not that he is 

When Poop Goes Primetime 11 

embarrassed by his past or wants to escape from it. Rather, he resents having 

to constantly justify himself and explain his past. Worse still, he is rarelyaf
forded the opportunity to explain. 

From the dawn of time, people have gossiped, circulated rumors, and 

shamed others. social practices are now moving over to the Internet, 

where they are taking on new dimensions. They transform from forgettable 

local groups to a widespread and permanent chronicle 
of people's lives. An entire generation is growing up in a very different world, 

one where people will accumulate detailed records beginning with childhood 
that will stay with them for life wherever they go. In Nathaniel 

The Scarlet Letter, Hester Prynne was forced by her colonial New Ll1lSldilU 

lage to wear a scarlet letter A to represent her sin of adultery. The Internet is 

bringing back the scarlet letter in digital form-an indelible record of people's 

past misdeeds. One commentator to Don Park's post about the dog poop girl 

said it best: "Right or wrong, the internet is a cruel historian." The Internet is 

indeed a cruel historian. Who wants to go through life forever known as the 
dog poop girl? 

In this book, I discuss a litany of instances like the dog poop girl, in which 

rumors, gossip, or shaming on the Internet have had poisonous effects. I argue 

that we must protect privacy to ensure that the freedom of the Internet 

doesn't make us less free. But to do so, we must rethink our notions of pri

vacy. We must also balance the protection of privacy against freedom of 

speech. And we must find a workable way for the law to achieve these goals. I 
shall propose ideas for how these goals can be achieved. 

The book has two parts. In the first part I discuss how rumors, gossip, and 

shaming are being transformed when they take place online. In Chapter 2 I 

explore the new ways we're disseminating information-through blogs, social 

network sites, and other means. Increasingly, this information consists of per

sonal details about people's lives. It is far too simplistic to conclude that this is 

good or bad-it is both. We rely upon information about people to help us as

reputations. We want to give people some control over their rep uta

not so much that they can deceive or manipulate us. The rapid 
spread of information on the Internet makes establishing this delicate balance 
all the more challenging. 

Chapter 3 is about gossip. There's a voyeur in all of us, and we often have a 
gluttonous curiosity about the lives of others. Gossip isn't inherently good or 



....
1;p"" 

;~~,.-:J 

12 Introduction 

evil-it has its virtues as well as its vices. On the Internet, however, gossip is 

being reshaped in ways that heighten its negative effects and make its sting 

more painful and permanent. 

In Chapter 4 I explore a related practice of spreading information-sham

ing. Like gossip, shaming has long served as a common practice to keep 

people from violating society's rules and norms. Shaming helps maintain or

der and civility. Yet when transplanted to the Internet, shaming takes on some 

problematic dimensions. 

After examining in Part I the good and bad aspects of spreading personal 

information over the Internet, I turn in Part II to the question of what ought 

to be done about the problem. What makes the issues so complex is that there 

are important values on both sides. Protecting people's privacy sometimes can 

be achieved only by curtailing other people's free speech. Some commentators 

and lawmakers are quick to take sides, strongly favoring privacy or free speech. 

The difficulty is that we often want both. Unlike many conflicts, in which we 

can readily pick a side, there is no clear winner in the battle between privacy 

and free speech. Both are essential to our freedom. 

In Chapter 5 I discuss how the law can strike a balance between allowing 

people to express themselves online and preventing them from revealing per

sonal information about others. The difficulty is finding the proper role for 

the law to play. Too many legal restrictions or lawsuits will chill speech and 

stifle freedom on the Internet. On the other hand, if the law is held at bay, 

there will be little to prevent people from injuring others by releasing their se

crets to the world. The law must take a middle path, but there's another 

treacherous pitfall in the road: the law can be slow and costly. In this chapter, 

I suggest a way for law to address the problems productively yet with modera

tion. 

I turn in Chapter 6 to the tension between privacy and free speech. Free

dom of speech is a fundamental value, and protecting it is of paramount im

portance. Yet, as I argue, privacy often furthers the same ends as free speech. 

If privacy is sacrificed at the altar of free speech, then some of the very goals 

justifying free speech might be undermined. Current law, unfortunately, 

tends to side too frequently with free speech, leaving privacy underprotected. 

I propose a way to balance privacy and free speech that enables them to coex
ist without making undue trade-offs. 

The focus of Chapter 7 is privacy. One of the challenges we face in today's 
exposed world is that information is rarely completely hidden. Many of our 
comings and goings occur in public places, where technology enables them to 
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be more easily recorded. We often share private information with others who 

might betray us and spread it online. Is it possible to protect privacy in public? 

Once we've shared information with others, can it still be private? How much 

control ought we to have over our personal information? In this chapter I ex

plore these questions and propose a new way of understanding privacy, one 
that is more fitting to the world we live in. 

I conclude the book by examining in Chapter 8 what the law can and can

not do. As important as it is to explore law's potential, it is equally important 

to recognize the law's limitations. The law alone cannot be the cure-all. While 

the law can take a more active role in preventing people from revealing the se

crets of others, it will have great difficulty in stopping people from exposing 

details about themselves. Although the law might not be the answer in this sit

uation, there are other ways to make headway in addressing the problem. Nev

ertheless, any solution will be far from perfect, as we are dealing with a social 

tapestry of immense complexity, and the questions of how to modulate repu

tation, gossip, shame, privacy, norms, and free speech have confounded us for 

centuries. These age-old questions, however, are taking on new dimensions in 

today's digital era, and it is imperative that we grapple with them anew. 



Chapter 3 Gossip and the 

Virtues of Knowing Less 

LET'S TALK ABOUT SEX 

Robert was an attorney employed by a U.S. senator. He had a slight 

crush on Cutler, a twenty-five-year-old assistant to the 

senator who had begun working there in February 2004. Robert 

had briefly met Jessica early on when Jessica began working, but he 

rarely had contact with her since he worked in a different part of 
the office. 

Jessica had recently moved to Washington from New York. Slen

der and attractive, Jessica was part Korean, part Caucasian. When 

she moved to D.C., she first lived with her boyfriend, but she grew 

bored with him and began to cheat on him. They broke up, and she 

6, a coworker told Jessica that Robert liked her 

and invited them both out for drinks at Union Station after work. 
Unbeknownst to Robert, Jessica had created a blog the day before, 
called The Washingtonienne, which was written in the style of a 
Washington "Sex and the City" column. The blog began like this: 
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WEDNESDAY, MAY 05,2004 

I have a "glamour job" on the Hill. That is, I could not care less about gov or pol

itics, but working for a Senator looks good on my resume. And these marble hall

ways are such great places for meeting boys and showing off my outfits. 

POSTED BY THE WASHINGTONIENNE AT 5:32 PM 

Acoording to Jessica, she created her blog to keep a few of her friends in

about her escapades. She didn't set up the blog so that only people with 

DaSliwuru could read it because she thought it would be "too much 

friends to have to type in a password."2 She stated that she believed that her 

would be a needle in the electronic haystack of cyberspace. 

On her blog, Jessica described the daily adventures in her life, which con

of a lot of partying with various men. One of them was her ex

with whom she continued to have sex occasionally. Another was a 

at a senator's office where she interned before getting her current job. 

was also sleeping with a man she described as a "sugar daddy who 

llUlIllll~ but anal." And she was also involved with a married man, the 

of staff at a government agency who was paying her for sex.3 

Robert and their coworker on Thursday 

Jessica dashed off a post to her blog. She wrote that Robert was a 

contender for my fair hand" and referred to him by his real initials. 

didn't seem all that excited about the evening, noting that it would 

"full of awkward moments." But apparently the evening went better 

Jessica had expected. In a post the next morning, she wrote about their 

sexual encounters that evening, including the fact that Robert was into 

Spanking. 

Robert began a relationship with Jessica. Things were moving fast. They 

were sleeping together and began each other frequently. Robert wasn't 

aware of Jessica's other sexual exploits, and he had no idea that as their rela

tionship began to develop, Jessica was blogging the intimate details. In one 

POSt, Jessica wrote that she and Robert went out for drinks after work and 

then went back to her place to have sex "every which way." That evening, 

Robert reported having heard that she had told a few friends in the office 

about his interest in spanking. Jessica confessed that she had told a few people, 

and Robert forgave her but told her to stop talking about it. But although Jes
sica stopped gossiping about it in the office, she continued to blog about her 

Robert. After writing about the fact that he "likes submissive 
women," Jessica quipped: "Good, now I can take it easy in bed. Just lay back 
and watch him do freaky shit." 
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Jessica blogged about Robert's difficulty using a condom. "I also learned 

that he was a cop," she wrote, "so he has scary police shit like handcuffs in his 

closet. He implied that we would be using them next time, which is intrigu

ing." Jessica also recounted that they were beginning to like each other and 

mused about the future of their relationship, which was about a week old at 

the time. She wondered whether was a future: "But can it go anywhere, 

marriage? I don't know. Jewish, I'm not. And we have nasty sex like 

antmals, not man and wife." 

18 was the last day of their relationship. From Jessica's post that morn

ing, it appeared that everything was progressing satisfactorily in her relation

ship with Robert. They had plans to go out that evening and continue cele

brating Jessica's birthday. 

But Jessica's blog was about to send everythi ng into a tailspin. That day, the 

popular blog Wonkette linked to Jessica's blog. Wonkette is an inside-the

beltway gossip blog started by Ana Marie "a 31-year-old self-described 

failed journalist."4 Wonkette is akin to a digital tabloid. The Village voice de

clared that Wonkette "swims in the libidinal current of American 

The New York Times called it "gossipy, raunchy, potty-mouthed." The conser

vative pundit Michelle Malkin called Cox "profanity-laced and sex

obsessed ... la) vain, young, trash-mouthed skank." Wonkette's website 

proudly displayed these quotations and more. It received tens of thousands of 

visitors each day. 5 

Wonkette's posting on the morning of May 18 began like this: 

A Girl After Our Own Heart (She's So Getting a Book Deal Out of This) 

We realize that some of you who follow this link will never come back: Com

pared to our humble blog, Washingtonienne has half the politics and twice the ass

fucking. 

Jessica's blog went primetime. When Jessica learned that Wonkette had 

linked to her blog, quickly deleted it. 6 But it was (00 late. Tens of thou

sands of people had read it. Copies of it had already been archived. Robert 

came into office with a printout of her blog, told her the relationship 

was over, and walked away. A few minutes later, the woman who had set Jes

sica up with Robert for drinks came into Jessica's office. The woman was furi

ous. She told that she should leave. Jessica quickly slipped out of the of-

Three days after Wonkette had plugged Washingtonienne, on May 21, the 
senator's office put Out a press release: "On May 18, 2004, our office became 
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work-time to 

Jessica: 

Wonkette: Hi! 

ment of me and my friends.9 

Life was good for 

2004· 

aware of allegations that an employee had been using Senate resources and 

post unsuitable and material (0 an Internet 

Web log .... The employee has been terminated."7 Being fired was nothing 

new for Jessica. One of her friends said that "Jessica has been fired from more 

jobs than anyone I know."8 The same day, Wonkette posted an interview with 

WASHINGTONIENNE SPEAKS!! WONKETTE EXCLUSIVE!! MUST CREDIT WONKETn:!! 

THE WASHINGTONIENNE INTERVIEW!! 

Wonkette spoke to Washingtonienne. Her name is Jessica Cutler .... 

Washingtonienne: Hello? Wonkette? This is the Washingtonienne! 

Washingtonienne: [Laughs] 

Wonkette: YOll certainly are in good spirits. 

Washingtonienne: Oh, this whole is so two days ago for me.... 

Wonkette: ... Now, first of all, is there anything you want people to know? 

Washingtonienne: Uhm ... I'm not naming names. I'm not ashamed of any-

I wrote in the blair. And people are sad if they're interested in such a low level 
sex scandal. I wrote the blog not to ruin lives. It was just for the amuse-

was written up in most major newspapers, including the Wash
the New York Times. CNN discussed the story too. And, of 

course, the tabloids got into the action. 

She was an instant celebrity, and she relished the 

attention. She went out partying with Ana Marie and they posed sugges

tively together in photos which were posted on Wonkette. She did television 

interviews and posed nude for Playboy. In 2005 she wrote a novel, 

Washingtonienne, for which she received a $300,000 advance. A blurb on the 

book boasted: "The Capitol Hill aide who scandalized Washington, D.C., 

with her blog has now written a sharp, steamy, utterly unrepentant novel set 

against the backdrop of the nation's capital." Her novel was based in part on 

events discussed in the blog. The only drawback to Jessica's fame was that she 

had some trouble finding a new job in D.C., so she moved back to New York 

City, She also started a new blog called Jessica Cutler Online, where she cur

rently blogs about sex, clothes, and partying. Her blog accepts donations. "I 
need money for slutty clothes and drugs!" Jessica implores,lo 

Life was good for the author of Wonkette, too. Her blog traffic shot up 
more than threefold, to more than 1.5 million visits in the month of May 

MTV asked Ana Marie Cox to help cover the Democratic National 
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Convention.1I She later wrote a novel, Dog Days, and became a columnist for 

Time magazine and its website. 12 

For Robert, life was not so good. In May 2005 he filed a lawsuit against Jes

sica, stating: 

Cutler caused widespread publication of private intimate facts concerning Plaintiff 

in a manner that would be deemed outrageous and highly offensive to an ordinary 

reasonable person of average sensibilities, subjecting Plaintiff to severe emotional 

distress, humiliation, embarrassment, and anguish .... 

No reasonable person would want the intimate physical, verbal, emotional, and 

psychological details of his or her sexual life and romantic relationships life exposed 

against his or her will on the Internet for the entire world to read. It is one thing to 

be manipulated and used by a lover, it is another thing to be cruelly exposed to the 

world. 13 

The complaint was served on Jessica as she was giving a reading from her book 

at a Washington bookstore. 

Playboy magazine asked Jessica: "What advice would you give to someone 

starting a blog?" Jessica replied: "With a blog, you can't expect your ptivate 

life to be private anymore. You just never know. But, when you work on the 

Hill you find out the guy you've been sleeping with has told everyone in your 

office about it. So, what's the difference? It's writing on the bathroom wa1L"14 

In another interview, Jessica said that she felt "really bad for the guys. They 

didn't deserve this." But she was enjoying her newfound fame: "Some people 

with blogs are never going to famous, and they've been doing it for, like, 

over a year. I feel bad for them." According to Jessica: "Everyone should have 

a blog. It's the most democratic thing ever."15 

Blogging School 

While Jessica tells tales out of school, other bloggers are telling tales in school. 

In a development that sends shivers down my spine, students are beginning to 

blog about their professors. One of my colleagues, the George Washington 

University law professor Orin Kerr, tells an interesting tale. He's a blogger at 

the popular blog The Volokh Conspiracy. Here's what he writes: 

WHEN PROFESSORS READ PSEUDONYMOUS STUDENT BLOGS 

This fall, I came across a pseudonymous GW rL student blog, Idle Grasshopper. 

Mr. Idle Grasshopper blogged a lot about his professors (appropriately 

anonymized, but still recognizable to an insider), and I decided to tip off one of 
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those professors so he could check out what the student was saying about him. That 

professor is one of GWs best young teachers, and Idle Grasshopper was 

ately wowed by his teaching-and also a bit nervous about getting called on given 

the professor's demanding Socratic style. 

My colleague started to visit the student's blog on occasion to see the student's 

reaction to class and also to see if he could figure out the student's identity. After 

visiting the blog on a semi-regular basis for a few months, he was able to piece to

gether the evidence and determine who was Idle Grasshopper. He also realized that 

he had never called on the student in the course of the entire year (the course was 

Civ Pro [Civil Procedure], a year-long class). He decided not to call on Mr. Idle 

Grasshopper until the very last case on the very last day of the semester. And when 

he did, it was with a very cleverly crafted introduction: 

Professor: So, Mr. [ J. 

Student: Yes sir. 


Professor: You've been sitting back there idle all year, laying low in the grass, but 


I'd like to put this seating chart in the hopper, so I thought I'd call on you. 16 

Here's what the student blogged about the experience: 

PCP called on me today. Yep, I got cold called in CivPro. On the last day. The very 

last person to be called. But I wasn't just called. Oh no. As you can see from above, 

PCP called on me in a way that let me (and a few select others that know my semi

secret identity and who were paying attention) know that he knows. About the 

And about my identity. So I guess that makes this post an "I know that you 

know" post .... 

I'm not sure how I feel, knowing as I do now, that PCP has been reading my 

blog. Part of me is ... intimidated? ... 

On the other hand, how cool is it that one of the best profs I'll have in law school 

not the best, but I've only had three 80 far, so the sample size is still too small) 

takes the time to not only read what I write, but also took the time to call on me in 

a way that took a tiny bit of effort to craft, while knowing that few, if any, of the 

class would find it humorous? Pretty freakin' cool. 17 

This incident ended happily, but one doesn't need an active imagination to 


think of more ominous ways students might blog about their teachers. 


. The Phantom Professor 

What if teachers started blogging about the lives of their students? Actually, it 

has happened. One adjunct journalism professor was fired from teaching a 

COurse at Boston University for posting his thoughts about his first day of 
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A page from the Phantom Professor blog 

teaching. He wrote: "Of my six students, one (the smartest, wouldn't you 

know it?) is incredibly hot ... , It Was all I could do to remember the other five 
students. "18 

Another instance involved a pseudonymous blogger at Southern Methodist 

University. The blog, called The Phantom Professor, was born in the fall of 
2004. 

The blog chronicled daily happenings at SMU in a frank and uninhib
ited way. It related the stories of students' campus lives, including their views 

on having sex, using drugs, dealing with stress, and coping with eating disor

ders. The mysterious blogger expressed her own opinions about the students, 

especially rich female students whom she referred to as "the Ashleys." In one 

post, for example, she wrote about a student whom she admired: 

She's not one of the Ashleys, She's a few years older and she's a minority. She has a 

husband and a 

I have no doubt that, unlike the Ashleys who half-joke about being in college (0 

"earn a Mrs. Degree," she'll be heading to grad school and a career in the academy. 

This young woman is a natural teacher with a real flair for research. 

She's not like them at all. And for this one day, it got to her. Their Prada hand

bags and their SUVs (brand new, all filled with high octane charged to daddy's 

The Phantom 
Professor 
Back to school! And I'm 

writing tales of college life, AU 

events are true, but names; 
and identifring details have 

been ch&Olj6d. Even the 
Ashle¥s. Only the Ashleys think 

it's just about them. I 
encourage you to share stories 
.~ sublime Qr ridiculous .• 

about college life, Yo\,! may 

send them to 
ThepnantomProf@aoJ.com or 

leave them as comments here. 
Now sit up straight and if a 

cell phone ooes off in class) it's 

mine. (Copyright The Phantom 
.",f 2005) 

PREVIOUS POSTS 

feee· sPeech 101 
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plastic) and their size 0 derrieres kept warm with pastel Juicy Couture sweats that 

show just a hint of dorsal cleavage. She looked around at their perfect skin and their 
French manicures and it seemed suddenly unfair, 19 

In another post, she wrote about a student who had suffered a mental break


down. In one instance, The Phantom Professor described a rich student who 

stopped by her office during office hours: 


Kortney calls. I'd dub her one of the Ashleys-those plastic girls tottering on $500 

sandals, clutching their $1500 handbags-but try as she might, she'll never quite fit 

the mold. Her weight for one thing. Girls on this particular campus hover at near
skeletal levels. Kottney is on the chunky side. 20 

Although the blogger tried to hide the identities of those whom she spoke 
about, many people recognized themselves and others. Soon, some had fig

ured out who the blogger was: Elaine Liner, a popular writing instructor. At 
the conclusion of the 2005 spring semester, she was asked not to returnY 

Why did she decide to blog about campus life? "I felt I had so many great 
stories to tell about students," Liner said, "and this would be a way to start 

writing them .. , . I just have this compulsion to tell stories. I wanted to write 

from deep inside, to be the person in the back of the faculty meeting or the 

person listening to what was going on. I wanted to write about what people 

don't know about colleges. "22 In another interview, she explained: "I thought 

I was just writing funny, odd, touching little stories about my experiences on 
a campus and in a classroom. "23 

Some people supported her blogging. One said: "She tells the brutal truth, 
and I had a lot of emotions. But she's a writer and that's what she does and it 
should be supported. "24 

Not everybody is pleased with what Liner wrote about them. In comments 

to an article in Inside Higher Ed describing Liner's blogging adventures, a fac
ulty member at SMU writes: 

The physical descriptions were too close for many of our faculty and students to 


not know who was being discussed. And the rude remarks about a particular per


son's physical appearance was a kind of statement that can create hostile working 

environments.25 

The Phantom Professor also wrote about fellow professors. She described 
an attractive male professor whom she called Hot Pockets, the efforts of fe
male students to Birt with him, and his efforts to stop it. Another of Liner's 

THURSDAY, S~PT~Ma~R 01, 2005 

The department decided to do away with History of Mass Media 

somstime tast year, Shoot} why should collega students learn 

anything about the beginnings of the greatest single influence 

(other than their parents:) on their lives? The department chair 

blew off the course t even when we teachers of it tried to 

explain that the Reagan babies weren't quite sure which came 

first, TV or radio. That they are unfamiliar with the contributions 

to w~t we thrnk of as mass media made by, saYI Ben Franklin, 

William Randolph Hearst and ~dward Ft. Murrow. (About the only 

thing they can tell you about FrankUn is that his picture is on 
the $100 biN.) 

http:environments.25
mailto:ThepnantomProf@aoJ.com
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posts described an Mrican-American professor who was prized by the faculty 

as an up-and-coming star: 

Wide load Professor Wideass had what she called her "Jerry Maguire" moment at 

the departmental faculty meeting yesterday. She's the newest tenure-tracker, fresh 

from a mediocre Midwestern university, with a Ph.D. in something no one cares 

about. She recently was named a "rising academic star" by some obscure jour

nal. ... Wideass is a well paid full-timer with a secure future at the university and 

all the health benefits her plaque-laden arteries will ever need. We adjuncts are de

lighted to have discovered she is widely despised by the undergrads.26 

Professor "Wideass" wrote in the comments to the article about Liner: 

Her comments about my size, my recognition by the Chronicle of Higher Educa

tion, my alma-mater, and my values are painful, demeaning, and in all cases false 

(except I guess her depiction of my size ... ) 

Unfortunately, our students, those who are rich, as well as those who are poor, 

are simply undergraduates with an average age of 19. Many of them are not as well 

equipped to see their faults, their personal problems or those of their family written 

about so cavalierly and publicly by someone they trusted.27 

The Phantom Professor raises a number of difficult questions about blog

ging. Her blog was a candid account of college life, and she told stories that 

often remain hidden. Pull back the curtains, and a lot of very interesting 

things can be revealed. And there are also free speech considerations. Doesn't 

Liner have the right to speak freely about things she feels strongly about? 

Doesn't she have the right to chronicle the troubling and sometimes unseemly 

events she witnesses in the lives of college students and professors? According 

to the author of the Inside Higher Ed article: "Rita Kirk, the department chair

woman, says that she received complaints about the blog from students and 

parents, and that she consulted with university lawyers about what to do about 

it. Kirk describes herself as a strong First Amendment supporter, but she says 

she worries that the blog violated students' privacy rights and upset some stu

dents. 'People need to remember that words can hurt,' Kirk says."28 Words 

can certainly sting, but what about free speech? Then again, what about pri

vacy? These are the difficult tensions increasingly arising as more people take 

to the blogosphere. 

By way of postscript, after being fired, Elaine took a brief break from blog

ging and deleted some of the posts. But she then reposted a few of her old 
postings, and resumed blogging. The Phantom Professor lives on. 
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IP MOVES ONLINE 

mainstream media have ethical rules regarding people's privacy. These 

are flexible and permissive, but they are typically followed by most media 

. One rule is to avoid naming victims of rapes and sexual assaults.29 

bloggers come in all shapes, sizes, and ethical configurations, and many 

<ion't follow any conventional code. There are few limits in the blogosphere. 

Moreover, the national news media don't talk much about local gossip. The 

talk at the water cooler about your coworker's extramarital affair often won't 

of interest to CNN. But for bloggers, it's prime fodder. 

Many blogs are primarily about political issues, current events, or other top

ics. But a sizable number of blogs consist of people's musings about their lives. 

People used to tuck their diaries away in drawers or lock them up, but now, 

they are sharing them with the public on the Internet. 

Some people blog anonymously or pseudonymously; others blog in full ex

. posure. According to a survey: "For the most part, respondents identified 

themselves on their blogs. 8r% of participants said they used some form of 

self-identification: 55% used their real names, 20% used some variant of their 

. names (only a first name, a nickname that friends knew, initials, etc.)."30 

As for the content of their blogs, 25 percent of bloggers in the survey noted 

that they frequently posted very personal details on their blogs. According to 

the survey, bloggers frequently wrote about other people they knew, but 66 

percent never asked the permission of these people when they did so; only 3 

percent routinely requested permission. Many explicitly identified other 

people on their blogs (21 percent) but more attempted to avoid identifying 

others (42 percent). As one blogger explained: 

With work-related entries, I'll sometimes use only a first initial [to identify people.] 

I'm not overly concerned since the people I write about don't know of my blog's ex

istence and aren't particularly net-savvyY 

Schools are beginning to grapple with problems emerging from student 

blogging, a difficult issue since most blogging occurs outside of the school

house doors. In one instance, two pseudonymous high school female students 

created a blog they called the Underground Newspaper, filled with the 

school's gossip. The students explained that they were fed up with the official 

school newspaper because it was too sterile. One of them said: "Everything's 

so positive when not everything about our school is positive."32 The blog re

http:assaults.29
http:trusted.27
http:undergrads.26
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ceived 2,500 visits per month. But school officials contacted the girls' Internet 

service provider and had the blog shut down. 

Nannies are beginning to blog too. One nanny blogged about the couple 

she worked for and discussed details about a squabble between them. She also 

revealed that she sometimes came to work with a hangover. When the couple 
discovered the blog, they fired her.33 

One mother was shocked to discover that her thirteen-year old daughter 

had a blog. The daughter blogged about her included a list of her friends, 

and spiced it up with pictures. The mother also discovered that many of her 

daughter's friends had blogs too. And she was appalled at the pictures her 

daughter posted of herself and her friends: "Their pictures are very provoca

tive. There's shots with their butt in the air, with their thongs sticking out of 

it. They squeeze their elbows together to make their boobs look bigger."34 

WEBS OF COMMUNICATIONS 

In the past, gossip advanced slowly. We share information within social cir

cles, which have boundaries. Traditionally, it has been unusual for gossip to 

leap from one social circle to another, because people in one group rarely 

know or care about someone in a completely different group. A person's 

coworkers make up one such social circle. Gossip often travels quickly 

hroughout a workplace, since people work in the same building and have fre

quent encounters with one another. They are interested in information about 

fellow group members. Therefore, if one them hears a juicy piece of gossip, 

he or she is more likely to spread it to other coworkers than to tell someone 

outside the group. But others outside the workplace might not care anyway. 

They might find the details of a particular salacious story to be interesting, 

unless they know the person involved, they probably don't care at all about 

that person's identity. 

Social Epidemics and Tipping Points 

In The Tipping Point, the writer Malcolm Gladwell describes what he refers to 

as "social epidemics." He writes that the spread of ideas and information re

sembles the spread of epidemics of diseases. Change doesn't occur gradually 
but instead arrives at "one dramatic moment," which Gladwell calls a "tipping 

" How does this phenomenon occur? 
Gladwell explains that within social networks, certain people are "connec

tors"-gregarious people who exist in numerous different social circles. Sociol-
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ogists refer to them as "super nodes," hubs that link many clusters 

"Most of us," Gladwell notes, "don't have particularly broad and diverse 

groups of friends." That's why connectors are so important. When 

hits a connector, it spreads from one social circle to another. It is no longer con

tained within a particular group of friends but leaps into an entirely different 

clique. Gladwell gives the example of Paul Revere, whose famous horseback 

ride rapidly spread the word about the arrival of the British troops. Revere cre

ated a "word-of-mouth epidemic," spreading the news over "a long distance in 

a very short time, mobilizing an entire region to arms." Revere's ride was so 

successful because Revere knew tons of people from different social circles.35 

As information spreads to greater numbers of people, it begins to prolifer

process doesn't occur readily. A piece of information 

is, it must inspire people to keep talking about it. The 
information, in other words, must be "contagious."36 When this process oc

curs, the spread of the gossip might reach a "tipping point," where communi

cation boils over into an epidemic, and a rumor can spread to thousands of 
people. 

Linking 

The Internet develops by building electronic connections. For bloggers to at

tract readers, they need to get referrals from popular websites. When other 

bloggers find a post interesting, they will link to it. A "link" is a hyperlink, text 

that whisks you at a click to another web page. The Web is interlaced with 

links, a giant latticework of connections between websites, where Internet 

traffic fires like synapses in a gigantic brain. 

While most blogs languish in obscurity, tucked away in the shadows of cy

berspace, some blogs are becoming powerful rivals to the mainstream media. 

Some of these blogs have tremendous audiences-tens of thousands of visi

tors per day, hundreds of thousands, even millions, per month. When a link 

to a blog post or website appears on one of these websites, thousands of people 
will dick on the link and read the post or site. 

On Concurring Opinions, http://www.concurringopinions.com. where I 
blog with a group of law professors, we have a "site meter" that monitors our 

readership. It measures how many times our blog is visited throughout the 

day; what posts people read; and what websites are referring readers to our 
blog. The chart below displays the number of visits to our blog each day over 
the span of a month. Notice the big spikes-these are due to links from other 
blogs with big readerships. 

http:http://www.concurringopinions.com
http:circles.35
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This Month's Visits by Day 

i 


Site meter graph for the Concurring Opinions blog 

An interesting post can very quickly gather attention in the blogosphere. 

People on the Internet often act like locusts, swarming toward the latest inter

esting piece of data that attracts a buzz. One of the most popular blogs is 

Slashdot, which provides technology news. When Slashdot links to a 

weume, it generates so much traffic that it can cause the website to crash due 

to an overload of visitors. It's like having a stampede to your website, There's 

even a term for it-it's called getting "slashdotted. 

Gossip by Ear, Gossip by Electrons 

I n the offline world, rarely does gossip hit a tipping point. The process of 

spreading information to new people takes time, and friends often associate in 

similar circles, so most secrets don't spread too widely. 

The Internet takes this phenomenon and puts it on steroids. People can 

communicate with tens of thousands-even millions-of people almost si

multaneously. If you put something up on the Internet, countless people can 

access it at the same time. In an instant, information can speed across the globe. 

Of course, the Web is gargantuan, and much gossip that finds its way on

line remains a needle in an enormous haystack of data. The "real issue," how
ever, the network theorist Albert-Uszl6 Barabasi notes in his book Linked, 

"isn't the overall size of the Web. It's the distance between any two docu
ments. How many clicks does it take to get from the home page of a high-
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IS GOSSIP GOOD? 

school student in Omaha to the Web page of a Boston an

swer: not too many-about nineteen clicks on average.37 

But nineteen clicks is still a lot of clicks. Gossip might find its way onto the 

Internet, but it still might not spread widely. Imagine the small-time blogger, 

who has just a few friends reading her blog. She blogs about something really 

interesting. One of the friends might tip off a blogger at a popular blog-or 

that blogger might just stumble upon the story. Either way, the blogger at the 

popular blog might decide to blog about the information and link to it. Sup

pose that the popular blog gets millions of readers a week. Now the informa

tion is widely disseminated-in almost an instant. To use Gladwell's term, the 

popular blog is a "connector." But it isn't just a normal connector-it is a su

perconnector, one that can spread information much more widely and quickly 

than a hundred Paul Reveres. 

But it doesn't end there. Many of the popular blog's readers have blogs 

themselves, and they blog about the story. Their readers start discussing it and 

blogging about it. And so on. On the Internet, gossip can more readily jump 

the boundaries of various social circles, because all it takes is for the gossip to 

come to the attention of a connector blog, where it can become contagious 

and spread far and wide throughout cyberspace. 

Gossip is often thought of as unseemly, but it has both good and bad quali

ties. As the philosopher Aaron Ben Ze'ev observes, "Gossip is engaged in for 

pleasure, not for the purpose of hurting someone." He notes that most dam

age from gossip is minor. Gossip, Ben Ze'ev concludes, isn't "virtuous" but it 

is not "vicious" either.38 Indeed, much gossip isn't malicious, and it is some

most of us engage in. Although people quickly denounce gossip, it 

remains ubiquitous.39 According to one study, about two-thirds of all conver

sations involve gossip, and as one writer sums it up, "What people talk about 
is mostly other people. "40 

In countless societies, whether primitive or modern, gossip generally func

tions in similar ways.41 Gossip is essential to establishing reputations. According 

to the psychologist Nicholas Emler: "Gossip does not 

tational information but is the very process whereby reputations 

Reputations do not exist except in the conversations that people aoout one 
another."42 Gossip is a way to expose people's infringements of norms, and it is 
an essential tool for a community to ensure that its norms are rp.:f'lprr,,'r! 

http:ubiquitous.39
http:either.38
http:average.37
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Gossip helps shape people's reputations without confrontation. The an

thropologist Karen Brison notes that because it often takes place behind a per

son's back, "gossip allows people to assess their neighbors and criticize digres

sions [from norms] without starting fights and breaching surface amity."43 In 

other words, gossip can help enforce norms in a way that eases social tension 

and confrontation. 

The legal scholar Diane Zimmerman argues that gossip teaches us a lot 

about society and human behavior: "By providing people with a way to learn 

about social groups to which they do not belong, gossip increases intimacy 

and a sense of community among disparate individuals and groups." For Zim

merman, "gossip is a basic form of information exchange that teaches about 

other lifestyles and attitudes, and through which community values are 

changed or reinforced."44 We can learn a lot when we rip off the veil and peer 

into people's private lives. 

In some instances, disclosing a person's secrets helps change certain social 

norms. Some norms persist even though many people violate them in the 

shadows. When this behavior is brought into the limelight, society will be 

forced to confront this norm more directly and realize just how often it is be

ing violated. Society's hypocrisy will be revealed, and this might spark a 

change in the norm.45 

Although gossip can help shape reputations, educate us about the lives of 

others, and stimulate the evolution of norms, it has some other qualities that 

are less savory. "People are careless when they gossip," Brison observes, "be

cause they know they will not have to take responsibility for their words. This 

means that rumor spreads easily and the truth is distorted. "46 As the philoso

pher Martin Heidegger noted, gossip "spreads in wider circles and takes on 

an authoritative character. Things are so because one says so. Idle talk is con

stituted in this gossiping and passing the word along, a process by which its 

initial lack of grounds to stand on increases to complete groundlessness."47 In 

other words, the problem with gossip is that it is based on unsubstantiated 

rumors, and people often don't bother to learn the full story. For Heidegger, 

gossip is a superficial way of learning information about others. It doesn't in

volve a serious attempt to understand another person but often remains shal

low and careless. People rarely use gossip as a way to delve into the psycho

logical depths of others, but rather consume it like a form of greasy fast food. 

Gossip is a delicious treat, often without much nutritional value. It certainly 

can inform us about the lives of others, but much gossip merely titillates 
without teaching. Gossip is rarely a dose of pure truth; it is often intermixed 
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with fiction. The literature professor Patricia Meyer Spacks astutely notes 

that gossip "plays with reputation, circulating truths and half-truths and 

falsehoods about the activities, sometimes about the motives and feelings, of 
others. "48 

Although sociologists often point out that gossip is essential for social con

tro!, people often gossip in ways that don't benefit society but that instead fur

ther their own self-interest. According to Brison, "When people gossip they 

are less interested in preserving social order than in advancing their own po

.litical fortunes and slandering their rivals."49 Gossip can thus function as a 

weapon to wound others without providing any significant contribution to the 

community. 

With respect to norms, gossip works in two directions-it can undermine 

norms, but it can also affirm them. "On the one hand," the legal scholar Rob

ert Post observes, "gossip threatens to subvert community norms by exposing 

back-stage behavior and revealing the pretensions, faults, peccadillos, and 

scandal of community actors. On the other hand, gossip reaffirms community 

norms by bringing social pressure to bear on their enforcement. "50 According 

to the law professor Paul Schwartz, revealing people's norm violations will not 

always effectively change norms,5! The number of people whose secrets are 

outed is often insufficient to force a change in norms. Perhaps if the veils on 

. our lives were all removed simultaneously, society might collectively discard 

. certain norms. However, the process of changing norms is complicated, and it 

is far from certain that more gossip will effectuate change in norms. Those 

who seek to challenge norms they dislike by gossiping about transgressors may 

instead increase the oppressiveness of the norms without doing much to erad

icate them. Disclosing personal secrets can create an atmosphere of coercion, 

blackmail, and witch hunts. 52 

In the end, we're ambivalent about gossip. Sometimes gossip is quite bene

ficial; sometimes it is harmless; but other times, gossip is quite malignant. Re

gardless of gossip's vices, we would be foolish to imagine that we can ever 

hush its mischievous whispers. The more meaningful question is not whether 

we should stop gossip, but how we should control it, how we should modulate 

its problematic effects. 

WHEN LESS IS MORE 

Some argue that the availability of more private information about people is 

a good thing. Indeed, the mantras of the Information Age are that "infor
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mati on wants to be and that "more information is 

need information about people to make judgments about them. judge 

and legal scholar Richard Posner believes that people shouldn't be able to 

hide discreditable facts about themselves. According to Posner: 

abIes one to form a more accurate picture of a friend or colleague, and the 

knowledge gained is useful in social or professional dealings with him." Pos

ner argues that people often want to hide harmful facts about themselves for 

their own gain, a practice that is similar to a merchant concealing defects in 

a product. 53 

We need information about people to determine whether to trust them. We 

place our safety in the hands of others. We entrust others with our finances, 

our deepest secrets, and the care of our children. But establishing trust is hard 

these days because many people live in large communities with hie:hlv mobile 

populations.54 Our neighbors are often strangers. 

blishment of trust because privacy "makes it diffiCUlt to know others' reputa

tions," and knowing reputations is a prerequisite to trusting strangers.S5 

Although the conventional wisdom of the Information Age is that more in

formation is better than less, sometimes we're better off not biting into the 

bitter apple of others' private lives. Many believe that learning private infor

mation about other people will improve our understanding of them and en

hance the accuracy of our judgments. But more information may not neces

lead to more accurate judgments about others. In many cases, the 

disclosure of private information can lead to misjudgment based on only par

knowledge someone else's situation. 

Judging Out of Context 

Judge Posner claims that a person concealing discreditable private llllU111ldliUll 

is tantamount to a merchant concealing defects in a product. However, the 

truth about a person is much more difficult to ascertain than the truth about a 

product or thing. People are far more complex than products. Knowing cer

tain information can distort judgment of another person rather than increase 

its accuracy. 

We are constantly judging other people, and we often must do so quickly. 

The law professor Jeffrey Rosen astutely points out that people have short at

tention spans and will probably not judge other people fairly: "When intimate 
personal information circulates among a small group of people who know us 
well, its significance can be weighed against other aspects of our personality 
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'. 

· 

· plete and flawed, 

and character. By contrast, when intimate information is removed from its 

(I.original context and revealed to strangers, we are vulnerable to being mis

· judged on the basis of our most embarrassing, and therefore most memorable, 

tastes and preferences. "56 

People often condemn others on partial information. Indeed, necessity 

demands hasty judgment. We frequently don't have enough time 

know the whole story. A short story called "The Last Judgment" by the 

author Karel Capek best captures the issue. A deceased criminal con

a divine tribunal to determine whether he will be sent to heaven or hell. 

tribunal consists of human judges. God, instead of his usual role as 

is the witness. God testifies about the defendant's crimes but explains 

causes of the defendant's behavior and declares that, under different cir

cwnstances, the defendant would have been an upstanding citizen. Neverthe

less, the judges condemn the defendant to hell. Before facing his fate, the de

fendant asks why God has not decided his fate: "Because I know everything. 

judges knew everything, absolutely everything, they couldn't judge either: 

they would understand everything and their would ache. How could I 

possibly judge you? Judges know only about your crimes but I knowevery

thing about you .... And that's why I cannot judge you."57 

The story nicely illustrates the difference between human and divine judg

ment. Human judgment is imperfect; we make judgments based on fragments 

of information taken out of context. If we knew everything, we might find it 

hard to judge others at alL Because human judgment is bound to be incom

we should approach it with humility. Our knowledge of 

other people is riddled with gaps. The novelist and essayist William Gass, 

writing about literature, observes: "Characters in fiction are mostly empty can

vas. I have known many who have passed through their stories without noses, 

or heads to hold them; others have lacked bodies altogether, exercised no nat

ural functions, possessed some thoughts, a few emotions, but no psychologies, 

and apparently made love without the necessary organs."58 

Similarly, our knowledge of other people is often "empty canvas." 

lot we don't know about our coworkers, our friends, and even our 

members. When we discover new information about people, we can fill in the 

canvas, but we still often have only partial understanding. It is easy to leap to 

conclusions prematurely. Although more information about a person might 

help enrich our understanding of that person, it might also lead us astray, 
since we often lack the whole story. 
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The Complicated Self 

William James, a philosopher and pioneer in psychology, observed that people 

often show different sides of themselves in different contexts: "Many a youth 

who is demure enough before his parents and teachers, swears and swaggers 

like a pirate among his 'tough' young friends." Moreover, James explained, 

"we do not show ourselves to our children as to our club-companions, to our 

customers as to the laborers we employ, to our own masters and employers as 

to our intimate friends. From this there results what practically is a division of 

the man into several selves."59 

The sociologist Erving Goffman advanced a similar notion of selfhood. He 

remarked that we live our lives as performers; we play many different roles and 

wear many different masks.6D For example, parents present themselves as role 

models to their children, and society deems it quite appropriate for parents to 

portray themselves in this idealized manner. Each role enables us to display 

different aspects of ourselves. People even play roles in which they seem im

properly cast, hoping to grow into the part. One plays a role until it fits, be

coming transformed in the process. The self is always growing and develop

ing; it isn't fixed in one place. 
Countless psychological studies indicate that we behave vety differently 

when in public than when in private.6! As the novelist Milan Kundera ob

serves, "Any man who was the same in both public and intimate life would be 

a monster. He would be without spontaneity in his private life and without re

sponsibility in his public life."62 In our public roles, we often strive to meet the 

expectations of others.63 We groom and clothe ourselves before emerging in 

public. We are often more careful in our behavior, for we are concerned about 

the impressions we create. In private roles, we express aspects of ourselves 

are often inappropriate in public roles.64 We're more relaxed and at ease. As 
Kundera notes: "In private, a person says all sorts of things, slurs friends. uses 

coarse language, acts silly, tells dirty jokes, repeats himself, makes a compan

ion laugh by shocking him with outrageous talk, floats heretical ideas he'd 

never admit to in public, and so forth. "65 
There's a popular myth that the public self isn't as genuine as the private self. 

People's true colors come through in private, when they're offstage. In the words 

of MTV's reality television show The Real World, people "stop being polite and 
start being reaL" But the private self wasn't always thought of as more genuine. 
Indeed, according to the philosopher Hannah Arendt, to the ancient Greeks 

life was more representative of one's authentic self than life in private.G6 
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Neither the public nor private self represents the "true" self. We're too com


for that. Our public and private sides are just dimensions in a complex, 


multifaceted personality, one that is shaped by the roles we play. We express 


different aspects of our personalities in different relationships and contexts. 


psychiatry professor Arnold Ludwig debunks the myth that the self dis-


in private is more genuine than the self exhibited in public: "Each self 


as real to the person experiencing it and as much the product of natural 


as the other. All that the distinction between a true and a false self sig


:rubes is a value judgment."67 As a result, uncovering secrets will not necessar


reveal who people "truly" are or enable more accurate assessments of their 


character. Instead, these disclosures can often be jarring, for they display 


people out of the context in which others may know them. 


Revealing private facts when first getring to know a person can be even 

'JIlore distorting. According to Goffman, people need time to establish rela

tionships before revealing secrets.68 Immediate honesty can be costly. When 

we first meet somebody, we have little invested in that person. We haven't 

.. built any bonds of friendship or developed any feelings for that person. So if 

we learn about a piece of that person's private life that seems bizarre or un

pleasant, it's easy to just walk away. But we don't just walk away from people 

we know well. With time to gain familiarity with a person, we're better able to 

process information, see the whole person, and weigh secrets in context.69 

Does the awareness that we play different roles in different contexts mean 

. that we should actively promote this behavior through privacy protection? 

Who trusts people who are too chameleon-like, radically changing their per

sonalities in every situation? Although too much dissonance may be trouble

some, Arnold Ludwig argues that "when you play various roles you're not nec

essarily being artificial or phony. These roles let you accentuate different 

aspects of yourself."70 Society has come to accept the fact that there is disso

nance between public and private selves. For example, people not only accept 

the telling of white lies but even deem them necessary in many contexts. As 
the philosopher Thomas Nagel notes: "One of the remarkable effects of a 

smoothly fitting public surface is that it protects one from the sense of expo

Sure without having to be in any way dishonest or deceptive, just as clothing 
does not conceal the fact that one is naked underneath."7! 

Nagel's observation suggests a key point-society recognizes and accepts 

the fact that the public self is a partly fictional construct. The public self is 
constructed according to social norms about what is appropriate to expose in 
public. People may even feel uncomfortable when other people reveal "too 
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about themselves. In short, society expects the public self 

to be more buttoned-up than the 

The Trouble with Irrational-and 


Rational-Judgment 


Besides judging based on partial information, people are also prone to making 

irrational judgments. Certain traits and conditions carry great stigma, which is 

often the result of incorrect assumptions and faulty knowledge. According to 

Goffman, stigma is "an attribute that is deeply discrediting." Certain stig

matic facts about a person include addiction, alcoholism, suicide attempts, 

mental disorders, unemployment, and illiteracy. People with stigma are often 

shunned or not fully accepted by society. Stigma can spread to family mem

bers, as when a child stigmatized by a parent's criminal past.72 

People protect certain secrets because disclosure might lead to stereotyping 

and discrimination toward them and their families. For much of history, there 

were widespread beliefs that people who contracted particular diseases did so 

because of their character flaws. Even education has a difficult time cleansing 

stigma. People used to believe that the disease cholera was caused by sin. Later 

on, the cause of cholera was discovered to be poor sanitation. But even after 

this discovery, during the cholera epidemic of 1866, people still clung to the 

belief that the disease was "the scourge of the sinful." People with noninfec

tious illnesses, such as cancer, still find themselves shunned by friends and 

Susan Sontag contends: "Nothing is more punitive than to give a dis

ease meaning-that meaning being invariably a moralistic one. Any impor

tant disease whose causality is murky, and for which treatment is ineffectual, 

tends to be awash in significance. First, the subjects of deepest dread 

tion, decay, pollution, anomie, weakness) are identified with the disease. The 

disease itself becomes a metaphor."73 

Furthermore, the disclosure that people have certain diseases engenders as

sumptions. Discovery that a person has AIDS often results in speculation that 

the person has engaged in drug use, promiscuous sex, or homosexual sex. 74 

Several surveys reveal that many employers have incorrect views of cancer's 

effects and treatment, and cancer patients lose their jobs five times more fre

than employees without cancer.75 Irrational judgments have existed 

history and continue to exist. Even in the of high costs, em-
continue to engage in racial and other forms of discrimination. Mar

ket pressure cannot always rectify strongly held beliefs or subconscious preju
dices.76 
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such as 

the beginning of the year 2004. 

Most 

bility to others. "80 

Not all judgments made based on people's personal information, however, 

irrational. Suppose a person has a genetic predisposition to develop cancer. 

employer might rationally decide not to hire that person, instead opting to 

person with similar qualifications. The employer might reason 

if the person at risk for developing cancer did, in fact, develop the dis

then he or she would miss many workdays. But even if it's rational for an 

to refuse to hire a worker because of a genetic condition, society 

not necessarily condone that choice. And beyond genetic data, there is 

lot of information-such as an employee's off-hours activities-to which 

does not believe employers should be entitled, even when relevant to 

~'freedom from Society's Oppressive Glare 

1996 Jennifer Ringley, a twenty-year old student, set up a Web camera in 

dorm room to broadcast an ongoing video of her life over the Internet on 

website called JenniCam. The camera was always on, capturing her in the 

Dude, masturbating, and having sex. Most of the time it captured the mun

her writing, reading, or doing daily chores. During the time 

....hile JenniCam was running, a scandal erupted when Jennifer had sex with 

friend's fiance. Her friend found out about it from watching JenniCam. 

IJ-......~. s website became immensely popular, at one point receiving more 

than a million visits per day. Mainstream media began to pay attention too, 

she made it onto the David Letterman show. According to Ringley: "I 

keep Jennicam alive not because I want or need to be watched, but because I 

simply don't mind being watched."78 JenniCam moved to Jennifer's home 

'When she left college. She kept it going for seven years, officially ending it in 

us, I bet, would not want to live like Jennifer Ringley. Few people 

can live in front of the camera like Jennifer without feeling inhibited and self

conscious about everything they do. Privacy people space to be free from 

the scrutiny of society. The sociologist Alan Westin observes that privacy pro

tects "minor non-compliance with social norms."7,) Many norms are routinely 

broken, and privacy permits society to ignore these small transgressions. Pro

tecting privacy often means that we allow people to violate social norms with

Out getting caught or punished for it, without having their peccadillos as

cribed to their reputations. The sociologist Amitai Etzioni views privacy as a 
"realm" where people "can legitimately act without disclosure and accounta
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Why do we want to allow people to transgress in private and get away with 

it? Why do we want to foster situations where people are not accountable for 

their actions? Some view privacy as protecting the individual at the expense 

society. According to the law professor Fred Cate, "privacy may be seen as an 

antisocial construct. It recognizes the right of the individual, as opposed to 

anyone else, to determine what he will reveal about himself."81 However, pri

vacy need not be understood as something that thwarts social norms. Robert 

Post notes that privacy protects "rules of civility" that shape life in the com

82 We have social norms about respect for each other, and from these 

norms privacy emerges.83 Thus privacy doesn't just allow people to flout 

norms; privacy itself is a set of norms about how intrusive we should be into 

each other's lives. Just as it is rude to bump into people or crowd their space, 

it is also rude to intrude into their private business. As the historian Peter Gay 

observes, granting privacy to others reflects "a capacity to respect people with 

ideas and ideals at odds with one's own; in short, a liberality of temper. "84 We 

might not like what some people may do in private, but we respect their free

dom to do it so long as it remains out of the public eye. Too much judgment 

others about us can lead to an oppressive amount of social control. 

psychiatrist Arnold Modell notes that for many people, private space might 

even be central to "psychic survival."85 Most us desire a limited realm 

where we have a reprieve from the judgment of others, which otherwise might 

become suffocating. 

Even when people are not transgressing norms or engaging in deviant be

havior, they may still desire privacy. People want privacy even for their mun

dane daily activities. Without privacy, people might experience significant un

ease at everything they do, constantly wondering how others might interpret 

their actions. Innocent behavior might appear susoicious out of context. 

The Land of Second Chances 

Another reason why people ought to be able to conceal private information is 

to enable them to recover from past mistakes and misconduct. Most of us 

have disgraceful moments in our past. We have done many things we might 

have regretted. In childhood we may have acted with great immaturity, been 

cruel to others, or done things that make us ashamed. There is a value in al

lowing individuals the opportunity to hide these past indiscretions in their 
skeleton doset. 

America is the "land second chances," the saying goes. As the legal histo
rian Lawrence Friedman puts it: "American society is and has been a society of 
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mobility, in every sense of the word: social, economic, geographical. 

4"~-""1 has meant freedom; mobility has been an American value. People of

moved from place to place; they shed an old life like a snake molting its 

They took on new lives and new identities. They went from rags to 

from log cabins to the White House. American culture and law 

emphasis on second chances."B6 

We grow and change throughout our lives. According to the philosopher 

Dewey, the individual is not "something complete, perfect, finished, an 

U115d1UL<OU whole of parts united by the impress of a comprehensive form," but 

is "something moving, changing, discrete, and above all initiating instead of 

final."8l A person is a life process from cradle to corpse. At any given moment, 

we are seeing just a snapshot in time, a slice of this lifelong process. As the 

playwright and author Friedrich Diirrenmatt eloquently wrote: "What one 

commonly called one's self was merely a collective term for all the selves gath

ered up in the past, a great heap of selves perpetually growing under the con

:stant rain of selves drifting down through the present from the future, an ac

cumulation of shreds of experience and memory, comparable to a mound of 

.leaves that grows higher and higher under a steady drift of other falling 
leaves."88 

Protection against disclosure permits room to change, to define oneself and 

one's future without becoming a "prisoner of [one's] recorded past."89 

has a tendency to tie people too tightly to the past and to typecast people in 

particular roles. The human personality is dynamic, yet accepting the com

plete implications of this fact can be difficult. 

But in several circumstances, people find it important to know about the 

checkered pasts of others. For example, people may not want to risk trusting 

an individual with a criminal past because recidivism rates are quite high

many ex-convicts commit crimes again.90 Society benefits, however, when 

people can rehabilitate themselves and start new, more productive lives. We 

have a long-standing commitment to providing opportunities for rehabilita

tion in this country. Indeed, some of this country's colonial settlers were con

Victed criminals, transported here for their crimesY! Most states have laws that 

expunge juvenile criminal records when the juvenile reaches adulthood.92 As 
one court observed, "an unexpunged juvenile record may create a lifelong 

handicap because of the stigma it carries."93 Our criminal justice system en

gages in frequent and extensive efforts to rehabilitate, such as prison education 
programs and boot camps. We must balance the value of rehabilitation 
against the value of the disclosure of the information. 
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GOSSIP THEN, GOSSIP NOW 

In the past, gossip occurred backstage; it was fleeting and localized. The an
thropologist Sally Engle Merry observes: "Gossip flourishes in close-knit, 

highly connected social networks but atrophies in loose-knit, unconnected 

ones."94 Before the rise of the blogosphere, Jessica Cutler's gossip about her 

sexual experiences with Robert would probably have remained within her 

small circle of friends. But today details about people's private lives are in

creasingly migrating to the Internet. Jessica's blog was read by hundreds of 

thousands of people-perhaps millions. It is becoming harder and harder for 

people to escape their pasts. For example, in her book Slut! Growing Up Fe
male with a Bad Reputation, Leora Tanenbaum relates that she suffered in

tense emotional damage because of being labeled a "slut" in high school. She 

finally escaped in college: "I sliced off the experience from my memory when 

I went away to college, where no one knew." "While a girl can almost instantly 

acquire a 'slut' reputation as a result of one well-placed rumor," Tanenbaum 

observes, "it takes months, if not years, for the reputation to evaporate, if it 
does at all. "95 With the Internet, however, escaping a bad reputation can be 

impossible. Moreover, traditional gossip occurs in a context, among people 

who know the person being gossiped about. But the Internet strips away that 

context, and this can make gossip even more pernicious. 

The Internet is transforming the nature and effects of gossip. It is making 

gossip more permanent and widespread, but less discriminating in the appro

priateness of audience. Suppose, for example, John and Jane Doe are a mar

ried couple. John Doe is having an affair with another woman. If Jane Doe's 

brother were to tell her about the affair, many people would think that the 

brother acted appropriately. As the law professor Anita Allen observes, people 

are accountable to others even in their private Iives.96 Many of us believe that 

Jane should know about John's affair. But that doesn't make it acceptable for 

him to write about John's affair on his blog. Audience matters. The informa

tion is of concern to Jane, but not to the entire world. Another consideration 

is the purpose of the disclosure. Disclosures made for spite, or to shame oth

ers, or simply to entertain, should not be treated the same as disclosures made 
to educate or inform. When we determine whether gossip is good or not, we 
must look at the who, what, and why of it. We should ask: Who is making the 
disclosure? Is the disclosure made to the appropriate audience? Is the purpose 
behind the disclosure one we should encourage or discourage? The problem 
with Internet gossip is that it can so readily be umethered from its context. 
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I believe that it is imperative that we do something to address the develop

inherent in the marriage of traditional gossip to the technology of the 

But what? How do we protect privacy in a world where information 
flowing ever more freely, where anybody can publish information to a 

audience? I will explore this issue later. First, though, let us turn to 

practice of shaming-which, like gossip, has taken on new and troubling 

ulluensions in the digital age. 
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ample, gossip that already wreaked havoc that couldn't be undone by qui

removing the material from the site. In many cases, the gossip or rumor 

has not yet gone has not spread too far beyond the originating 

speaker. Although the Internet allows information to proliferate much faster 

than before, it has the virtue of allowing for an easier cleansing of gossip and 

rumor than does print, where retractions can be printed but the uncorrected 

publication still exists in circulation. Online postings, in contrast, can 

promptly be edited. The law should serve to induce people to edit their post

ings to eliminate harmful information about others. 

Although in many cases, problems can be resolved before they spiral out of 

control, in other situations, it is too late. In several cases the information has 

become infectious and has spread far and wide, such as the video of the Star 

Wars Kid and the gossip by Jessica Cutler in her Washingtonienne blog. In 

these circumstances, there is no way to remove the information from the In

ternet. The damage is irreparable, and the lawsuit should be allowed to pro

ceed even if the speaker subsequently removes the information from her site. 

The law should also create incentives for parties to use what is known as 

"alternative dispute resolution." Parties can go to a mediator or arbitrator 

rather than go to court. In mediation and arbitration, a neutral person or 

group of people resolves the case. Mediation and arbitration are similar, but 

they differ in that mediation is nonbinding and arbitration is binding. Alter

native dispute resolution might cut down considerably on the legal costs and 

allow disputes to be resolved more 

Another possible method of cutting down on law's expense is to limit dam

ages. Most people posting online have little money to pay. The threat of mas

sive damages can unduly chill speech and make lawsuits more contentious. 

Limiting damages is designed not to trivialize the harm some people suffer to 

their reputations but to steer litigation toward resolving disputes more quickly 

and inexpensively. The primary goal of the law should be imparting a sense of 

responsibility on those who post online, deterring the spread of gossip and ru

mors in cyberspace, and creating incentives for parties to resolve their disputes 

damage awards are not necessary to accomplish these goals. 

Exceptions could be made, however, for especially cases or for 

speakers who demonstrate a pattern of abusive conduct. 
Therefore the law should expand its protection against irresponsible Inter

net postings, but only after disputes have been proven insoluble via informal 

means or alternative dispute resolution. In other words, the law should cast a 

wider net, yet have a less painful bite. 

Chapter 6 Free Speech, 

Anonymity, and 

Accountability 

Gossiping. Shaming. Rumor-mongering. All have pernicious effects 

on people's lives, yet they all involve acts of expression. When the 

law restricts the circulation of information, it creates potential threats 

to free speech. This is one of the main reasons that the law of 

defamation and privacy are limited in scope. If the law's goal is to re

strict the spread of information when it causes harm, how can the 

law do so without unduly infringing upon freedom of speech? 

GOOD SPEECH, BAD SPEECH 

Freedom of speech is an essential right in a democratic society. As the 

poet and essayist John Milton put it eloquently in I644, "The liberty 

to know, to utter, and to argue freely according to conscience [is] 

above all liberties. "1 Reflecting this wisdom, the First Amendment to 

the U.S. Constitution guarantees that "Congress shall make no 

law ... abridging the freedom of speech, or of the press."2 Freedom 

of speech gives us the right to express ourselves even if our speech is 
trivial, despicable, crass, and repulsive. We don't allow the govern
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ment to regulate "matters of taste and style" in speech, the Supreme Court has 

ruled, since "one man's vulgarity is another's lyric."3 As the Court also de

clared, we have a "profound national commitment to the principle that debate 

on public issues should be uninhibited, robust, and wide open."4 

The Supreme Court has held that First Amendment right to freedom of 

speech places some limits on defamation law. Court had originally viewed 

defamation as not being protected by the First Amendment because it has "no 

essential part in the exposition of ideas."5 Speech that defamed a person was 

not a key part of public debate, so it didn't warrant constitutional protection. 

However, the Court changed its position in the famous case of New York 
Times v. Sullivan in 1964, when it concluded: "Erroneous statement is in

evitable in free debate, and ... it must be protected if freedoms of expression 

are to have the 'breathing space' need to survive."6 Instead of wiping out 

defamation law, the Court crafted a compromise to balance the protection of 

free speech with the ability to seek redress for defamatory statements. In later 

cases, the Supreme Court left the defamation tort largely intact for "private 

figures" but limited it significantly for "public figures."7 A "public figure," one 

who has achieved a general level of "notoriety" or who has come to the "fore

front of particular public controversies," must prove that the speaker acted 

with "actual malice."8 "Actual malice" requires that the person who made the 

statement knew that it was untrue or acted "with reckless disregard of whether 

it was false or not."9 Basically, famous people have to prove that the defendant 

intentionally told lies about them or simply didn't care whether rumors were 

true or not. Actual malice is hard to establish, and most plaintiffs who have to 

prove it lose their cases.1O Private citizens need only show the defendant to 

have been negligent when he told lies, a much easier standard to establish. 

The Supreme Court could have simply abolished the defamation torts of li

bel and slander in the name of free speech, but it compromised and preserved 

much of defamation law. One reason, the Court noted, was that falsehood~ 

are "not worthy of constitutional protection" and that the "First Amendment 

requires that we protect some falsehood in order to protect speech that mat

First Amendment protects false speech not for its 

own sake but as a means of protecting true speech. Moreover, the Court ob

served, it is important also to preserve the "individual's right to the protection 

of his own good name," which "reflects no more than our basic concept of 

essential dignity and worth of every human being. "12 

The law of privacy dashes more directly with free speech. As we have seen, 

unlike defamation law, which applies only to f."llsehoods, privacy law allows 
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to redress harms caused by the spread of true information about them


. Truth is one of the primary defenses to a defamation case, but the fact 


information is true will do nothing to halt a privacy case. The famous tort 


scholar William Prosser viewed the privacy torts as creating "a power of 


over what the public may be permitted to read, extending very 


beyond ... the law of defamation. "13 Many scholars have argued that it 


difficult or even impossible to square the privacy torts with freedom of 


As the First Amendment scholar Thomas Emerson argues: "Any indi


living among others is, by the very nature of society, subject to an enor


amount of comment, gossip, criticism and the like. His right to be left 


does not include any general right not to be talked about."14 Similarly, 


First Amendment scholar, Eugene Volokh, contends: "The difficulty 


that the ri!!ht to information privacy-my right to control your communi


identifiable information about me-is a right to have the 


"V~;d.rulll~ about me." Volokh concludes that the 


government controlling the com

IlUlH'-d.llVIl of information."15 


If Emerson and Volokh are right, then there's little the law can do. 


Amendment people the right to say whatever they want so long as it 


true. It gives you and me the right to blog our thoughts without fear 


How can the public-disclosure tort-which would make someone li

for saying true things about someone else-be constitutional under the 

Amendment? Although the privacy torts can be squared with the First 

the issue is a difficult one, and it requires a bit of explanation. 

popular view of the First Amendment is that its protection of free speech is 

i!I'Usolute. This means that if somebody is engaging in speech, then the First 

'-mendment bars any attempt to regulate or prohibit that speech-no matter 

odious or harmful the message might be. 

Justice Hugo Black became famous for adopting this position.1 6 Black ar

that the First Amendment is an "unequivocal command that there shall 

no abridgment of the rights of free speech and assembly."[7 In one lecture, 

declared: "It is my belief that there are 'absolutes' in our Bill of Rights, 

that they were put there on purpose by men who knew what words meant 
and meant prohibitions to be 'absolutes.' "[8 An interviewer once asked 

what precisely he meant by these words. Black replied by taking 

copy of the Constitution that he always carried in his pocket. He read 
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the First Amendment: "Congress shall make no law ..." And then he said: 

''That's the First Amendment-I would think: Amen, Congress should pass 

no law. Unless they just didn't know the meaning of words."19 

If you're a free-speech absolutist, much of the law protecting privacy be

comes difficult to defend. The First Amendment forbids the law from restrict

ing people from saying what they want to say. 

Balancing 

Justice Black's absolutist approach didn't win the day. Instead, the Supreme 

Court currently resolves free-speech cases by balancing speech against oppos

ing interests.2o Under a balancing approach, the value of free speech is high, 

but it's not absolute. If there's a good enough reason, then free speech can be 

trumped. So the balancing approach views free speech as important, just not 

sacrosanct. 

Even under a balancing approach, critics of privacy protections argue that 

free speech has a high value that will trump privacy except under exceptional 

circumstances. When balancing, courts analyze any law-including a tort 

law-under a level of constitutional "scrutiny." The highest form of constitu

tional scrutiny is strict scrutiny. Under strict scrutiny, to "outweigh" a First 

Amendment interest, a law must be the "least restrictive means" to achieve a 

"compelling" government interest.21 Laws restricting speech rarely survive 

strict scrutiny, which has been referred to as "'strict' in theory and fatal in 

fact."22 Volokh argues that many laws protecting privacy should be subjected 

to strict scrutiny: "Political speech, scientific speech, art, entertainment, con

sumer product reviews, and speech on matters of private concern are thus all 

doctrinally entitled to the same level of high constitutional protection, re

strictable only through laws that pass strict scrutiny."23 This means that the 

Warren and Brandeis tort of public disclosure is probably unconstitutional if 

we apply the strict-scrutiny standard. 

Contrary to Volokh's stance, current case law holds that not all forms of 

speech are worthy of being protected with strict scrutiny. Some forms of 

speech are less important than others. If we look at current Supreme Court 

law, not all forms of speech are protected equally.24 For example, the Supreme 

Court gives less protection to commercial speech, which occupies a "subordi

nate position in the scale of First Amendment values."25 Since commercial 

speech isn't protected with strict scrutiny, the law can more readily regulate it. 

Speech of private concern should be given less protection than speech of 
public concern. The Supreme Court has endorsed this view to a limited ex-
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tent. In one case, the Supreme Court concluded that "not all speech is of 

equal First Amendment importance. It is speech on 'matters of public con

cern' that is 'at the heart of the First Amendment's protection.' ... In con

trast, speech on matters of purely private concern is of less First Amendment 

!, ...nnN.rn."26 In short, the Supreme Court ruled that speech of private concern 

be given much less protection than speech of public concern.27 The 

has never held that Warren and Brandeis's public disclosure of facts tort 

unconstitutional. The tort has been around for more than one hundred 

so if the Court were to suddenly strike it down, it would be a bolt out 

the blue. 

The Supreme Court has thus left open an area for the public-disclosure tort 

thrive. Recall the last element of the public-disclosure tort-the "newswor

~!Ll"U"~~ test"-that the speech cannot be of "legitimate concern to the public." 

it is, then the case is dismissed. If the speech involves matters of private 

then the lawsuit proceeds. The newsworthiness element of the 

tort is designed to protect free speech. The tort was, after all, 

4esigned by Louis Brandeis, who after becoming a Supreme Court justice, was 

champion of the First Amendment. He is considered one of the great heroes 

of free speech. But he also believed in the importance of protecting privacy, 

he reconciled free speech and privacy with the newsworthiness test. 

!'D"LI\NLlNG FREE SPEECH AND PRIVACY 

scholars think that the Supreme Court should abolish the privacy torts 


they conflict with free speech. The law professor Diane Zimmerman, 


example, argues that the public-disclosure tort should be "scuttled" be


the costs to free speech are too high; potential litigation will have a chill


effect on speech and the tort inhibits the "free exchange of personal infor


mation."28 Zimmerman raises a valid point-the privacy torts definitely have 


potential to chill speech. 

There are compelling reasons, however, why the Supreme Court is right not 

eliminate the privacy torts, especially the public-disclosure tort. In fact, 

protecting privacy-and restricting free speech in some cases-can actually 


advance the reasons why we protect free speech in the first place. Since this 


50unds paradoxical, some explanation is in order. 


We first need to begin by looking at why free speech is valuable. We're so 


used to assuming that free speech is important that we often don't take the 


time to think about why. But the why of it really matters. Those pondering 
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the issue have come up with a number of reasons. I will discuss three of the 

most popular ones: individual autonomy, democracy, and the marketplace of 

ideas. 

Individual Autonomy 

One of the most frequently articulated rationales for why we protect free 

speech is that it promotes individual autonomy.29 We want people to have the 

freedom to express themselves in all their uniqueness, eccentricity, and can

dor. Stopping Jessica Cutler from speaking about Robert in her Washingtoni

enne blog limits her freedom. The autonomy of listeners is also involved. 

Many people enjoyed Cutler's blog. Stopping Cutler from writing her blog 

will take away stories that many people might want to read. 

But the autonomy justification cuts both ways. As the law professor Sean 

Scott observes, "The right to privacy and the First Amendment both serve the 

same interest in individual autonomy."30 The disclosure of personal informa

tion can severely inhibit a person's autonomy and seif-deveiopmentY Julie 

Cohen notes that lack of privacy can "chill the expression of eccentric indi

viduality."32 The risk of disclosure can inhibit people from engaging in taboo 

activities.33 From Cutler's blog, it seemed as though she fully consented to 

Robert's spanking and kinky sex. She liked being with him. So why shouldn't 

Robert be able to have sex the way he wants to with another consenting adult? 

The risk of disclosure, however, might prevent people from doing things they 

because of fear of social disapproval. Privacy allows people to be free 

from worrying about what everybody else will think, and this is liberating and 

important for free choice. 

Privacy protects more than just people's freedom to engage in an uncon

ventional sex life. Privacy permits individuals to express unpopular ideas to 

people they trust without having to worry how society will judge them or 

whether they will retaliation.34 Without privacy, it is hard for many 

to sound off about their bosses or express their honest opinions. All of 

these activities are central to people's autonomy. Protecting privacy can pro

mote people's autonomy as much as free speech can. 

Democracy 

Free speech is also vital to democracy. The famous First Amendment scholar 
Alexander Meiklejohn argued that free speech is important not because we 
should protect the individual's desire to speak but because free speech is nec
essary for a robust political discourse. According to Meiklejohn, "What is es-
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seotial is not that everyone shall speak, but that everything worth saying shall 

be said."35 As the law professor Owen Fiss observes: "On the whole does 

[speech] enrich public debate? Speech is protected when (and only when) it 

and precisely because it does."36 In other words, free speech is most valu

when it contributes to public discussion on issues of policy and politics. 

this view, speech of private concern is relatively unimportant. Report

people's secrets rarely contributes much to politics. Was Jessica Cutler's 

ashingtonienne blog about her sexual exploits on Capitol Hill really useful 

a political debate? It's a titillating and engrossing read, but our democracy 

isn't going to suffer without it. As Benjamin Franklin asserted: "If 

the Liberty of the Press were understood merely the Liberty of discussing 

Propriety of Public Measures and political opinions, let us have as much 

it as you please. But if it means the Liberty of affronting, calumniating, and 

i!Ucfaming one another, I for my part ... shall cheerfully consent to exchange 

Liberty of Abusing others for the Privilege of not being abus'd myself."37 

In fact, privacy protections can strongly promote democratic discussion and 

,<ucualc.38 Political discussions often take place between two people or in small 

rather than at public rallies or nationwide television broadcasts. More 

about politics occurs in personal conversations than on soapboxes or 


street corners. Without privacy, many people might not feel comfortable hav


ing these candid conversations. Protecting privacy can actually promote free 


speech, not iust restrict it. 


The Marketplace of Ideas 

justification for free speech is that it contributes to the promotion of 


truth. This justification was most famously propounded by the philosopher 


John Stuart Mill, who observed that it is best not to censor speech, because 


that speech might be true, and censors can't infallibly distinguish between the 


true and the false. 39 Justice Holmes drew from this theory when he articulated 


the notion of the marketplace of ideas: "When men have realized that time 


has upset many fighting faiths, they may come to believe even more than they 


believe the very foundations of their own conduct that the ultimate good de


sired is better reached by free trade in ideas-that the best test of truth is 


power of the thought to get itself accepted in the competition of the market, 


and that truth is the only ground upon which their wishes safely can be carried 

out."4{) Under the marketplace theory, free speech enables us to find the truth. 


The law should butt out and let people decide for themselves what's true and 


false. 
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But truth isn't the only value at stakeY Truth must be weighed against 

other values. As one nineteenth-century English judge put it: "Truth, 

other good things, may be loved unwisely-may be pursued too keenly-may 

cost too much."42 There are many "truths" that are not worth much effort to 

find out. For example, there is a true answer to the number of paperclips I 

have in my office, but this information does not have much value. Much true 

information is trivial and useless. The value of the quest for the truth depends 

upon what information one is seeking. The truth about a private person's per

sonal life is often worth little or nothing to the general public. 

On balance, privacy furthers many of the same interests that speech 

does. Free speech is indispensable because it promotes autonomy, democracy, 

and the quest for the truth. But these interests also depend upon protecting 

privacy. A balance between free speech and privacy might achieve these inter

ests more effectively than merely protecting speech at all costs. 

NEWSWORTHINESS 

To reconcile the public disclosure tort with free speech, the tort doesn't 

when the information is of "legitimate concern to the public."4.'l This is re

ferred to as the "newsworthiness test." If a particular disclosure is newswor

thy, then a public-disclosure tort case is dismissed. This newsworthiness limi

tation is included in the tort to protect free speech. 

Information is of public concern when "the public has a proper interest in 

learning about [itl."44 For example, the Restatement of Torts distinguishes be

tween "information to which the public is entitled" and "morbid and sensa

tional prying into private lives for its own sake, with which a reasonable mem

ber of the public, with decent standards, would say that he had no concern."45 

What is of interest to most of society is not the same question as what is of le

gitimate public concern. It is possible that people will want to hear a story 

even when they do not consider it of legitimate public concern. For example, 

a video of Pamela Anderson having sex with Bret Michaels was sold over the 

Internet, generating hundreds of thousands dollars in revenue.46 A video of 

the president giving a speech would be much less lucrative. Does this make 

the sex tape more newsworthy? Ample public curiosity doesn't make a piece 

of gossip newsworthy, as such interest can stem from a hunger for prurient 
entertainment instead of from a desire to learn about the news and current 
events. Therefore information that involves matters of public concern is pro
tected; information that merely provokes our prurient curiosity is not. 

Anonymity and 

many instances, there is little need for a story about a person's private life to 

the person. The facts of the story may be of legitimate concern to the 

but the identification of the people involved might not further the 

s purpose. In one case, for example, a woman suffered from a rare dis

that caused her to continue to lose weight no matter how much she ate. A 

irPporter wrote an article about her called "Starving Glutton," and it contained 

photograph of her in a hospital bed. The court found the facts of the 

, s disease to be newsworthy, yet the court still let the case proceed be

the story could have been told effectively without identifying the 

"While plaintiff's ailment may have been a matter of some public in

because unusual, certainly the identity of the person who suffered this 

Contrast the "Starving Glutton" case with that Ruth, who was involved 

a horrible car accident. The car was so badly mangled that she had to be cut 

the car with the "jaws of life" device. Ruth was rushed away in a helicop

A while later, lying in her hospital bed as a paraplegic, Ruth was watching 

Scene: Emergency Response, a reality television show featuring real medical 

(..;;".... m;~. She was shocked when she saw that this episode was about her. Scenes 

her rescue were vividly featured, including images of her mangled body 

the car. Ruth was appalled. She said: "It's not for the public to see this 

that I was going through." 

Ruth sued for public disclosure of private facts. The court, however, dis

her case because Ruth's rescue and treatment were of legitimate con

to the public. Ruth argued that the show's producers should have edited 

episode to obscure her identity. The court, however, rejected her argu

"That the broadcast could have been edited to exclude some of Ruth's 

and images and still excite a minimum degree of viewer interest is not 

Nor is the possibility that the members of this or another 

or a Jury, might find a differently edited broadcast more to their taste or 

even more interesting. The courts do not, and constitutionally could not, sit as 

. superior editors of the press."48 Here, the court simply deferred to the media, 

an approach that I believe is dodging the issue. The show could have readily 

been edited to protect Ruth's privacy by blocking her face and not revealing 
exact details about Ruth's identity. Why not require a few small steps to pro

tect people like Ruth? 
One common argument against shielding people's identities is that doing 
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so erodes the credibility of an article.49 Identifying people in news stories cer

tainly allows people to verify the stories independently. But many stories of 

paramount importance have employed anonymous sources. In exposing the 

Watergate break-in and cover-up, for example, Bob Woodward and 

Bernstein relied on the well-known pseudonymous source "Deep Throat." 

When journalists protect confidential sources, they engage in a balancing de

termination, sacrificing the public's ability to verify for the importance of pro

tecting confidentiality. Public verifiability is not sacrosanct; it can be out

weighed by privacy interests. Of course, concealing identities cannot work for 

stories, especially those about public figures, since it is the identity of the 

person that gives the story its relevance. But in many cases, there is no need to 

identify. 

Speaking About One's Life 

Bloggers like Jessica Cutler do not have an unfettered free-speech right to talk 

about other people's private lives. People like Robert should be able to sue 

bloggers like Cutler when they reveal private details that are not of legitimate 

concern to the public. 

However, there is one other important issue involved in the case that must 

be addressed-Cutler's right to speak about her own life. Our lives are inter

twined with those of others. If you want to write an autobiography, you're 

probably going to have to talk about other people, unless you spent your life 

living in a shack in the woods on a mountainside. Telling Cutler not to speak 

about her relationship with Robert--even though it may be of private con

cern-seems rather stifling to her freedom to express herself. It would be one 

thing for a stranger to talk about Cutler and Robert's sex life, but it's another 

if either Cutler or Robert wants to talk about it. Shouldn't we be extra careful 

to preserve people's ability to tell their own life stories? 

Oddly, few cases address the issue of who is doing the talking. The focus is 

on whether the information is of legitimate concern to the public regardless of 

whether Cutler is speaking about her own life or whether some reporter is talk

ing about it. A better approach would be for the law to pay attention to who is 

divulging the secret. It is essential for autonomy that a person be able to talk 
about her own life--even when what she's describing isn't newsworthy. It's 

one thing to silence a person from speaking about a piece of juicy gossip about 
someone else, but it is quite an extreme step to stop a person from talking 

about her own life. 
But even if Cutler has a special right to speak about her own life-whether 
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newsworthy or not-that doesn't mean that she can do so irresponsibly. 

require her to be careful not to damage the lives of others like 


To better think about these issues, let's look at a similar case. Susanna 


was a well-known author, having written the book Girl, Interrupted, 

was made into a movie costarring Angelina Jolie, who won an Oscar for 


role. 50 Kaysen started having an affair with Joseph, a married man. She ul


iDIllalClY persuaded him to leave his wife, and he divorced in 1996 and moved 


with Kaysen. At some point afterward, Kaysen started to experience severe 


pain. She went to doctor after doctor, but none was able to help her. 


began to write a book about her experiences. She didn't tell Joseph 


the subject of her book. In I998 Kaysen broke it off with Joseph. Three 


later, in 200I, she published her book, The Camera My Mother Gave Me, 

autobiographical account of her terrible vaginal pain and how it affected 


relationship with Joseph. She referred to Joseph at all times only as her 


" and altered some details about his life, such as where he was born 


his occupation. 

The book contained some graphic descriptions of their sex. In the book 

becomes impatient with Kaysen's condition and continually pesters her 

sex, even resorting to "whining and pleading." Kaysen depicts Joseph in an 

"unflattering light, as insensitive to her plight. In one scene where Joseph tries 

• to have sex with Kaysen, she writes: "I felt he was trying to rape me. Because 


he hadn't seen how willing I was. All he could see was what he wanted." 


When the book came out, many of Joseph's friends, family, and business 


clientele read the book and knew that Joseph was the "boyfriend." Joseph sued 


under the tort of public disclosure of private facts, claiming that his reputa


tion was severely harmed. The court dismissed Joseph's case, concluding that 


the book was newsworthy. The topic of the effects of Kaysen's vaginal pain on 


her relationships was a matter "of legitimate public concern, and it is within 


··this specific context that the explicit and highly personal details of the rela

tionship are discussed." The court also noted that Kaysen had a "right to dis

close her own intimate affairs." She was "telling her own personal story

which inextricably involves Uosephl in an intimate way."51 

The court was right that Kaysen's and Joseph's lives were intertwined and 


that Kaysen has a right to talk and write about her own life. The most impor

tant consideration, however, should have been whether it was possible for 


Kaysen to avoid identifying Joseph. She did indeed take as many steps as pos

sible to conceal the identity of Joseph, not only omitting his name but even al

tering details about his life to further prevent his identification. It wasn't pos
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sible to do much more. Therefore Kaysen appears to have exercised the appro


priate level of care in the steps she took to protect Joseph from being identi

fied. She should win for this reason. 


Turning back to the Washingtonienne case, there's no need to stop Cutler 


from talking about her sex life. She just needs to do it a bit more thoughtfully, 


with more attention to the rights of the other person involved. All Cutler had 


to do was avoid using Robert's initials and avoid mentioning where he lived, 


as these were key clues that would make it possible to identify him. 


But she's just a twenty-something amateur, one might say, so why should 


we her to exercise the care of a professional journalist? The answer is 


between amateur and professional journalists is dissolving. The 


Internet amateurs a power similar to what professionals have--to reach 


thousands, perhaps millions, of people. And with power should come some re


sponsibility. While we can't expect bloggers to be perfect in all the steps 


take to shield others' identities, we should hold them to a reasonable standard 


of care. Cutler was sloppy in handling Robert's identity when she blogged. A~ 


a result, she upended his life. This didn't have to happen. Cutler could still 


have written her story. And Robert's sex life could still have remained private. 


In many cases-as in this one-with a little bit of care, free speech and pri


vacy can peacefully coexist. 


ANONYMITY 

Article III Groupie wasn't the typical groupie, obsessed with rock stars. In-

her fixation was on federal judges. Named 


Constitution, which establishes the powers of the federal judiciarv, Article III 


Groupie was a young law school graduate who 


Their Robes. Article III Groupie blogged about "scrumptious tidbits of news 


and gossip about federal judges."52 She also dished our gossip about law clerks, 


recent law school graduates who assisted judges for yearlong stints. As Article 


III Groupie described her blog: 


This weblog, "Underneath Their Robes" ("UTR"), reflects Article III Groupie's in


terest in, and obsession with, the federal judiciary. UTR is a combination of 


People, US Weekly, Page Six, The National Enquirer, and Tigerbeat, focused not 


on vacuous movie stars or fatuous teen idols, but on federal judges. Article III 

judges are legal celebrities, the "rock stars" of the legal profession's upper echelons. 


Article III of the U.S. 

" 

"her 

prima donnas"? 
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Article III Groupie's electronic 
face 

is a source of news, gossip, and colorful commentary about these judi

~!\ccoramg to her self-description, Article III groupie graduated from a top law 
and worked for "a large law firm in a major city, where now toils in 

She described herself as a "diva" and as a "federal 

Little more was revealed about the elusive Article III Groupie. She said that 

time, she consoles herself through the overconsumption of luxury 

'~'goods" and that her "goal in life is to become a federal judicial diva." Article 

1II Groupie's identity was shrouded in secrecy. The only picture of the myste

Article III Groupie was a small hand-drawn sketch. 

Who was this Sex-in-the-City-type diva? How bizarre that she would be 

cStarstruck by the nerdy world of the federal judiciary! How exciting that 

someone-anyone--was even interested in this lonely corner of the world in 

the same way that groupies were into rock stars! Suffice it to say that Article III 

Groupie's blog was quite quirky and entertaining. She seduced the online legal 

world with her exuberance and audacity. Who else but Article III Groupie 

would dare to hold "hottie" contests for male and jude:es?S3 Who else 

had the moxie to use such catty phrases as "judicial divas," 
"litigatrix," "bodacious babes of the bench," "judicial hotties" and 

Article III Groupie's gossipy blog was a big hit. It attracted .an impressive 
array of readers, including federal judges themselves. It was U.S. Appeals 
Court Judge Alex Kozinski who anointed Article III Groupie with the nick
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name A3G. And U.S. Court of Appeals Judge Richard Posner admitted that 

he enjoyed the site: "It's occasionally a little vulgar, but this is America in 
2.005."54 

One day, rather abruptly, A3G decided to unmask herself. The opportunity 

came when Jeff T oobin of the New Yorker wanted to interview A3G in person. 

A3G agreed to meet him for lunch. When Toobin saw A3G, his jaw dropped. 

"So you're a guy?" Toobin gasped. 
Yes, A3G was a man. His name was David Lat. Lat was a graduate of Yale 

Law School who had clerked for a conservative federal judge on the U.S. 

Court of Appeals for the 9th Circuit. I knew Lat personally; he was a class

mate of mine at Yale Law School. But I had no idea Lat was A3G until I read 

it in Toobin's New Yorker article. To make maners more interesting, Lat 

worked as a federal prosecutor in Newark, New Jersey.55 He regularly ap

peared in court before federal judges. 
When Toobin's article revealed to the world A3G's true identity, it sent 

shockwaves throughout the legal community. This amazing disrobing 
drew the attention of the mainstream media, and Lat's story was featured in 

scores of newspaper articles. 
Lat had decided to be anonymous as a way of protecting his job while 

maintaining such a salacious blog. In an interview, Lat explained: "The law is 

a fairly conservative profession, and being known as a legal gossip-monger 

not be good for my professional advancement. It also wouldn't help me 

in my lifelong ambition to become an Article III judge. Issuing snarky com

mentary about sitting federal judges won't put me on a fast track to the federal 

bench."56 Beyond the inherent difficulties of juggling the blog with his law ca

reer, Lat regularly appeared in federal court representing the United States 

government. Without anonymity, the very judges he was calling "your honor" 

in the courtroom would know he was referring to them as "hotties" in the 

blogosphere. It was difficult to imagine how he could continue to represent 

the federal government in court. 
Moreover, Lat's anonymity provided a sense of mystery to the blog. Now 

that mystery had vanished. The blog just wouldn't be the same without Lat's 

unique alter ego, A3G. One commentator wrote in a post about A3G at an
other legal blog: "This is terrible. I can't read that site knowing the author is a 
man."57 Anonymity had allowed Lat to assume a new identity, a persona he 
carefully designed to be as distinct from himself as possible. One reader of his 
blog who knew him stated in an interview in the New York Times: "David was 
on this one side a hard-core Federalist Society type, who clerked for an ex-
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tremely hard-right judge, and was way to the right of most of his associates. 

And he had this whole other side of flamboyant, theater-watching, Oscar
watching, shoe-loving, litigatrix. How do these rwo sides get reconciled?"58 

Anonymity allows people to escape accountability for their words, but this 

comes at a cost-the loss of authorship credit under one's real name. Lat 

wanted to have the praise and attention his female alter ego A3G was getting. 

He increasingly grew frustrated that he was toiling over the blog but getting 

little recognition for it. He wanted the attention the blog was attracting to be 

associated with his name. But the irony was that in his quest to get credit for 

the blog, he risked destroying the blog and even his career. 

After revealing his identity, Lat braced himself for the firestorm that would 

ensue. After his identity was announced, his supervisors in the United States 

Attorney's office asked him to stop blogging immediately. Lat quickly locked 

his blog down, making it inaccessible to the public without a special pass

word. Near the end of a stressful week, in which he wondered whether he 

be fired, Lat met with his boss. He would be able to keep his job-on 

the assumption that Underneath Robes would be kept underneath its 
password. 

But Lat's story has a happy ending. A few weeks later, he left the U.S. At

torney's office to accept a job blogging full-time at Wonkette, the political 

gossip blog that had publicized Jessica Cutler's Washingtonienne blog. He 

later went on to launch a new legal gossip blog, Above the Law. Lat now blogs 
under his real name. 

. The Virtues of Anonymity 

The saga of Article III Groupie demonstrates how easy it seems to be anony

mous on the Internet. A person can readily create a blog under a pseudonym 

or can post anonymous comments to blogs or online discussion groups. Ac

cording to a survey, 55 percent of bloggers use pseudonyms rather than their 
real identities.59 

Anonymity can be essential to free speech. As the Supreme Court has 

noted: "Anonymous pamphlets, leaflets, brochures and even books have 

played an important role in the progress of mankind. Persecuted groups and 

sects from time to time throughout history have been able to criticize oppres
sive practices and laws either anonymously or not at all."60 

Anonymous speech has a long history as an important mode .of expression. 
Berween 1789 and 1809, six presidents, fifteen cabinet members, rwenty sena
tors, and thirty-four congressmen published anonymous political writings or 
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used pen names. It was common for letters to the editor in local newspapers to 

be anonymous. Ben Franklin used more than forty pen names during his 

life.61 Mark Twain, O. Henry, Voltaire, George Sand, and George Eliot were 

all pseudonymous authors. Indeed, James Madison, Alexander Hamilton, and 

John Jay published the Federal Papers under the pseudonym Publius. Their 

opponents, the Anti-Federalists, also used pseudonyms.62 

Anonymity allows people to be more experimental and eccentric without 

risking damage to their reputations.63 Anonymity can be essential to the pre

sentation of ideas, for it can strip away reader biases and prejudices and add 

mystique to a text. People might desire to be anonymous because they fear so

cial ostracism or being fired from their jobs. Without anonymity, some people 

might not be willing to express controversial ideas.64 Anonymity thus can be 

critical to preserving people's right to speak freely. 

Accountability 

Anonymity also has a dark side. As Adam Smith observed in The Wealth of 
Nations: "While [a 'man of low condition,' as opposed to a 'man of rank and 

fortune'] remains in a country village his conduct may be attended to, and he 

may be obliged to attend to it himself. In this situation, and in this situation 

only, he may have what is called a character to lose. But as soon as he comes to 

a great city, he is sunk in obscurity and darkness. His conduct is observed and 

attended to by nobody, and he is therefore likely to neglect it himself, and to 

abandon himself to every low profligacy and vice."65 According to Smith, 

people behave differently when they can do so anonymously. People" of rank 

and fortune" are generally going to be noticed no matter where they are; but 

ordinary people will be noticed only in the small village. In the large city, a 

person becomes a face in the crowd and has achieved an anonymity of sorts in 

daily life. This anonymity, Smith observes, will tempt people to behave badly. 

When people are less accountable for their conduct, they are more likely to en

gage in unsavory acts. 

When anonymous, people are often much nastier and more uncivil in their 

speech. It is easier to say harmful things about others when we don't have to 

take responsibility. When we talk about others, we affect not only their repu

tation but ours as well. If a person gossips about inappropriate things, betrays 
confidences, spreads false rumors and lies, then her own reputation is likely to 
suffer. People will view the person as untrustworthy and malicious. They 
might no longer share secrets with the person. They might stop believing what 
the person says. As U.S. Supreme Court Justice Antonin Scalia observed, 
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anonymity can making lying easier; and the identification of speakers can help 


significantly in deterring them from spreading false rumors and can allow us 

to locate and punish the source of such rumors. 66 


Anonymity also facilitates deception. People can readily masquerade as 


other people in creating blogs and profiles. Harriet Miers was the first 


Supreme Court Justice nominee to have her own blog-Harriet Miers's 

Blogg!!!67 Her first entry: 


OMG I CAN'T BELIEVE I'M THE NOMINEE! ! ! This is BIGGEST DAY OF MY LIFE! ! ! EVER 

!!!! 

OMGOMGOMG 

Needless to say, it was fake. Miers is not alone. There was a blog called Lut


tig's Lair impersonating Judge J. Michael Luttig.68 In one high school, some 


students created fake blog entries in another student's name, boasting about 


sexual adventures that never happened.69 In another incident, an anonymous 


person created a fake Myspace profile for a twelve-year-old girl, using her real 


phone number and saying she was a stripper.7° Anyone can sign up on a free 


blogging service and create a blog. In anybody's name. In your name. You 

might have a blog and not even know about it. 


When people can avoid being identified, they can slip away from their bad 


reputations. In one instance, a woman joined an online chat group for eating 


. disorders. She said she, too, suffered from an eating disorder, but she was even

tually revealed to the group to be a fraud. After being booted from the group, 

she moved over to a group of sexual abuse victims. When revealed as a phony 

in that group, she reappeared in a group of people suffering from AIDS.7l As 
SOciologist Robert Putnam observes: "Anonymity and fluidity in the virtual 

world encourage 'easy in, easy out,' 'drive-by' relationships. The very casual

ness is the appeal of computer-mediated communication for some denizens of 

cyberspace, but it discourages the creation of social capital. If entry and exit are 

too easy, commitment, trustworthiness, and reciprocity will not develop."72 In 

other words, anonymity inhibits the process by which reputations are formed, 

which can have both good and bad consequences. Not having accountability 

for our speech can be liberating and allow us to speak more candidly; but it can 
also allow us to harm other people without being accountable for it. 

Thus anonymity is a form of privacy protection, yet it can also facilitate 

privacy violations. Anonymity can preserve privacy by allowing people to 


speak freely without being publicly identified, yet it can undermine privacy by 

allowing people to more easily invade the privacy of others. As the tension be
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tween anonymity and accountability demonstrates, along with the tension be

tween privacy and free speech, the choice isn't as simple as one between free

dom and constraint. Rather, it is a choice that involves freedom on both sides. 

Wikipedia: The Power and Peril of Openness 

The virtues and vices of anonymity are starkly implicated in Wikipedia, one of 


the most fascinating creations on the Internet. Created by Jimmy Wales in 2001, 


Wikipedia is an experiment in the power of collective knowledge.73 Wikipedia is 


an online encyclopedia, whose authors collaborate with readers, who can volun


teer information and edit entries. This exchange is made possible by "wiki," a 


Web-based application by which people can add and edit text collaboratively. It 

is named for the Hawaiian term wiki wiki, which means «quick." 


By 2004, just a few years after its inception, Wikipedia had surpassed 1 mil


lion entries. By 2006 it had grown to 3.5 million entries.?4 Wikipedia is now 


the largest encyclopedia ever written, and it is available for free. As of late 


2006 Wikipedia has become one of the most visited websites in the world?5 


Unlike a regular encyclopedia, which quickly ages in its leather-bound cov


ers, Wikipedia is dynamic, growing and changing each day. It is constantly 


updated. Anybody can edit and change a Wikipedia article. It relies on the 
 WIKIPEDIA 
collective wisdom of the Internet. The Free Encyclopedia

Most of us would be quite flattered to find an entry about ourselves on 


Wikipedia. Not so for John Seigenthaler. Seigenthaler was a lifelong journalist 
 The Wikipedia logo, © & TM, all rights reserved, Wikimedia 
who fought for free speech and civil rights. He was an assistant to Bobby Foundation, Inc. 


Kennedy when he was serving as attorney general during his brother John 


Kennedy's presidential administration. In 2005 Seigenthaler was in his late 


seventies and could look back on a long distinguished career. However, he was 
 was mind-boggling when my son, John Seigenthaler, journalist with NBC News, 

phoned later to say he found the same scurrilous text on Reference.com and Anshocked to find a very different take on his life in his Wikipedia bio: "John 
swers.com?7

Seigenthaler Sr. was the assistant to Attorney General Robert Kennedy in the 


early 1960'S. For a brief time, he was thought to have been directly involved in 
 Ironically. Seigenthaler had previously founded a center to protect the First 
the Kennedy assassinations of both John, and his brother, Bobby. Nothing Amendment right to free speech. Now he was being burned by it. Seigenthaler 
was ever proven."76 said that he still believed in free speech, but "what I want is accountability."78 

Seigenthaler was furious. In a USA Today editorial, Seigenthaler wrote: Seigenthaler tried to track down the person who had posted the informa

tion, but to no avail. He located the Internet protocol OP) address of the auI have no idea whose sick mind conceived the false, malicious "biography" that ap
thor and from that determined that the author's Internet service provider peared under my name for 132 days on Wikipedia, the popular, online, free ency


clopedia whose authors are unknown and virtually untraceable .... 
 (ISP) was BellSouth Internet. An IP address is a unique number that is as

At age 78, I thought I was beyond surprise or hurt at anything negative said signed to every computer connected to the Web. An example might look like 
about me. I was wrong. One sentence in the biography was true. I was Robert this: 2IO.28.III.120. BellSouth Internet knew the name of the customer with 
Kennedy's administrative assistant in the early 19605. I also was his pallbearer. It the IP address but would not reveal it unless ordered by a court. Seigenthaler 
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would have to file a defamation lawsuit against the person, but he wasn't in

terested in suing. 
Eventually the misinformation was removed from Wikipedia, more than 

four months after it had been posted. Seigenthaler described the difficulty of 
cleaning up the stain of the rumor: "When I was a child, my mother lectured 

me on the evils of 'gossip.' She held a feather pillow and said, 'If I tear this 

open, the feathers will fly to the four winds, and I could never get them back 

in the pillow. That's how it is when you spread mean things about people.' For 

me, that pillow is a metaphor for Wikipedia."79 

Enter Daniel Brandt, an outspoken critic of Wiki pedia who had read about 

the Case and was able to trace the IP address to a Nashville company. He then 

em ailed the company asking for information about its services and got a re

sponse with the same II> address. Tipped off that the culprit was nearly in 

sight, a New York Times reporter called the company. This prompted the per

son to come forward, confess, and apologize to Seigenthaler. He explained 

that it was just a silly prank to rile a coworker. Because of the publicity, the 

person resigned from his job.80 

In response to the Seigenthaler debacle, Wikipedia changed its open policy 

and required users to register before creating new articles. All users, whether 

registered or not, could still edit articles except certain ones that were 

quently abused. For example, at the top of the Seigenthaler article is the fol

lowing statement: "Because of recent vandalism, editing of this article by 

anonymous or newly registered users is currently disabled. Such users may dis

cuss changes, request unprote(';tion, or create an account." The Seigenthaler 

entry is now corrected, and the offensive information has long been re

moved. 81 But the cost of protecting the entry from abuse was to sacrifice some 

anonymity and openness. 
One of the problems with anonymity is that it makes it harder to assess an 

author's reputation. An open system that allows people to edit anonymously is 

more easily abused because bad-faith authors are not held accountable. For 

some time, vandals have been attacking Wikipedia, deliberately adding false

hoods to articles. 82 The legal scholar Bruce Boyden observes: "All it takes is 
one dedicated person with low scruples, a grudge, and a little extra time on 
their hands, and the harms skyrocket."83 And it's not just random miscreants 
who try to manipulate Wikipedia entries anonymously. Several employees of 
politicians were caught trying to doctor Wikipedia entries anonymously. One 
intern for U.S. Representative Martin Meehan deleted part of a Wikipedia 
entry about Meehan's early promises to serve only four terms (he was cur-
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rently on his seventh term). At one point, the spate of abuses inspired 


Wikipedia to block federal congressional II> addresses from editing entries.84 


Even Jimmy Wales, the founder of Wikipedia, was caught anonymously edit


ing his own Wikipedia entry. He deleted references to Larry Sanger as a co


founder of the encyclopedia. "I wish I hadn't done it. It's in poor taste," Wales 


confessed. "People have a lot of information about themselves but staying ob

jective is difficult. "85 

The Seigenthaler case exposed some of the tensions at the heart of 

Wikipedia. When anybody can spread information online, it becomes harder 

to know what information to trust and what information not to trust. When 

we read entries in the Encyclopaedia Britannica, we know that they are written 

by experts and carefully vetted. Wikipedia entries are a collaborative exercise, 

and they can be written by those in the know as well as any fool stumbling 

along the information superhighway. People can just as easily introduce false 
information as true information. 

The results can be extremely useful, yet sometimes unreliable. As the law 

professor Orin Kerr puts it, Wikipedia entries "seem to be a strange mix of ac
curate statements and egregious errors."86 Wikipedia is more optimistic: "We 

assume that the world is full of reasonable people and that collectively they 

can arrive eventually at a reasonable conclusion, despite the worst efforts of a 
very few wreckers. It's something akin to optimism."87 Pimples and 

Wikipedia is an example of the benefits of collective action. What is remark

able about Wikipedia is how often it works. In many cases, it serves as a ter
rific resource, but it also has a fair amount of dubious data. 

Wikipedia entries matter so much because they often appear near the top 

of Google searches. And Wikipedia has enough good information to make the 

articles worth looking at. Ironically, it is because the articles have a lot of valid 

and useful information that their errors become so problematic. Nobody 

would even pay attention to Wikipedia if it contained mostly false data. Since 
it contains so much accurate information, Wikipedia encourages users to rely 

Upon its articles and leaves them more readily deceived by the false informa
tion. 

Wikipedia dispenses with one of the primary features of ordinary encyclo
pedias. No longer must authors of entries have credentials. On the one hand, 
we trust a traditional encyclopedia entry because we trust the author. Authors 
have staked their reputations on their work. In contrast, Wikipedia entries can 
have dozens of authors, and we know little about them. Wikipedia lists a his
tory of the edits by each author, but authors use pseudonyms like "Gopple" or 
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"Taco," so we don't know who they are or what their expertise is. How much 

are we to trust a fact added by someone named "Gopple," about whom we 

know little else? 

The irony, in the end, is that Wikipedia must defend its own reputation. It 
must ensure that its articles are dependable, for if they contain too much junk 

information, people might no longer find the site trustworthy. Wikipedia's 

reputation thus depends upon balancing openness and anonymity against ac

countability. The Seigenthaler case pushed Wikipedia toward a less anony

mous system. But the moreWikipedia limits anonymity, the less free and 

open the project becomes. It's a difficult trade-off, one that lies at the core of 

so many of the thorny problems with online speech. 

THE LAW OF ANONYMITY 

Anonymity also implicates reputation in another way. The more people can 

spread falsehoods or invade privacy without accountability or fear of repercus

sions, the more likely they are to do so. Anonymous speech can cause rep uta

tional harm to others, and it can undermine the ability of those harmed to 

seek redress. Anonymity hobbles the pursuit of legal remedies for privacy vio

lations and defamation. How, then, should we balance anonymity with ac

countability? 

One way to strike a balance is to enforce traceable anonymity.s8 In other 

words, we preserve the right for people to speak anonymously, but in the event 

that one causes harm to another, we've preserved a way to trace who the cul

prit is. A harmed individual can get a court order to obtain the identity of an 

anonymous speaker only after demonstrating genuine harm and the need to 

know who caused that harm. 

Traceable Anonymity 

Traceable anonymity is for the most part what currently exists on the Internet. 

Many people use the term anonymity rather imprecisely-to refer to both 

anonymous speech (no name or identifier attached) and pseudonymous 

speech (using a pen name). In most cases such conflation is not problematic, 

and for convenience and readability, I use the term in the same way here. 

But there's another dimension to anonymity that is not captured by the lan
guage we use-traceability. Traceability involves the extent to which anony
mous or pseudonymous postings can be traced to the author's true identity. 
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Many people assume that when they are anonymous, they are untraceable, but 

this is often a myth. It is relatively easy to blog anonymously, but it is hard to 

be nontraceable. The reason has to do with the Internet Protocol, mentioned 

above. Whenever a user communicates over the Internet, her IP address is 

logged. For any session of Internet use, the ISP typically has information that 

links a particular customer with her IP address. 

Suppose you write an anonymous comment on my blog saying something 

bad about me. At a minimum, I will know the IP address of the computer you 

posted from. I might even have information about the organization that as

signed you your IP address. Thus I will know your ISP or the company where 

you work from and the city you were in when you posted. This is how Brandt 

traced the Seigenthaler defamer. If you post from work, your employer has in

formation about which specific computer your post came from, and the com

ment may be traced back to your office computer. If you post from home, 

your ISP can connect your IP address to your account information. Thus even 

when you're anonymous, you can be tracked down. 

Many people don't realize that their anonymous blogging or comments can 

be traced back to them. It is indeed possible to make yourself untraceable, but 

it involves significant care and know-how. 89 For example, anonymizing ser

vices are available to cloak your IP address. 

But one mistake can leave your identity exposed. Even if you conceal your IP 

address, it is still possible to be traced. People often leave behind various snip

pets of personal information that when assembled can identify them. Accord

ing to one study, "a large portion of the US population can be re-identified us

ing a combination of 5-digit zip code, gender, and date of birth."90 In 2006 

AOL turned over twenty million search queries to researchers. AOL did not 

perceive a privacy problem because it did not include subscribers' names along 

with the queries. The New York Times, however, demonstrated that some sub

scribers could still be identified. A reporter analyzed the searches for one 

anonymous user and was able to zero in on the person.91 

Most people don't do even a minimal job of avoiding traceability. And per

haps that's not so bad so long as the law provides adequate protection against 

others finding out their IP addresses or account information. In other words, 
the key is for the law to allow the unmasking of anonymous people when they 
engage in harmful speech about others. But people shouldn't be unmasked 
too readily. The law thus must draw a careful line berween when it is appro
priate to unmask an anonymous speaker and when it isn't. ' 
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Balancing Anonymity and Accountability 

The First Amendment to the U.S. Constitution limits restrictions on anony

mous speech.92 According to the Supreme Court: "Despite readers' curiosity 

the public's interest in identifying the creator of a work of art, an author 

generally is free to decide whether or not to disclose his or her true identity.",!3 

When a person tries to identify anonymous speakers by requesting their rec

ords from their ISP, several courts have required heightened standards before 

ordering the unveiling.94 

Suppose you invade my privacy or defame me by something you write 

anonymously on your blog. I can sue you in what has become known as a 

"John Doe" lawsuit. Since I don't yet know who you are, I sue you under the 

pseudonym you use or under "John Doe." I then must convince the judge that 

my case is strong enough to go forward.95 

"John Doe" lawsuits provide a good compromise between anonymity and 

accountability, but the solution isn't perfect. Consider the case of Allegheny 

Energy Service. Yahoo! hosts message boards for all publicly traded compa

nies. One of these companies was Allegheny Energy Service.96 In 2003 Al

legheny company officials discovered a rather unsettling posting on the Yahoo! 

board: 

I work for this company (non-exempt) and have a lot of years under my belt. Yes, 

A.N. and his cronies turned his respectable Blue Chip into a pas [Piece of 

He and they ruined a good chunk of my 40IK. Now I have to delay retiring. 

offered up all sorts of crap on a silver plated tray for us to swallow .... 

like Allegheny Energy's Work Management horse manure which has done 

nothing more than take the tools out of workers' hands and created a non produc

tive pile of dung. Another STUPID program that Allegheny Energy probably spem 

millions on for nothing, absolutely nothing. Then we were force fed «love 

n*gger" with Allegheny Energy's DIVERSITY program. 

Allegheny's lawyers wanted to find out what employee had posted the racial 

slur. To find out, they filed a "John Doe" lawsuit against the anonymous 

poster, claiming a "breach of a duty of loyalty" to the company. The anony
mous poster was not aware a lawsuit had been filed. Allegheny's attorneys then 

an "emergency motion" to prevent the poster from posting more mes
sages. They claimed that Doe's posting violated the company's antiharassment 
policy. They subpoenaed Yahoo! to obtain its records about the poster's ac
cOUnt. Yahoo! released the identity of the poster--Clifton, an engineering 
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technician who had been working for Allegheny Energy Service for sixteen 


years. Clifton had posted to the Yahoo! message board from home, using his 


wife's Yahoo! account. After establishing Clifton's identity, Allegheny 


dropped the "John Doe" lawsuit. 

Company officials later called Clifton into a conference room and handed 


him a copy of his Yahoo! message board posting. The director of employee re


lations told Clifton that his racial slur violated Allegheny's diversity policy. 


Clifton was later fired for "placing a racially derogatory posting on the Yahoo 


message board in violation of Allegheny Energy's Positive Work Environment 


expectations. " 


This case raises several difficult issues about free speech, anonymity, and ac


countability. Allegheny Energy used a rather dubious technique to obtain 


Clifton's identity. Ordinarily, Allegheny Energy has no right to find out the 


identity of an anonymous speaker. But it obtained a subpoena for the 


speaker's identity with a legal action that appears to have been brought solely 


to unmask the speaker. Clifton was speaking outside of work, using his home 


computer, and trying to be anonymous. Does an employer have any justifica


tion for uncovering the identity of an employee who posts anonymously from 


home? On the other hand, Clifton's racial slur was quite offensive. If one of 


Allegheny Energy's employees is publicly making such comments, shouldn't 


an employer have the right to know? Should Clifton be able to make such re


marks without being accountable for them? 


As odious as Clifton's statements were, it wasn't invading anybody's 


vacy or defaming anyone. These were his personal views expressed on his own 


time. Moreover, Allegheny Energy appears to have filed a sham case just to 

.. 	 find out Clifton's identity. Thus it is extremely important to establish high 

thresholds for making anonymity traceable. Otherwise, the promise of 

anonymity will begin to ring hollow. The law must restrict bad-faith lawsuits 

designed solely to unmask anonymous speakers. 

WHO SHOULD BE RESPONSIBLE FOR 


HARMFUL SPEECH? 


One of the most wonderful features of the Internet is its interactivity. On my 

blog, for example, anybody can post a comment. People can even do so 

anonymously if they want. Comments appear below my posts, and sometimes 

the discussion in the comments is much more interesting than the initial post. 

I have some power over the commentators. I can edit or delete comments I 
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find irrelevant, uncivil, or offensive. I can require people to identify them

selves rather than grant them anonymity. But I prefer to permit anonymous 

comments, as this encourages greater candor and more comments. 

But anonymity can make it difficult to track down a commentator. If a per
son suffers a privacy violation or defamation as a result of a comment, can 

hold me as well as the commentator responsible? This is a very important is

sue, one with dramatic repercussions for both speech and the protection 
of reputation online. 

The Plight of Kenneth Zeran 

About a after the Oklahoma City bombing in 1995, a person with the 
username "KenZZo3" posted an advertisement on an AOL bulletin board.97 

advertisement was entitled "Naughty Oklahoma T-shirts." People could 
order shirts with slogans such as: 

Visit Oklahoma ... It's a BLAST!!! 


the kids to bed. . Oklahoma 1995 


McVeigh for President 1996 

The message said interested people should call "Ken" at Kenneth Zeran's 
home phone number. 

however, hadn't posted the advertisement. He learned about the 

posting when he began receiving phone calls from irate people. Zeran called 

AOL and demanded that the posting be removed and that a retraction be 

posted. AOL removed the posting the following day but refused to post a re

traction. The phone calls continued, and they were nasty and threatening. 

Zeran's business consisted of listing apartments on a monthly basis, and he 

had given out his phone number on the listings. He felt helpless, since chang

ing his phone number would hurt his business. 

Zeran discovered that a second posting had been made using a similar user

name to the previous one. The posting stated that some of the T-shirts had 

out, but that new T-shirts were available with additional offensive slo

gans. The new posting said that callers should ask for "Ken" and to "please 

call back if [the phone line was] busy." Zeran kept receiving threatening calls. 
He called AOL again to take down the new posting and to block future ones. 
The AOL operator told him that AOL was working on terminating the 
abuser's account. But the postings kept on coming. New advertisements 
touted odious Oklahoma City bombing bumper stickers and key chains. And 
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the phone calls kept increasing. Within a few days, Zeran was receiving a 

about every two minutes. When a copy of the advertisement was discovered 

by a local radio station, the broadcaster Mark Shannon read some of the T

slogans over the air and urged listeners to call Zeran to express their out

rage. A barrage of calls ensued, including death threats. Some of the calls were 

so menacing that the local police began to monitor Zeran's house. 

Finally, the media began to report that the advertisement was a hoax, and 

the radio station issued an apology. The phone calls slowly began to abate, and 

about three weeks after the initial advertisement, Zeran was receiving only 

about fifteen calls per day-a marked improvement. But the ordeal had taken 

its toll on who was so shaken up that his doctor prescribed an antianx

iety drug. 
Nobody knows who posted the advertisements, but Zeran was determined 

to get some justice for his plight. He sued AOL for negligently failing to re

move the defamatory postings. Zeran was suing AOL not directly for defama

tion but for taking an unreasonable delay in removing the defamatory post

ings. 
Zeran's case ended when the U.S. Court of Appeals for the Fourth Circuit 

declared that AOL was immune from suit.98 AOL could not be sued because 

Congress, concerned that ISPs and others might be responsible if one of their 

users made a defamatory statement, had passed a law immunizing the hosts of 

Internet communication forums from liability for things said by others using 

these forums. 

Suppose a person makes a defamatory comment about you on my blog. You 

sue me because the statement appears on my blog. But I didn't make the state


ment-all I did was provide the forum in which another person said it. Why 


would you want to sue me rather than the person who made the statement? 


Because I might have a very popular blog with tens of thousands of readers. I 


. might be wealthy and the person making the statement might not be. Or the 


person might have posted anonymously, and I'm the only one who can be 

tracked down to sue. This is what happened in Zeran's case. AOL maintained 


the bulletin board. It had a lot of money, and the person who posted the 

gus T-shirt ads was anonymous. So AOL was the natural target. 
But ISPs such as AOL have millions of users. Should AOL be responsible if 

some of its users defame others or invade their privacy? Certainly not initially. 
After all, AOL is providing a rather open forum on its bulletin boards. All 
sorts of people can post messages, and AOL cannot possibly monitor every 

http:board.97
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one. AOL is simply providing a place for people to talk-a microphone and 
soapbox in cyberspace-that's all. It shouldn't be responsible for what they 

say. 
That was the logic Congress followed in 1996, when it passed Section 230 

of the Communications Decency Act (CDA), immunizing ISPs and the hosts 

of online forums from liability for the speech of their users. The statute reads: 

"No provider or user of an interactive computer service shall be treated as the 

publisher or speaker of any information provided by another information 

content provider. "99 According to the court that heard Zeran's suit: "Congress 

recognized the threat that tort-based lawsuits pose to freedom of speech in the 

new and burgeoning Internet medium. The imposition of tort liability on ser

vice providers for the communications of others represented, for Congress, 

simply another form of intrusive government regulation of speech. Section 

230 was enacted, in part, to maintain the robust nature of Internet communi

cation and, accordingly, to keep government interference in the medium to a 
minimum."loo 

Section 230 was the law when Zeran sued AOL, so how could he possibly 

have a case? In defamation law, if I help you spread a defamatory statement, I 

can be liable under defamation law as a "distributor" if I know or have reason 

to know that the statement is defamatory. When the statement was first 

posted, AOL would clearly not be liable. But after Zeran told AOL that it was 

false and begged them to take it down, then AOL had reason to know it was 

defamatory. Since AOL didn't take it down until much later, Zeran argued 

that AOL should be liable for the time during which it knew about the bogus 

ad yet did nothing. 
Does Section 230 immunize AOL even after it knows that somebody has 

posted a defamatory statement? Based on the way the statute is worded, this is 

a complicated question. Courts have wrangled over this issue, with most 

courts holding that Section 230 provides a broad immunity, waiving liability 

even after an ISP knows that a posting is defamatory. Unfortunately for 

Zeran, the court concluded that AOL was still immune. lOi Zeran was out of 
luck. He couldn't track down the anonymous person who posted the T-shirt 

ads. He couldn't sue AOL. He had no way to fight back. 
AOL certainly doesn't have time to monitor every comment posted on its 

network. There are millions of communications by AOL users, and AOL can
not possibly police them all. But in this case, Zeran had informed AOL about 
the message. Should that affect the ISP's responsibilities? Despite Zeran's 
pleas, AOL acted slowly, and Zeran continued to suffer harm. Shouldn't the 
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law provide some incentive to AOL to respond promptly to such a complaint? 

Under the court's interpretation of Section 230, AOL could ignore Zeran with 

impunity. 

Section 230 doesn't immunize bloggers for what they themselves say. At most, 

it may immunize them for comments to their posts written by others. To what 

extent should bloggers or websites that allow others to post comments be im

mune when one of the comments defames or invades a person's privacy? 

On my blog, my coauthors and I allow anonymous comments. I had a first

hand experience with a defamatory comment to one of my blog posts. I wrote 

a post criticizing the bar exam, which all lawyers must pass in order to be li

censed. An anonymous person wrote a nasty comment outing the identity of a 

pseudonymous blogger and stating several falsehoods about her. Here's the 
. relevant part of the comment, in which I have changed her name and the 

name of her blog to protect her anonymity: 

Does the [bar exam I test legal ability? Debatable. Jane Doe, aka Legal B10gger 

aka host of legalbloggergirl.com, would say no because she failed the NY bar 6 

times in a row, mainly due to absurdly low [bar examl scores. 

Although Jane Doe is a proven liar and horrid test taker, I agree the [bar exam] 

should go. 

Doe blogged under the pseudonym Legal Blogger Girl. The anonymous 

commenter to my blog had revealed Jane Doe's actual identity, ruining her 

ability to be anonymous. And the statement about failing the bar seemed very 
likely to have been false. 

Jane Doe emailed me requesting that I delete the comment. Although I 

couldn't be certain, I was fairly confident that it was false. It had little rele

... vance to my post and seemed to be merely a nasty potshot. I had no trouble 


promptly deleting it. A few weeks later, I was surprised when Jane emailed me 

again to say that the comment was still there. Apparently, the anonymous 

commentator had reposted the comment. I deleted it again. This time, the 

commentator finally stopped. 

Deleting the comment only took a few seconds, and I could readily see why 
Jane Doe wanted the comment gone. But what if I weren't sympathetic to 
plight? If Section 230 gives me complete immunity, then it says that I could 
simply ignore her and be completely immune. Mter all, I didn't post the com

http:legalbloggergirl.com
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ment-somebody else did. Why should I be responsible for what some anony

mous person said? 

Although somebody else made the comment, I provided him with the fo

rum in which to do it. I allowed him to post his comment, and I allowed him 

to do it anonymously. I can easily shut off comments to my blog, but I like 

having comments because it creates a dialogue in which people can read and 

my ideas. My blog has a fairly sizable readership, so it is a forum where 

people will be heard. I believe, therefore, that I have some responsibility to en

sure that the website I control is not causing harm to others. The law should 

encourage me to take Jane Doe's complaint seriously and do what I can to pre

vent my website from causing her harm. 

Many courts, however, interpret Section 230 as providing bloggers lIke me 

with blanket immunity for comments posted by others. That means that I 

could simply thumb my nose at Jane Doe. But there is an alternative way to 

interpret Section 230, a way I believe is preferable to blanket immunity. Sec

tion 230 might be read to grant immunity only before the operator of a web

site is alerted that something posted there by another violates somebody's pri

vacy or defames her. If the operator of a website becomes aware of the 

problematic material on the site, yet doesn't remove it, then the operator 

could be liable. In other words, I certainly shouldn't be liable to Jane Doe for 

the comment, but if I refuse to take it down after she asks, then perhaps I 

be liable. At that point, I know about the comment, I am on notice 

that it is causing harm to another, and instead of doing something about it, 

I'm embracing the comment by leaving it up on the website. As I stated in the 

previous chapter, however, legal liability must be modified to limit damages 

and encourage informal ways of resolving disputes. 

This is an example of the difference between the libertarian and 

ground approaches. When it is interpreted as granting broad immunity from 

lawsuits, Section 230 advances the libertarian approach, valuing free speech 

above all else. The middle-ground approach, in contrast, seeks to encourage 

people to work out the problem informally first, by spurring bloggers to re

move harmful comments. If this informal process fails, a lawsuit can be 

brought, but otherwise, the law would function to serve as an impetus to get 
people to work it out among themselves. 

Nude on the Net 

In one case, a woman's ex-boyfriend impersonated her in a Yahoo! chat room. 
Anybody can sign up as a Yahoo! user for free and can use any name. The ex-
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!lv.vtriend posted naked photos of the woman and included her email address 

work phone number. His goal was to get men to start harassing 

she discovered what happened, the woman was appalled. According to 

woman, she wrote to Yahoo!, explaining that she didn't create this profile 

wanted the photos removed. A month passed, and Yahoo! did nothing. 

wrote to Yahoo! again. No response. Finally, she spoke with a Yahoo! em

who promised to help her remove the photos. But the woman claims 

Yahoo! still didn't get the photos taken down. 

The woman sued Yahoo! but the court threw out the case because Yahoo! 

immune under Section 230.102 If Yahoo! or bloggers can be liable if, after 

informed, they fail to remove a comment that is defamatory or invasive 

privacy, then they might become too cautious and remove comments too 

have a negative impact on speech, because if a person 

like a comment about herself, ISPs or bloggers might be extra careful 

remove it in order to avoid a lawsuit. The result would be a kind of heck-

s veto, where a person could have a comment removed by complaining 

it, whether justifiably or not. 

On the other hand, if Yahoo! or bloggers ignore a person's 

comments, then that person might be without mUCh recourse. 

,"UUU1UU't Yahoo! have removed the photos? This seems like an awful situation 

for the plaintiff-nude photos of herself, as well as her contact information, 

placed on the Internet and she is helpless in getting them removed. Is there 

a big harm in forcing Yahoo! to remove them? Shouldn't people have 

some ability to halt the distribution of nude pictures or falsehoods or other 

t""'''Ulldl information about themselves on the Internet? While the plaintiff 

shouldn't be entitled to obtain large money damages from Yahoo! the law 

should provide an incentive for Yahoo! to respond to legitimate take-down re

quests. Copyright law, for example, provides for a such a system when users of 

Internet service providers like Yahoo! post content that infringes upon copy

right. Internet services providers are not liable if they remove copyright

infringing content posted by their users.103 Notice and take-down systems can 

certainly be abused by people requesting removal of content that is not 

defamatory or invasive of privacy, but the law could address this problem by 
penalizing abusers. 

Chase Masterson is a well-known actress, having appeared in several television 
shows. Her real name is Christianne Carafano. One day, a profile with the 
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name Chase529 appeared on Matchmaker.com, an Internet dating service. 104 

The profile had four pictures of Carafano, along with her home address and 

phone number. The profile also had the following exchange: 

Q: Have you had, or would you consider having a homosexual experience? 

A: I might be persuaded to have a homosexual experience. 

Q: What is your main source for current events? 

A: Playboy/Playgirl. 

Q: Finally, why did you call [Matchmaker.com]? 

A: Looking for a one-night stand. 

The answers to other questions were even more provocative: 

Q: Try to describe the type of person you might be interested in meeting? 

A: Hard and dominant in more ways than one. Must have strong sexual appetite. 

Q Describe your personality 

A: I like sort of being controlled by a man in and out of bed. 


Q What's the first thing others notice about 


A: beauty. 


Q What is sexy? 


A: A strong man with a dominating attitude with a yet controlling touch. 105 

People who responded to the profile received an automatic reply that gave out 

Carafano's home address and phone number. 

Carafano didn't write the profile. It was written by an anonymous person in 

Berlin. Carafano wasn't even aware that the profile existed. She soon found 

out when she began to be contacted by people responding to the profile. Some 

of the responses were sexually explicit and threatening. Fearing for her safety 

and that of her son, Carafano moved out of her home and spent several 

months in hotels. An assistant to Carafano contacted Matchmaker and de

manded that the profile be removed. Matchmaker blocked the profile from 

view and deleted it soon afterward. 

Carafano sued Matchmaker for invasion of privacy and defamation. 

Matchmaker argued that it was immune under Section 230 because it had not 

created the profile. The court agreed with Matchmaker. Although noting "the 

serious and utterly deplorable consequences that occurred in this case," the 

court noted that "Matchmaker did not playa significant role in creating, de

veloping or 'transforming' the relevant information."106 

The court's decision makes a lot of sense. Internet dating websites host tens 
of thousands--sometimes millions-of profiles. They are not responsible 

when a prankster creates a fake profile that invades another's privacy or is 
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should be immune when this happens. But unlike the 


broad interpretations of Section 230, once an Internet dating service is notified 


about a problem, it should respond or be liable. Matchmaker responded and 


. removed the profile. Thus it should not be 

The Nazi Art Thief Who Wasn't 

EUen Batzel, an attorney in North Carolina, hired Bob Smith, a handyman, to 


some work on her home. 107 Batzel loved to collect art, and she had many 


paintings in her collection. 


The working relationship turned ugly, and Smith sued Batzel in small


,claims court for payment for the repairs. Smith also decided to retaliate 

against Batzel outside the courts. He sent an email to the Museum Security 

Network about Batzel's art. The network consisted of a website and an email 

newsletter about stolen art. It had about one thousand readers, mainly those in 

the art and museum world, as well as law enforcement officials and journalists. 

It was run by Ton Cremers, who was the director of security at the Rijksmu

seum in Amsterdam. Cremers received the following email: 

From: Bob Smith [e-mail address omitted] 


To: securma@museum-security.org 


Subject: Stolen Art 


Hi 

I am a building contractor in Asheville, North Carolina, USA. A month ago, I 

did a remodeling job for a woman, Ellen L. Batzel who bragged to me about being 

the granddaughter of "one of Adolph Hitler's right-hand men." At the time, I was 

concentrating on performing my but upon reflection. I believe she said she 

was the descendant of Heinrich Himmler. 

Ellen Batzel has hundreds of older European paintings on her walls, all with 

heavy carved wooden frames. She told me she inherited them. 

I believe these paintings were looted during WWII and are the rightful legacy of 

the Jewish people. Her address is [omitted]. 

I also believe that the descendants of criminals should not be persecuted for the 

crimes of the fathers, nor should they benefit. I do not know who to contact about 

this, so I start with your organization. Please contact me via email [ ... J if you 

would like to discuss this matter. 

Bob. 

As the sole manager of the Museum Security Network, Cremers deter

mined which of the emails he received would be forwarded to the group. He 
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decided to send the email along to the group, and he added a message along 


FBI has been informed of the contents of 


original message." 


Some of Cremers's readers were upset that he had forwarded Smith's 


One wrote to him: 


Mr. Smith is completely out of line for suggesting that some woman with old 


paintings in her home has amassed a collection of paintings from Nazi war booty. 


His claims, evidence and assumptions were ridiculous and he was very disrespectful 


of this woman's privacy in offering this woman's address .... I think it was wrong 


for you to take this man's story seriously. Please respond. 


Cremers replied that he considered Smith's message dubious, but he de


fended his decision to forward it. "W'hat is worse," Cremers asked, "forward


ing messages with strange contents or censor[ing] messages?" 


A few months later, Batzel discovered the message. She was appalled. She 


wasn't descended from Nazis and had acquired her art from legitimate dealers. 


As a result of Cremers's posting Smith's email, Batzel lost some clients and 


had to defend herself against a campaign to get her disbarred. 


Batzel sued Cremers for defamation. The court, however, dismissed the 


case against Cremers based on Section 230 immunity. Since Cremers did not 


write the email himself, he was just the conduit for it so long as he "reasonably 


it was provided to him for posting on the Network. I08 

If this case hadn't involved the Internet, Cremers would have a much 


tougher defense. He would no longer be immune under Section 230. He 


could be liable for spreading the defamatory statement to others. But because 


he forwarded it over the Internet, he was immune. 


The court's interpretation of Section 230 was quite broad. Smith wasn't 


merely posting a comment to a website or an online discussion group. Instead, 


he was emailing a tip to Cremers, who decided what was posted and what 


wasn't. By forwarding the email, Cremers became the speaker, much as he 


would have been had he heard a rumor and written about it to the group him


self. 


Judge Gould issued a powerful dissent in the case: "The 


censes professional rumor-mongers and gossip-hounds to spread 

hurtful information with impunity. So long as the defamatory information 

was written by a person who wanted the information to be spread on the In

ternet (in other words, a person with an axe to grind), the rumormonger's in

jurious conduct is beyond legal redress." Judge Gould wrote that Section 230 


What Should the law Do? 

230's broad immunity. 

the process. 

FREEDOM ON BOTH SIDES OF THE SCALE 
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was not intended to be stretched to immunize people for their "decisions to 


spread particular communications" and "cause trickles of defamation to swell 


into rivers of harm." Gould continued: "Congress wanted to ensure that ex


cessive government regulation did not slow America's expansion into the ex


the Internet. But Congress did not want this new fron


the Old West: a lawless zone governed by retribution and mob 


existing law lacks nimble ways to resolve disputes about speech and 

privacy on the Internet, completely immunizing operators of websites works 

as a sledgehammer. It creates the wrong incentive, providing a broad immu

nity that can foster irresponsibility. Bloggers should have some responsibilities 

to others, and Section 230 is telling them that they do not. There are certainly 

problems with existing ton law. Lawsuits are costly to litigate, and being sued 

can saddle a blogger with massive expenses. Bloggers often don't have deep 

pockets, and therefore it might be difficult for plaintiffs to find lawyers willing 

to take their cases. Lawsuits can take years to resolve. People seeking to protect 

their privacy must risk further publicity in bringing suit. 

These are certainly serious problems, but the solution shouldn't be to insu

late bloggers from the law. Unfortunately, courts are interpreting Section 230 

so broadly as to provide too much immunity, eliminating the incentive to fos

ter a balance bet\'Veen speech and privacy. The way courts are using Section 

230 exalts free speech to the detriment of privacy and reputation. As a result, 

a host of websites have arisen that encourage others to post gossip and rumors 

as well as to engage in online shaming. These websites thrive under Section 

The solution is to create a system for ensuring that people speak responsibly 

without the law's cumbersome costs. The task of devising such a solution is a 

difficult one, but giving up on the law is not the answer. Blogging has given 

amateurs an unprecedented amount of media power, and although we should 

encourage blogging, we shouldn't scuttle our privacy and defamation laws in 

Words can wound. They can destroy a person's reputation, and in the process 
distort that person's very identity. Nevertheless, we staunchly protect expres
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sion even when it can cause great damage because free speech is essential to 

our autonomy and to a democratic society. But protecting privacy and reputa

tion is also necessary for autonomy and democracy. There is no easy solution 

to how to balance free speech with privacy and reputation. This balance isn't 

like the typical balance of civil liberties against the need for order and social 

control. Instead, it is a balance with liberty on both sides of the scale-free

dom to speak and express oneself pitted against freedom to ensure that our 

reputations aren't destroyed or our privacy isn't invaded. 

As I have tried to demonstrate in this chapter, a delicate balance can be 

reached, but it is not an easy feat. In many instances, free speech and privacy 

can both preserved by shielding the identities of private individuals in

volved in particular stories. With the Internet, a key issue for the law is who 

should be responsible for harmful speech when it appears on a website or blog. 

Much speech online can be posted by anybody who wants to comment to a 

blog post or speak in an online discussion forum. Commentators can cloak 

themselves in anonymity and readily spread information on popular blogs and 

websites. The law currently takes a broadly pro-free speech stance on online 

expression. As a it fails to create any incentive for operators of websites 

to exercise responsibility with regard to the comments of visitors. 

Balancing free speech with privacy and reputation is a complicated and del

icate task. Too much weight on either side of the scale will have detrimental 

consequences. The law still has a distance to go toward establishing a good 

balance. 

Chapter 7 Privacy in an 

Overexposed World 

In our overexposed world, is anything private anymore? Currently, 

the law recognizes as private only information that is completely se

cret. Information exposed to others is public. Privacy, however, is far 

more complicated, as it involves a cluster of nuanced expectations of 

accessibility, confidentiality, and control. If we are to protect privacy 

today, we need to rethink our understandings of privacy. This chap

ter is about how to do so. 

PRIVACY IN PUBLIC 

The Burning Man Festival is held each year in the barrens of the 

Nevada desert. Tens of thousands of people converge on a vast 

dusty area far away from the urban world to engage in a spiritual 
celebration of "radical self-expression." People dance, frolic, pa
rade, act out skits, paint their bodies, sing, and create art. There is 
a lot of nudity. The festival is named for its concluding ritual, in 
which a forty-foot effigy of a man is set on fire. The Burning Man 
Festival has been an annual event since 1986. At first, it drew fewer 
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low individuals to exercise greater control over their personal information, 

even after it has been exposed to the public or to other people. 

But are my recommendations too radical for our law? After all, law develops 

rather conservatively. It wears a bow tie, and it doesn't like change. Neverthe

less, little by little, the law does evolve. The concepts discussed in this chap

ter-privacy in public, confidentiality, and control-are already present in 

American law, as well as in the law of many other countries. The law is begin

ning to recognize privacy in public places. A tort for breach of confidentiality 

exists in many countries-England, Australia, New Zealand, Canada, and 

others. 85 The tort exists in America, too, but it has not yet blossomed to its 

fullest potential. And the law recognizes the concept of control over informa

tion rather robustly in other contexts-perhaps too much in the copyright 

context. Thus there is plenty of legal precedent for privacy law to recognize 

more nuanced understandings of privacy. The seed certainly exists; the ques

tion is whether we'll let privacy law grow to respond to the new challenges we 
face. 

Chapter 8 Conclusion: 

The Future of Reputation 

What will the future hold for our reputation? I have explored in this 

book the ways our reputations are shaped by the exposure of personal 

information. We love to talk about each other, and the information 

we circulate has profound consequences for how people are judged. 

In many instances, revealing another's personal information can be 

beneficial to society. It enables communities to enforce norms. It ed

ucates us about the lives of others. It allows us to better assess others' 

reputations. But it also can be problematic. Gossip can unfairly stain 

a person's reputation; it often exists as a bundle of half-truths and in

complete tales. False rumors can wreak havoc on reputations. And 

shaming can spin out of control. We ding to only a limited degree of 

control over our reputation, but this control can make a world of dif

ference. By concealing information about our private lives and our 

violations of social taboos, and by preventing damaging falsehoods 
about us from circulating, we can make ourselves less vulnerable to 
misunderstanding, misjudgment, or unfair condemnation. 

The problems escalate when anybody can spread information far 
and wide over the Internet. Whispering voices and babbling tongues 

http:others.85
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become permanent records readily found in an online search. Increasingly, 

people are gossiping and shaming others online, as well as exposing their own 

tawdry secrets. And increasingly, people are googling one another, including 

employers who are using the information they find online for hiring decisions. 

We are witnessing a clash between privacy and a conflict be

tween two important values that are essential our autonomy, self-

development, freedom, and democracy. We must do something to address 

problem, but if we err too much in one direction or the other, the situation 

could become much worse. In this book, I have attempted to provide a frame

work for how we can rework the law to make it a useful instrument in balanc

ing privacy and free speech. I have suggested delicate compromises that in

volve making some modest sacrifices on both sides. 

WHAT THE LAW CAN DO, AND WHAT IT CAN'T 

Throughout history, most societies have devised ways for people to protect 

reputations from gossip and rumor. We have progressed from brawls to 

duels to law. In the nineteenth century, in response to new technologies pos

ing new threats to privacy, Samuel Warren and Louis Brandeis proposed a way 

that the law could help provide protection. Their approach, which allowed 

people to sue others for invading privacy, was a modest middle-ground ap

proach, one that I argued we should continue to use today. 

The alternatives are unworkable or unpalatable. A 

would leave the law out of it, but such an approach would do little to address 

the problem. And the threat to privacy by the increasing spread of personal 

information online is too significant to ignore. An authoritarian approach, 

which involves direct restrictions on Internet expression, would be too oppres

sive and stifling of free speech. Lawsuits are a middle-ground solution, one 

that is far from flawless, yet the best among a set of imperfect choices. 

But improvements are needed in the existing law for this approach to work 

effectively. In the framework I have sketched in the previous few chapters, the 

encourage informal attempts at resolving privacy disputes. To do 

so, law must function as a credible threat yet lawsuits must be a last resort, a 

measure that provides redress only in cases or when informal ways 

to resolve disputes don't exist or have failed. 
We should expand the law's recognition of privacy so that it covers more 

situations. We must abandon the binary view of privacy, which is based on the 
archaic notion that if you're in public, you have no claim to privacy. Instead, 
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we must recognize that privacy involves accessibility, confidentiality, and con

trol. We often expose information to many others, but we nevertheless expect 

that it has only a certain level of accessibility. The law should also increase its 

recognition of duties of confidentiality. When we share information with 

friends, family, and even with strangers, an implicit expectation often exists 

that they will keep it to themselves. The law should protect and reinforce 

these expectations. More broadly, the law should afford people greater control 

over their personal information. Too often, the law clings to restrictive notions 

render it impotent to address contemporary problems. For ex

ample, victims of privacy invasions must suffer further injury when pursuing 

legal redress when their names enter the public record; this undermines their 

right to pursue a remedy. People should be permitted to keep their names con

fidential in privacy cases. Updating and expanding the legal understandings 

of privacy will assuage the law's current handicaps in grappling 

issues. 
Another part of the equation is reconciliation of the rights of free speech 

and of privacy. Free speech isn't absolute, and privacy can further the same 

goals as free speech. In many instances, we can protect both privacy and 

speech by allowing people to tell their stories anonymously. And a blogger 

who knows about a statement on his site that is defamatory or invasive of pri

vacy should be obliged to take it down. Unfortunately, the law currently im

munizes people for comments on their blogs, even when they know about the 

harmfulness of the information and ignore pleas to do anything about it. 

the law must expand in its recognition of privacy interests and reach 

a more careful balance between privacy and free speech, one that doesn't give 

free speech an undue advantage. With these changes, the law can serve to en

courage people to be more aware of the consequences of their speech, and it 

can force people to work out disputes over defamation and invasion of privacy 

informally. Redefining the limits on the law's reach--expanding the under

standing of privacy, for example, and cutting back on overly broad immuni

ties in the name of free necessary for the law to achieve this goal. 

Taking these steps, however, must be accompanied by limitations on some 

of the troubling costs that the law produces. Law involves many interlocking 

parts, and tinkering with one part can throw another part out of line. Since 
lawsuits can be costly and chilling of speech, we must counterbalance anyex

pansion in the law's reach. Plaintiffs should first be required to. pursue infor
mal solutions with the spreaders of the information. A case should proceed to 

lawsuit only if the speaker doesn't take reasonable steps to address the harm or 
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if the damage is irreparable. Perhaps parties should even be required to seek 

alternative dispute resolution before going to court. Mediation and arbitration 

might serve as cheaper ways to determine the merits of a person's complaint 

and what measures, if any, a speaker should take to rectify the situation. 

My proposals for addressing the problem rectify it primarily through infor

mal nonmonetary means. In many instances, people sue primarily for vindica

tion and to stop the dissemination of the harmful information. Money dam

ages are often not the primary goal. virtue of the Internet, unlike print 

media, is that online content can readily be edited and names can be removed. 

As discussed before, in some cases, all it will take is for a person's name to be 

edited out of the story. 1 In other cases, the information will have spread too 

far for there to be a plausible way to dear it from the Internet. Where possible, 

the law can encourage people to work out their problems among themselves, 

which will often provide quick and inexpensive results. In some cases money 

damages might still be appropriate, but for quite a large number of situations, 

the pursuit of financial redress will be neither practical nor effective. 

Other steps can be taken to improve the protection of privacy online. 

creators of websites should be encouraged to build in mechanisms for dispute 

resolution and to establish meaningful ways for people to protect their privacy. 

For example, social network websites could require people to promise confiden

tiality as one of the terms of membership. The websites could have users agree 

to a basic set of tules for respecting others' information. In other words, people 

should be given choices over how to control the dissemination of their personal 

information, and those reading people's profiles should be aware of (and bound 

to) those preferences. When people take efforts to keep information limited in 

one domain or network, the law should strive to protect those efforts. 

Another promising development is the rise of services like ReputationDe

fender, a company that helps people find and remove harmful information 

about themselves online. According to company's website: 

We will find the unwelcome online content about you or your loved ones, even if it 
is buried in websites that are not easily examined with standard online search en

gines. And if you tell us to do so, we will work around the clock to get that unwel

come content removed or corrected.2 

Such services can help make informal ways of resolving the problem more ef

fective and efficient. 
On social network websites, people share information with a network of 
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friends. Users can make their profiles available within certain networks (their 

school, their friends, and so on) but not generally available to all users. The 

law can protect a ability to keep information within her social network 

and prevent others from betraying confidence and revealing that information 

to others outside the network. For example, the law could bar a prospective 

employer from trying to gain access to an applicant's profile uninvited. 

With the appropriate improvements, the law can help us make significant 

headway by encouraging the development of ways to resolve disputes over pri

vacy, rumor mongering, and shaming online. We can reach a reasonable bal

ance between privacy and free speech. The task is complicated, as it requires a 

combination of legal reforms and considerable fine-tuning of the law. But 

with the framework 1'm proposing in this book, the law can play an effective 

role. 

is, of course, a limit to how much the law can do. The law is an instru

ment capable of subtle notes, but it is not quite a violin. Part of the solution 

depends upon how social norms develop with regard to privacy. The law's 

function is to lurk in the background, to ensure that people know that they 

must respect confidentiality or the privacy even of people in public. In the 

foreground, however, norms will largely determine how privacy shall be pro

tected in the brave new online world. In a fascinating study, the law professor 

Robert Ellickson went to Shasta County, a rural area in California, to study 

the behavior of ranchers. He discovered that many disputes arose because 

stray cattle, and that although there were laws to address the issue, the ranch

ers had adopted their own set of norms to deal with it. For example, Ellickson 

noted, "Ranchers who suffer trespasses [by wayward cattle] virtually never file 

claims against others' insurance companies. An adjuster for the company that 

insures most Shasta County ranchers stated that he could not recall, in his 

twenty years of adjusting, a single claim by a rancher for compensation for 

trespass damage." A rancher would often take care of another rancher's cows 

that strayed onto his land until his neighbor picked them up. During that 

time the rancher would feed and house the cow. Although the law permitted 

ranchers to recover the costs for taking care of the stray cow, the ranchers 

never did. The norm was that you should take care of your neighbor's cow if 
it strayed onto your land. According to Ellickson: "People may supplement, 
and indeed preempt, the state's rules with rules of their own."3 The ranchers 
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had a well-developed system of norms, and they didn't need to resort to the 

law. 

What do ranchers and cattle disputes have to do with the Internet? Ellick

son's study illustrates a more general insight about the law and norms. The law 

is a puny instrument compared with norms. As the law professor Tracey 

Meares observes, "Social norms are better and more effective constraints on 

behavior than law could ever be."4 Although the law can't supplant norms, it 

can sometimes help to shape them. With the ranchers, the law was something 

they could have resorted to if they were unhappy with the norms. But the 

norms worked, and the law was rarely needed. 

Blogosphere Norms vs. Mainstream Media 


Norms 


Currently, bloggers are much less restrained than the mainstream media in 

what they write about. The mainstream media have established ethical guide

lines (albeit loose ones) to protect people's privacy, but the norms of the blo

gosphere are still in their infancy. In the nineteenth century, the media rou

focused on the sex scandals of politicians, but reporters and editors 

became much more restrained during the first half of the twentieth century. 5 

As the historian John Summers observes: "Partisan rivals and 'paul pry' jour

nalists continued to gossip uncharitably about [President Grover] Cleveland, 

yet both averted their gaze from his successor, Benjamin Harrison, whose 

moral worthiness suffered no significant assaults. aloof William McKin

ley also enjoyed a gossip-free administration. So, too, did William Howard 

Taft and Woodrow Wilson escape from the discomfort of entering public de
bate about their sexual peccadilloes. "6 

Ethical codes for journalists sprang up in the early twentieth century. These 

codes urged that gossip about the private lives of public figures should not get 
page attention, that reputations should not "be torn down lightly," that 

attacks on a person's reputation should not be published before the person had 

the opportunity to be heard, and that "a newspaper should not invade private 

rights or feelings without sure warrant of public right as distinguished from 
public curiosity."7 President John F. Kennedy benefited greatly from the me
dia's reluctance to report on people's private lives, as the media avoided re

porting on his many sexual infidelities. S 

Today this norm has changed, as was emphatically demonstrated by the ex
tensive reporting on President Clinton's affairs. Although the media readily 
plunder the private lives of politicians, they continue to exercise great restraint 
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with politicians' children. President Clinton actively worked to keep his 

daughter, Chelsea, away from the media, and the media generally cooperated.9 

When Chelsea attended Stanford University, the editors of the Stanford Daily 

even resolved to fire any member of its staff who disclosed information about 

Chelsea to the public. lo The press has also exercised restraint for President 

Bush's daughters, and when one daughter was arrested for underage drinking, 

media was deeply divided about the extent of coverage to give to the 

story,u These norms exist in spite of great public interest in the children's 

lives. 

Another long-standing media norm is extending anonymity to rape victims. 

For example, in August 2002, two teenage girls were kidnapped and raped. 

While they were captive, their names and photographs were widely broadcast 

to assist in the search. Once they were found alive, most of the media ceased 

displaying their names and photographs. 12 Although this norm is widely fol

lowed, there are occasional violators, a recent example being the radio com

mentator who disclosed the identity of National Basketball Association star 
Kobe Bryant's alleged sexual assault victim. 13 

Media self-restraint is difficult to achieve because the media are far from a 

monolithic entity. There are many different styles of journalism, and a vast 

number of media entities cater to different tastes. If the New York Times will 

not report it, the National Enquirer will. As a result, certain segments of the 

media-such as tabloids-may routinely run stories that a majority of the 

media does not consider newsworthy. The media also have a tendency to fol

low the crowd. If one media entity begins reporting on a story, others often 

quickly follow suit. 14 

But the mainstream media have developed at least some norms of restraint 

in order to protect privacy. While the norms need shaping and strengthening, 

they are at least partially developed. The blogosphere has less-well-developed 

norms, and it needs to establish a code of ethics. People should delete offen

sive comments quickly if asked. People should ask permission before speaking 

about others' private lives. Someone who speaks about another person's pri

vate life without her consent should take steps to conceal her identity. People 

should avoid posting pictures of other people without getting their consent. 
People should avoid Internet shaming. 

These rules are easier stated in theory than developed or enforced in prac
tice. The blogosphere is growing rapidly, with people entering the online me
dia community daily. With so many different bloggers, and with so many new 
ones joining the ranks each day, the norms of the blogosphere are not stable. 
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The law can help shape norms in the blogosphere, however, by threatening to 

become involved if such norms don't evolve. 

One of the key contributions the law can make is to foster greater aware

ness of the difference between the offline and online spread of information. 

People are viewing the Internet as a mere extension of their offline world. 

Many people who enter the blogosphere are using it to gossip just as they do 

in realspace. The boundary between online and offline is blurring, but it is an 

to keep Online, information is permanent and more eas

spread. The law must make the boundary between online and offline more 

salient in 

Establishing norms, of course, is a difficult and the law can do only so 

much. The norms of those online are quite varied, and the law is un

likely to create unanimity in attitudes and behavior. We must be realistic in 

our expectations about what the law can do. At best, the law will be able to 

provide modest guidance and direction. It can nudge norms in the rie:ht di

rection. But the law is far from a magic elixir. 

THE SELF-EXPOSURE PROBLEM 

Although gossip and rumors are spread without the targets' knowledge or con

sent, an increasingly large number of people are putting their own personal in

formation online. I have argued that it is justified for the law to try to Stop 

people from gossiping about others, but how ought the law to respond to 

people's gossip about themselves? 

The great nineteenth-century philosopher John Stuart Mill articulated a 

key principle that still resonates today: "The only part of the conduct of any 

one for which he is amenable to society, is that which concerns others. In the 

part which merely concerns himself, his independence is, of right, absolute."15 

In other words, if your conduct hurrs others, the law should regulate it to rec

or prevent the harm. But if your conduct affects only yourself, then the 

leave you alone. 

to the issues discussed in this book, the law should be most in

privacy of other people. But it should be 

less involved when people are merely self-disclosing personal information. 
The law too authoritarian if it prevents people from voluntarily re

vealing their own personal information. 
Mill's principle, of course, isn't perfect, as our actions are rarely entirely 

self-contained. When teenagers expose toO much of their own personal infor-
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mati on online, it can affect their friends and families. Children's public indis

cretions can embarrass their parents and siblings, and parental public indiscre

tions can cause humiliation to children. But by and large, although no person 

is an island, the law should respect people's wishes to expose themselves online 

if they desire. 
Should anything be done about the children and teenagers who are dis

cussing their private lives on blogs and social network sites? Children and 

teens are not fully mature; they might not understand the long-term conse

quences of what they are doing. If the law can't stop them from exposing 

their lives online, then is there any way to address the problem? 

Do People Want Privacy Anymore? 

Perhaps there isn't a problem. What if a decision to expose her intimate 

secrets on the Web isn't the product of lack of maturity but instead is a man

ifestation of generational differences? 

In today's world of reality television, the law professor Anita Allen wonders 

whether people expect privacy anymore: "Our parents may appear on the tele

visions shows of Oprah Winfrey or Jerry Springer to discuss incest, homosex

miscegenation, adultery, transvestitism, and cruelty in the family. Our 

adopted children may go on television to be reunited with their birth parents. 

Our law students may compete with their peers for a spot on the MTV pro

gram The Real World, and a chance to live with television cameras for months 

on end and be viewed by mass audiences."16 

Beyond television, people, especially high school and college students, are 

rushing to post a treasure trove of data about themselves online. Perhaps the 

emerging generation is just not that concerned about privacy. In a survey 

the users of the social network site Facebook, almost 90 percent said that they 

had never read Facebook's privacy policy. I? Nearly 60 percent of Facebook 

users said that they weren't very concerned about privacy, with a little more 

than 30 percent saying that they were somewhat concerned, and only 9.7 per

cent saying that they were very concerned. 18 One researcher even created an 

automatic script that asked hundreds of thousands of Facebook users to be 

added as a friend, thus allowing full access to their profile information. About 

30 percent said yes. As the professors Ralph Gross and Alessandro Acquisti 
note, these 30 percent "are willing to make all of their profile information 
available to a random stranger and his network of friends."19 Studies like these 

suggest that although people express some concern over privacy, it is not al

ways reflected in their behavior. 
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A Nuanced View of Privacy 

People's views about privacy, however, are much more complicated than the 

rather simplistic notions of privacy in existing law and policy. If we see people 

exhibiting themselves before the public without inhibition, our natural reac

tion is to think that they obviously don't want privacy. But the realiry is more 

nuanced. Recall the Facebook incident discussed in the previous chapter. 

Facebook added the News Feed feature alertine: people's friends about the up

to-the-minute changes made in users got quite upset over 

this change, viewing it as invasive of privacy. 

I think that two lessons can be gleaned from the Facebook incident. First, 

Facebook users didn't want absolute secrecy for their information; they were 

concerned about the extensiveness of exposure. They wanted a certain 

level of exposure and were angry when the News Feed feature upset their esta

blished balance. Second, the Facebook incident may also reflect the fact that 

many people just don't appreciate the extensiveness of their exposure online. 

Although they may understand that what they put online is widely exposed, 

they might not really grasp the consequences. 

Part of the problem is that the Internet makes it hard to visualize the 

breadth of our exposure. Placing information on a website and writing blog 

posts and comments feels more akin to chatting with friends, writing a diary, 

or talking on the telephone than like broadcasting live on television, publish

ing a novel, or addressing a crowded auditorium. This difficulry is com

pounded by the often ambivalent we have for concealment and expo

sure. Some teenagers have contradictory ambitions for their posts. One 

teenager interviewed for a story in the New York Times Magazine explained 

that "he wanted his posts to be read, and feared that people would read them, 

and hoped that people would read them, and didn't care if people read 

them."20 Although at first blush the statement doesn't make much 

sense, its self-contradictions actually capture the ambivalent attitudes of many 

bloggers. Writing blog posts is exciting in many ways. It can be cathartic. It 
can be fun to express oneself openly. People enjoy venturing their deepest se

crets, hoping for a sense of acceptance or understanding or even just a bit 

attention. One blogger wrote: "Maintaining a blog with no one visiting or 

commenting would be [as] sad as a clown doing a show with no one watch
. "21mg. 

Blogging can be like writing a diary, only with the hope that others might 
read it. By blogging, you're putting yourself out there, often unfiltered and 
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anyone else curious 

vided blogging 

lays. 

picture a 

present, 

unedited. And because you can't see or touch your audience, because you blog 

in the solitude of your room, in front of your computer late at night, it doesn't 

seem like exhibitionism. There's no bright spotlight. It's just you and your 

computer. Blogging has an uncanny way of encouraging you to doff your in

hibitions. Most of the time you wonder: Is anybody listening? Often, the an

swer is no. People feel as though they're exposing themselves on a stage before 

an empry auditorium. But with the Internet, in an instant, the spotlights could 

come on and the auditorium could be overflowing with people. The Elec

tronic Frontier Foundation, in a guide to blogging safely, notes: "If you blog, 

there are no guarantees you'll attract a readership of thousands. But at least a 

few readers will find your blog, and they may be the people you'd least want or 

expect. These include potential or current employers, coworkers, and profes

colleagues; your neighbors; your spouse or partner; your family; and 

to rype your name, email address or screen name 

into Google or Feedster and click a few links."22 A top law school recently pro

to its students: "We urge you to take the long view and 

the adult view of what you write. THINK about the words you send out into 

the world, and imagine what they would make you look like when you-and 

surely some of you will-find yourself under review at a confirmation 

for a professional position you dearly desire."23 

Get Me an Editor ... or Not 

One of the main differences between blogs and mainstream media publica

tions is sryle. Blog posts are edgy, not polished and buffed into the typical pre

fabricated write-by-the-numbers stock that often gets produced by the main

stream media. Discourse on the Internet is pungent. In many respects, this is 

a virtue. Just as the key to robust free speech is battling attempts at censorship, 

the key to robust blogging is, I think, battling internal censors. I often fire off 

posts about whatever half-baked (even quarter-baked) idea happens to be 

buzzing in my head at a particular moment. 

But blog posts are created with no editors and published with no time de-

little time to cool down before sounding off. Just click the Pub-

and unleash it to the world . . . then think about the consequences 

later. It goes without saying that this is a recipe for some problems. That nude 

puts up in a moment of indiscretion-it can be forever 

regretted. One girl chronicled her mental breakdown on 
blog, describing her self-mutilation, sexual experiences, and family turmoil. 
When she thought the better of it, she removed the posts from her blog.24 
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Another part of the problem is that blogs and social network websites are the 

"in" technology that children have integrated into their lives. are a means 

of socialization and communication. Just as conversations migrated to the tele

phone and then to email and instant messaging, now they are migrating to social 

network websites. The problem is that these sites are not designed in ways to 

emphasize the potential harms to privacy and other consequences. Cyberspace is 

the new place to hang out, the perils of exposure notwithstanding. The pressure 

to fit in, to do what everybody else is doing, overrides concerns about privacy. 

In the end, I believe that people still want privacy, but privacy in the digital 

age is much more complicated than its old-fashioned equivalent. Rarely can 

we completely conceal information about our lives, but that doesn't mean that 

we don't expect to limit its accessibility, ensure that it stays within a particular 

social circle, or exercise some degree of control over it. Moreover, although it 

would be too authoritarian for the law to stop people from expressing them

selves online, there are things that can be done to provide them with more 

protection. 

THE POWER OF ARCHITECTURE 

The technological design of the websites has an enormous impact on people's 

privacy. Lawrence Lessig and Joel Reidenberg emphasize the importance of 

Internet "architecture"-the code used to structure our choices on the Web.25 

Architecture can shape people's behavior.26 Physical architecture, such as 

buildings, can affect the way we live and interact with our peers. Spaces can be 

designed to encourage people to be more open, to communicate with each 

other more frequently. Or spaces can be designed to encourage solitude. Like 

physical spaces, virtual spaces on the Internet are also designed environments. 

Social network websites are a structured form of interaction, created accord

ing to rules set up by those who create the site. The design choices social net

work websites make will have profound effects on the way their users interact 

with each other. 

Changing the Defaults 

One of the primary problems with social network websites is that they are de

signed to encourage people to expose a lot of information with very little 
thought about the consequences. The default privacy setting on MySpace, for 
example, is that anybody in the public can view one's profile. 
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Under "Who Can View My Full 

Profile," the option selected bv default is 

"Public." 

Likewise, although Facebook allows users to restrict who can see their in

formation, the default setting allows everybody to see it.27 Unless a user 

changes the default settings, her profile will be accessible to millions of 

people. The default settings on many social network websites privilege open

ness over privacy. According to one study, although Facebook "provides users 

with a very granular and relatively sophisticated interface to control the 

searchability and visibility of their profiles," the users "tend to not change de-

settings. "28 In another study, two researchers concluded: "As a whole, 

users are familiar with the privacy features Facebook offers, and choose not to 
use them. "29 

Simply changing default settings might protect a lot of people. settings 

or preferences screen on various websites may constitute one of the most im

portant influences on the shape of privacy in the future. The law should not 

force companies to set specific defaults, but the companies should be encour
aged to think about how the design of their websites affects privacy. 

http:F-'r;;;;;.di.ns
http:behavior.26
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The Concept of "Friend" 

k discussed earlier in this book, social network sites often have a very loose 

concept of "friend." The sites divide a person's social universe into "friends" 

everybody else. Of course, a person's social network is far more complex, 

but it must be translated into the terms established by the social network web

sites. Because social network websites lack a more granular set of categories 

for social relationships, they encourage users to share information with others 

who otherwise would not be privy to it. Two scholars who study social net

work websites, Judith Donath and danah boyd, astutely observe: "By making 

all of one's connections visible to all the others, social network sites remove 

the privacy barriers that people keep between different aspects of their lives." 

To illustrate this phenomenon, they tell the story of a high school teacher who 

joined Friendster. To protect her privacy, she allowed her profile to be viewed 

only by "friends." But then one of her students found out she was on Friend

ster and asked to be added as a friend. This put her in an awkward position for 

several reasons. Her only choices were to acknowledge the student as a friend 

or to completely rebuff the student. No intermediate category existed for their 

relationship. Donath and boyd observe: "She had originally joined with some 

friends, many of whom had created 'crazy, fun' profiles, including suggestive 

testimonials, risque photographs, and references to wild times at the Burning 

Man festival. ... Although she could edit her own profile to be quite sedate, 

her friends' profiles were not. Accepting her student's friendship request 

would reveal her full network to her class, while saying 'no' felt rude and dis

tancing." 

We live complex lives, and we often inhabit many very different social cir

cles. Donath and boyd note that"sometimes simply encountering people from 

different aspects of someone's life can be quite revealing. The discomfort can 

be felt both by the performer caught in two roles and the observer."3o The dif

ficulty with social network websites is that they view a person's relationships 

as one unified social network, when in fact people have a rather elaborate set 

of connections. Each connection involves different levels of exposure and 

different ways of sharing information. And while we may share information 

freely among one social circle, we may not want information to bleed between 

the different social circles we occupy simultaneously. But social network web
sites tear down these boundaries. They present a simplified picture of people's 
social network that eliminates the many nuanced barriers to information flow. 
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To participate, people must often share information beyond the limits they 

would ordinarily establish in the real world. 

The law shouldn't force websites to alter their design. This would be too 

authoritarian. But it is important for websites to consider the consequences 

that their architectural choices will have on the lives of millions of people. 

Employer Responsibilities 

Although there isn't a lot the law can do to address the self-exposure problem, 

the law can operate to help protect people in some limited contexts. Chris 

Hoofnagle, a researcher at Berkeley Law School, proposes the regulation of 

employers who would google prospective employees. 31 Under federal law, if 

an employer asks a credit-reporting agency to conduct a background check on 

a prospective employee, the employer has certain obligations to the applicant. 

For example, if information in the report dissuades the employer from making 

a job offer, he must reveal that to the applicant.32 The purpose of this require

ment is to allow the applicant a chance to explain. Perhaps the report was in 

error. Perhaps there's a reasonable explanation. With the use of search engines 

like Google, employers can conduct amateur background checks without any 

legal protections. There is no requirement that employers tell applicants that 

they were googled. What often happens is that an applicant is simply not 

called in for an interview, or if interviewed, is simply not invited back for fur

ther consideration. k we have seen, employers are increasingly using Google 

as well as searching social network websites to find out about applicants. But a 

lot of the information online isn't accurate. Another problem is that informa

tion about a different person with the same name can be mixed in. A require

ment that employers who conduct online searches of applicants notify them 

about the search will at least give applicants a chance to be heard. 

Of course, such a requirement could readily be violated. It would be diffi

cult to prove that an employer had googled an applicant. But even if enforce

ment was problematic, many employers would probably respect a requirement 

to notify applicants. Moreover, such a rule would help establish a norm. And 

in such a difficult area to navigate, creating a norm would be a significant step 

Education 

At the end of the day, if people want to expose themselves to the 
there's only so much that can be done to stop them. Self-disclosure is never

http:applicant.32
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theless a problem, as teenagers and college students are often revealing too 

much information and later regretting that they cannot take it back. Educa

tion is the most viable way to shape people's choices in this regard. For ex

ample, one study indicated that people have a lot of misunderstandings about 

who is able to search their Facebook profiles. Although most Facebook users 

are "aware of the true visibility of their profile ... a significant minority is 

vastly underestimating the reach and openness of their own profile."33 We 

need to spend a lot more time educating people about the consequences of 

posting information online. In a survey conducted in 2006, "two thirds of 

parents had never talked with their teen about their MySpace use, and 38 per

cent of them had never seen their child's MySpace profile:'34 Teenagers and 

children need to be taught about privacy just like they are taught rules of eti

quette and civility. 

TO THE END OF THE INTERNET 

A television commercial that I find immensely amusing opens with a guy surf

ing the Internet on his computer. He clicks the mouse, and all of a sudden, a 

computerized voice from his PC says: "You have reached the end of the Inter

net. You have seen all that there is to see." It's a commercial for high-speed 

broadband. The message is that the advertised broadband service is so fast that 

you can see the entire Internet. 

Of course, the humor in this is that you can't exhaust the Internet. It's too 

big. Every day it grows by millions of new Web pages and blog posts. The In

ternet is akin to the endless library imagined by the writer Jorge Luis Borges. 

In his story "The Library of Babel," Borges wrote of a library with an "infinite 

number of hexagonal galleries." Initially, "when it was announced that the 

brary contained all books, the first reaction was unbounded joy." But then 

people discovered the rub: finding the right book could take centuries, and 

many books were totally incomprehensible. 35 And so it is with the Internet. 

the hapless users of Borges's library, we Internet users have what has 

become known as "the search"-the ability to use search engines like Google 

to help us find the information we're looking for. Google's great innovation 

has been not only to comb the Internet to bring back as many relevant pieces 

of information as possible but also to rank them in an order calculated to re

Beet their relative usefulness.36 

But "the search" is just in its infancy. John Battelle, the author of a popular 
book on Internet searching, observes: "As every engineer in the search field 
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to tell you, search is at best 5 percent solved-we're not even in the 

double digits of its potential."37 For example, a large part of the Internet has 

not been combed or cataloged by Google. The so-called invisible Web re

mains, which "comprises everything that is available via the Web, but has yet 

to be found by search engines."38 Google searches the epidermis of the Web, 

but lots of content still remains undiscovered.39 What will happen when the 
search improves? 

The Internet is still quite young. In the first chapter of this book, I likened 

the Internet to a teenager, beginning to test out its new freedom and powers 

yet still in the early days of its development. The Internet is growing up rap

idly, and no end is in sight. Nor is there any end to the issues in this book. 

Right now, the next great innovations are probably being created in some

body's dorm room or garage. After all, that's where Facebook and Google be
40 gan. What's ahead will be amazing. It makes me giddy with excitement to 

think about it-but also a bit frightened. 

Will people be blogging and using social network websites a decade from 

now? Who knows? But people will almost certainly be spending a lot of time 

online. And it is a safe bet that people will be exposing details about their lives, 

as well as gossiping, shaming, and spreading rumors. The technologies may 
change, but human nature will remain the same. 

Although the Internet poses new and difficult issues, they are variations on 

some timeless problems: the tension between privacy and free speech, the na

ture of privacy, the virtues and vices of gossip and shaming, the effect of new 

technologies on the spread of information, and the ways in which law, tech

nology, and norms interact. New technologies do not just enhance freedom 

but also alter the matrix of freedom and control in new and challenging ways. 

The questions are immensely complex, and there are no easy answers. 

when we think we're smoothing problems out, new technology adds another 

wrinkle. But we can take steps to protect privacy if we make an effort. We 
must. After all. it's just the beginning. 

http:undiscovered.39
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