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Introduction: 
setting the scene 

This book is concerned with a set of technologies that have 
only been widely deployed in the last decade: digital rights 
management (DRM) tools. However, while other books may 
set out the technical issues and problems of deploying DRM 
to protect a companies' knowledge or informational 'assets', 
this book is concerned with the political economy of DRM. 

I11111 

I If you are looking for a manual on how to implement a 
\1 DRM system for your company, or conversely if you are 
I 

I seeking advice on how to circumnavigate the constrictions 
I 

such programmes put on use, this book is going to be little 
help. Rather, the purpose of this book is to examine the role 
and function that DRM plays in the contemporary 
'information society' and to explore the problems and 
issues, specifically related to intellectual property, that the 
deployment of these technologies raises. Moreover, 
recognising the political economic context in which DRM 
has been deployed, this book also examines (albeit relatively 
briefly) the response that the use of DRM has provoked in 
the markets where it has been most evident. 

While in the past these technologies were often referred to 
as 'copy-protection' systems, the content industries have 
shifted to the terminology of DRM as it is likely to have 
fewer negative connotations, although the term Technical 
Protection Measures is also sometimes used in discussions of 
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these types of software. Given the widespread use of the 
term Digital Rights Management by both supporters and 
critics, I have deployed it throughout this book - although 
this should not be taken as accepting its relatively neutral 
resonance (no-one who finishes reading this book will think 
I am neutral about DRM). Certainly, it might be more 
accurate to refer to 'content control' technology or perhaps 
even 'Digital Rights Restrictions' but neither of these terms 

is in common use.1 

This book focuses on the crucial relationship between 

intellectual property rights (lPRs) and social norms of 
information and/or knowledge use to highlight the disturbance, 
or even challenge, that D RM represents to previous legitimated 

practices in the regulation of the commodification of 
knowledge and information. To do this, in the next chapter I set 

out the relationship between the protection of IPRs and the new 
models of business that have been developed in the 
'information age' (i.e. digital distribution, and e-commerce). 
A number of problems have arisen as regards the ownership 
and (re}use of digital content, and here these are directly 
related to past and present social norms of consumption. 
Therefore, I focus on the central issue of the continuing 
political controversies regarding the balance between private 
rights to reward and public goods of information 
dissemination and use. I also relate elements of the history of 
this balance to specific aspects of technological development 
(such as the advent of video recorders). Thus, by setting 
DRM in the context of the politics of IPRs I begin to develop 
the argument about the damage that the employment of 
DRM does to the previous social bargains by which users' 

and owners' interests have historically been balanced. 
This then leads me, in Chapter three, to examine the two 

main directions in which DRM has been developed to 
deal with the problems identified in the previous chapter. 
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These I call 'hard' DRM and 'soft' DRM to distinguish their 
logic as regards the central relationship between user and 
owner. I set out each form's character and method of rights' 
protection, while also noting that, while this is a clean 
analytical distinction, in the real world of DRM there are 
often hybrid approaches with much less of a clear-cut 
distinction between these two 'logics'. Thus, I examine the 

advantages each trajectory represents for users (or rights' 
holders), as well as the general problems each approach 
represents for the balance between private rights and public 
goods. This chapter develops a general analytical context for 
the case studies presented in the next chapter. 

In Chapter four I take the more general issues developed 
in the previous two chapters and apply them to two cases, 
both of which have become paradigmatic of the issues that 

surround DRM: 
The music industry. In this sub-section, I explore the 

manner in which DRM has been presented as the answer to a 
set of Internet related 'problems' identified by commentators 
both within and outside the recorded music business. These 
issues are directly related to similar issues as regards 
previous (re}recording technologies, and as such this has led 
to a certain level of scepticism as regards this proposed 
solution to 'piracy'. Returning to the issues of social norms 
of consumption, as well as wider market issues, I conclude 
that the 'solution' of DRM may misunderstand the problem. 
This case study has, of course, a wider significance due to 
the emblematic place the music industry holds as regards 
other content industries. 

The software industry. In this sub-section, I explore the 
manner in which DRM tools have already been extensively 
deployed in the realm of software to deal with the problems 
of unauthorised copying and distribution of software 
packages. In software, however, in many ways the move to 
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stringent D RM has encouraged the further expansion of the 
Free and Open Source Software (FOSS) movement. Thus, the 
deployment of DRM in software has prompted not only 
complaint and critique (as it has in the music industry) but 

also direct 'resistance' through the breaking of DRM 
protections and the illegal use of software. Perhaps, more 
importantly, resistance to this model of control has also 
prompted the adoption of another way of treating creativity 

on-line. While the FOSS movement is not the central concern 
of this book, nevertheless I take a little space to explore this 
particular strategy for avoiding the limitations on use that are 

established by DRM. 
I then draw together the themes of these two case studies 

to summarise the argument that relates the deployment of 
DRM to the development of alternatives to this model of 

control. 
In the concluding chapter, I argue that the utilisation 

of DRM does not, as its supporters suggest, merely return 

the protection of IPRs to what it was in the past, but rather 
radically extends and strengthens the rights of owners. This 
suggests that the solution is considerably worse than the 
problem it has been developed to address. Therefore, 
I conclude that DRM is a political issue that needs to be 

carefully considered by policy makers, information 
specialists and consumer organisations, and it is not (as is 
sometimes presented) merely a technical problem simply 
requiring better regulation. Although the 'information age' 
may have introduced new methods for the dissemination 

and use of information and knowledge, this does not mean 
that previous considerations of the manner in which private 
rights should be balanced with public ones regarding issues 

of use and access can now be ignored. 
However, before working through these arguments, I want 

to briefly examine the claim that we have become a global 
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information society, encompassing a 'new' information 
economy, as this is the backdrop for many supporters of the 
widespread deployment of DRM in global markets for 
information and knowledge. 

A new economy? 

Although in many ways in the years since my book The 
Information Society: a sceptical view (May, 2002) 
appeared much has changed in the domain of information 
and communications technologies (leTs), much has also 
remained remarkably similar. Rather than reprise the 
whole argument of that book, here I will merely revisit (in 
general terms) the criticisms that I made of claims that we 
now work and live in an 'information economy'. My 
general argument is that IPRs are the legal form of this new 
(so-called) information age's market relations, and therefore 
are the form in which the economics of the information 
society are expressed; they define the 'who owns what' of 
the 'new economy'. The recognition and legitimisation of 
IPRs has allowed corporations to consolidate and 
expand their control of the socio-economic relations of 
information and knowledge across the emerging global 
society.2 

In The Information Society: a sceptical view, I identified 
four linked claims (one overarching claim and three 
connected more specific claims) in the literature that has 
proclaimed the arrival (or at least imminent arrival) of the 
(global) information society: these are: 

• 	 that we are experiencing a social revolution; 

• 	 that the organisation of economic relations has been 
transformed; 
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• 	 that political practices and the communities involved are 

changing; and 

• 	 that the state and its authority are in terminal decline. 

Each of these claims is, at the very least, severely overstated 
in much of the literature that celebrates the establishment of 
an information society. However, one thing that the 
'dotcom' boom and bust achieved was to remove some of 
the hyperbole from these debates, and therefore since first 
publishing these views mainstream discussion of the 
'information revolution' has to a considerable extent modified 
the more outlandish expressions of these general arguments. 
Conversely, it is also necessary to note that the valuations of 
certain information economy corporations (of which Google 
is probably the best example) still represent an extraordinary 
premium over their likely yearly earnings or assets held, 
reflecting a continuing belief in the transformative potential 
of ICTs. These four themes still flow through the 
commentary and media coverage of new ICTs, and therefore 
to set the context for the discussion of DRM we should 
(however briefly) engage with the general claim and the 
specific argument about the 'new economy' (while leaving 
aside the claim about changes in political practice and the 
efficacy of the state in a globalised information society). 

The 'information age' 

At the end of the twentieth century there was a relatively 
widespread assumption among social commentators and 
analysts that we were entering a 'new age', prompted by 
what was often presented as the 'information revolution'. 
From Nicholas Negroponte at the MediaLab telling us in the 
mid-1990s that the future would involve us all 'being 
digital', to writers based in London (prominently Diane 
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Coyle of the Economist and Danny Quah at the London 
School of Economics) asserting that such was the power and 
importance of information and knowledge that we now 
lived in a 'weightless world'. On one hand, such claims were 
dealt a blow when the rise in energy (and specifically, oil) 
prices in the last few years led to widespread concerns about 
the impact on the global economy; on the other, the current 
(at least) lack of a worldwide recession prompted by a rising 
oil price that would mimic events of the 1970s does suggest 
that perhaps the notion of weightlessness captures 
something important about the contemporary global 
system. Looking at other developments, Manuel Castells 
assembled a three-volume analysis of what he preferred to 
call the 'network society'. Whatever else we can say about 
the veracity or otherwise of various elements of these 
analyses, and many others, it is plain that they intended to 
convince us of a social transformation that was taking place, 
initiated and indeed carried forward through the deployment 
and use of the new ICTs, focusing predominantly, but not 
exclusively, on the Internet. 

This immediately leads us to recognise a clear problem 
with much of this literature; there is a tendency to lapse into 
a casual technological determinism. Indeed, even Castells' 
monumental three-volume study (now revised) fails to 
completely side-step this problem. When we ask 'how do we 
characterise society?', certainly we may want to include 
some specific technological characteristics of social 
relations, but can this be the primary determinant of 
society's character? Arguments about an information society 
tend to answer 'yes' with the often-unacknowledged (but 
profound) influence of Alvin Toffler's synthetic meta-history 
(set out most eloquently in The Third Wave) clearly evident. 
Thus, it has become common to present the new age 
as following two previous socio-technological 'waves' - the 
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agricultural and the industrial - with a third wave, the 
informational. Tofler's analysis, drawing on the work of 
Schumpeter and Kondratiev, is seldom cited or even 
mentioned in passing in much of the 'information 

revolution' literature, but the notion of the third wave is 

almost universally adopted in one form or another. 
There are two significant problems with this sort of 

technological determinism: firstly, the notion that 
somehow technologies produce social change wrenches such 

technological changes out of their social context and 
assumes some level of autonomy for technological 
developments. This denies the significant political economic 

underpinnings of any particular technological change, but 
also suggests that such changes are outside the control of the 
societies in which they appear: technological change is 
inevitable, and cannot, indeed should not be resisted! 

Certainly this may serve the purposes of those who wish to 
propose that certain technological trajectories have no 
alternative (often the 'owners' of these technologies and/or 
their allies in the media and academia), but this does not 
reveal, nor understand, the contested and contingent 
character of new and modified technologies. Technological 
change is not only path-dependent, it is firmly located within 

the political economic and social structures that effect and 
shape choices about which innovations will be supported, or 
even proposed, and those which will be ignored, down-played 
or, in extreme cases, rendered illegal. Crucially, as I will 
argue later, the emergence of DRM is a direct response to 
political economic pressures, and not linked to any supposed 
organic (or 'natural') developmental dynamic for software 

or technology more widely conceived. 
Secondly, and specifically with claims regarding ICTs' 

ability to transform society, we need to ask which technologies 
should be regarded as transformative. If we look at the 
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long history of new ICTs, from social technologies such as 
language and writing, to organisational technologies such as 
the postal service, through to more mechanical changes, 
perhaps most obviously Victorian telegraphy, then we can 
detect in the last twenty years a dangerous fixation with 
recent developments, i.e. digitising ICTs. If we want to 
suggest that a social revolution is being caused by 
technological change around information distribution, then 
we need to be clear why it is this change in communication 
and information management that will transform society and 
not some previous stage of the development of ICTs. Of 
course, more subtle analyses of the information age have 
started to suggest that these earlier technologies did 
transform, or modify, society; however, this then, again, leads 
us away from the novelty of recent developments. If we 
distinguish between quantitative and qualitative change, it is 
not necessarily obvious that the newest ICTs offer anything 
more than a quantitative shift in the realms in which they are 
deployed. Certainly, we might want to suggest that the 
quantitative acceleration of information handling and 
communication has made viable activities that were too 
expensive or time-consuming in the past, but it is unclear that 
this shift can be self-evidently identified as a social 
transformation or revolution in advance (as much of the 
information society literature attempts to establish). Looking 
back, we may be able to argue that the introduction of a 
certain technology was revolutionary, but this is really only 
possible in hindsight and currently we do not, at least in my 
view, seem to have reached a point when we can search 
recent history for such a pivotal social moment. 

If we accept that the defining characteristic of 
contemporary society, in relation to the long history of 
human development, is that its political economic relations 
are broadly shaped by capitalism (although in specific 
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countries the 'logic' of capitalism may play out quite 
differently), then the claim that there has been a social 
revolution rings particularly hollow. Rather, what we seem 
to have had in the last quarter of a century (the years of the 

information revolution) is not merely the continuity of 
capitalist society but rather the intensification of capitalism. 
If we take Marx's key characteristics of modern capitalism 
constant technological change; velocity of circulation linked 

to profitability; property relations and commodification; the 
continued development and extension of the division of 
labour - what we see is that ICTs have contributed to the 
expansion and intensification of these aspects of society, not 

their supercedence.3 

The 'new economy' and information work 

The question of the information revolution's relationship 

with the social relations of contemporary capitalism brings 

us to the other claim that is often utilised when the need to 
deploy DRM is asserted; that alongside the more general 

argument that the availability of powerful ICTs has 
prompted a social transformation, we now find ourselves in 
a 'new economy' - one where intellectual property is more 

valuable, but also more vulnerable. In the more management
related literature of the late-1990s in particular, there was a 
constant refrain that this 'new economy' would transform 
business; while now, perhaps, it is a little quieter, it can still 
be heard. However, although this claim was dealt a severe 
blow by the 'dotcom' collapse, its underlying theme of 
changes in the manner in which economies function (most 
often directly expressed as changes in work practices) 
remains significant in discussions of how various countries 
have become, or are becoming more focused on services, and 
therefore 'post-industrial'. Moreover, this set of claims 
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has been used to argue that business models and practices 
must be remade for this 'new economy'. 

We are often told that rich counties have seen their service 
sectors expand relative to manufacturing. However, despite 
the claims about deterritorialisation as a significant effect of 
the development of the Internet, this is often focused on 
domestic economic activity. Certainly, in particular countries 
domestic activity may be increasingly service related, but 
this forgets two important aspects of these economic 
activities. Firstly, services themselves are most often directly 
related to the (international) trade in manufactured goods 
these activities are still concerned with the manufacturing 
sector's needs or requirements; and, secondly, although 
manufacturing now often takes place in countries with 
lower labour costs, this merely means that the activity is 

taking place elsewhere, not that it no longer takes place at 
all, nor that it is no longer controlled by the home countries' 
corporations. Thus, if we replace a national myopia with a 
global view: while there are shifts and changes in the social 
and technical divisions of labour, these do not in any 
meaningful way transform the totality of activities 
undertaken in contemporary human society. 

This leads me to the widespread claims regarding the 
transformation in the world of work, sometimes typified as 
the rise of the 'creatives', or the rise of new forms of 
knowledge work. Firstly, the notion that this move to 
information-related work is a major shift is often presented 
as if all previous work had been of a Dickensian character; 
an exaggerated view of the physicality and desperation of 
industrial work is contrasted with an idealised and unrealistic 
view of the new sunny world of information work. But when 
we actually look at the sort of information-related jobs 
that have emerged, what we see is something a little different. 
In the new information workplace (typified by the call centre), 
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we encounter significant surveillance (raising issues of worker 

privacy), intensification of work, and the control of work 
processes under the patina of empowerment; scripts, narrow 
answer fields and targets for work-load clearance all reduce 
levels of worker autonomy. Furthermore, the supposed 
advantages of moves to project-based working for all except 
the most in-demand specialists often have a significant 

similarity to nineteenth-century contracting and piecework, 
denying and undermining many of the workplace 
compromises that were wrung from employers through 
collective action in the last 150 years. Likewise, outsourcing 
can be seen as a strategy for 'distancing', allowing the core 
employer to avoid responsibility, and again this is more a 
move back to the nineteenth century than any new form of 

economic organisation. 
When we ask 'what exactly is knowledge work?', we 

encounter a problem in statistical measurement: taken to its 

logical concl usion, a wide definition suggests that all work 
involves an element of information or knowledge 
manipulation (even unskilled work is carried on by sentient, 

cognitive individuals who have to think - in however 
rudimentary a way - about what they are doing). This 
approach makes it difficult to differentiate the 'new' age of 
information society'S work from preceding labour practices; 
indeed, perhaps typing (the key method of interacting with 
a computer) is manual work. Thus, a narrow definition of 
information work is often preferred, using such terms as 

Robert Reich's 'symbolic analysts', but then we find 
relatively few work in this way, undermining the claim for 
social transformation. Thus, frequently, a sleight-of-hand is 
undertaken: information work is defined narrowly and then 
for statistical measurement is identified with the service 
sector overall. This allows for the suggestion that the 

information sector is expanding swiftly. 
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Without dwelling at length on the obvious shortcoming of 
this argument, firstly it is far from clear that all service work 
is knowledge work (do cleaners, gardeners, hairdressers and 
gym instructors really meaningfully belong to the new 
information professions?). Secondly, many tasks that are 
claimed as new information or knowledge-related services 
are hardly new jobs in any case, rather they have emerged 
as separate sectors due to the fragmentation of the 
division of labour, with corporations focusing on their 
'core competencies' and outsourcing activities that used to 
be carried out in-house. Statistically this may produce a 
reduction in workers employed by manufacturing 
companies and an expansion in the numbers employed by 
service companies (therefore leading to a shift in 
employment statistics) but this has much less direct impact 
on the overall numbers conducting each set of tasks. 

Finally, and most importantly for the political economy of 
DRM technologies, there has been a very obvious 
continuance of property relations linked to the control of the 
means of production. If knowledge and information are 
emerging as the most important commercial/economic 
resources in this 'new economy', as many have suggested, 
then what is also obvious is that there has been a significant 
move in the global arena, through the Trade Related Aspects 
of Intellectual Property Rights (TRIPs) agreement at the 
World Trade Organisation, to expand and underpin the 
protection of intellectual property. Rather than indicating, 
as commentators such as John Perry Barlow and others used 
to proclaim, that 'information want to be free', the 
dominant legal form of the 'new economy' demonstrates the 
well-organised forces of capitalism ensuring that key 
resources are commodified and owned (for exploitation) 
by the large-scale corporations who also own and deploy 
many other forms of property in the global market. 
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Despite the claims about political economic 
transformation, what we can actually see is the continuance 
of work relations that have been established over the last 
two centuries (with some moves to undermine the 
compromises that labour and unionisation has managed to 
wring from the employers), alongside a continued process of 
commodification (the rendering of economic resources and 
assets as property), again, reflecting the normal processes of 
capitalism. Certainly, the forms of economic relations may 
have been changing in some ways, but their underlying 
character remains as it has been for much of the last two 
centuries, again suggesting that the claim for a 'new economy' 
obscures more than it reveals. Thus, the use of DRM tools is 
merely the latest step by owners to secure and maintain 
control of valuable economic resources (an analysis that I 
will develop at length in subsequent chapters). In this sense 
I also disagree with commentators who regard the arrival of 
what has been referred to as the 'Age of Access' as 

prompting a transformation in the logic of the content 
industries (Lucchi, 2005: 1130-2; Rifkin, 2000). Certainly, 
the shift to leasing from transfer of ownership may change 
the business models of various sectors, and indeed may have 
been made more plausible through the use of DRM, but the 
underlying relationship between owner and consumer 

remains one that is defined by, and structured by, the 
deployment of (intellectual) property rights. 

To sum up my sceptical argument, and to present it in a 
simplified form: while there have been significant shifts and 
changes in the forms that social activities take, this is by no 
means the same as suggesting the character, or substance, of 
society has actually been transformed by the so-called 
'information revolution'.4 Thus, rather than a new society, 
we remain in an essentially modern capitalist society where 
there is 'business as usual'. This idea of continuity allows us 

~'" 
to understand much more easily the political economy of 
digital rights management. However, as I will also explore 
later in this book, a key shift has been facilitated by new 

ICTs within the broad contours of contemporary capitalist 
social organisation; the increasing use of 'open' methods 

may actually be undermining these attempts to continue 
commodification of knowledge through the use of DRM 
tools.5 

Before moving on to the central arguments of this book, 
experience suggests that it is useful to clarify exactly what 
intellectual property is, and also briefly to set out the 

globalised legal regime that covers intellectual property in 
computer software. 

A brief primer on intellectual property 
rights: forms and functions 

This section briefly sets out some of the basic issues around 
intellectual property for readers who are relatively new to 

the subject, and who may not be sure exactly what its 
various forms entail. This section can be freely skipped by 

those who already are familiar with the characteristics, 
purposes and justifications entailed in making knowledge 
and information property. 

What is intellectual property? 

When knowledge becomes subject to ownership, intellectual 
property rights (lPRs) express ownership's legal benefits _ 
most importantly, the ability to charge rent for use, to 
receive compensation for loss, and payment for transfer. 
Intellectual property rights are sub-divided into a number of 
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groups, of which two generate the most discussion: 
industrial intellectual property (patents) and literary or 
artistic intellectual property (copyrights). Conventionally, 
the difference between patents and copyrights is presented as 
between a patent's protection of an idea, and copyright's 
protection of the expression of an idea, and although 
increasingly this simple distinction has become difficult to 
draw for a number of reasons, it remains useful as a starting 
point. Within the laws of intellectual property, the balance 
between private rewards and the public interest in relatively 
free access has been most often expressed through time 
limits on IPRs, which is to say unlike material property, IPRs 
are formally temporary. Once their time has expired they 
enter the public realm of freely-available knowledge. 

For patents, the knowledge which is to be registered and 
thus made property should be applicable in industry. To be 

patentable an idea must be: 

• 	 new: not already in the public domain or the subject of a 

previous patent; 

• 	 non obvious: it should not be common sense to any 
accomplished practitioner in the field who having been 
asked to solve a particular practical problem would see 
this solution immediately. This is to say, it should not be 
self-evident using available skills or technologies; and 

• 	 useful, or applicable in industry: it must have a stated 
function, and could immediately be produced to fulfil this 

function. 

Following enaction of the TRIPs agreement, if these three 
conditions are fulfilled then an idea can be patented in any 
of the member countries of the World Trade Organisation. 
The patent is lodged at the national patent office (or with 
the European Patent Office), which for an agreed fee will 
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allow others access to the patented knowledge as expressed 
in the patent document, but perhaps more importantly the 
office will police and facilitate the punishment of 
unauthorised usage; patents are an institutionalised bargain 
between the state and the inventor. The state agrees to 
ensure the inventor is paid for their idea when others use it 
(for the term of the patent), and the inventor allows the state 
to lodge the idea in its public records. 

Unlike patent, copyright is concerned with the form of 
knowledge and information that would normally be termed, 
'literary and artistic works'. This is usually expressed in 
words, symbols, music, pictures, three-dimensional objects, 
or some combination of these different forms. Copyright 
therefore covers: literary works (fiction and non-fiction), 
musical works (of all sorts), artistic works (of two and three 
dimensional form and, importantly, irrespective of content
from 'pure art' and advertising to amateur drawings and 
your child's doodles), maps, technical drawings, photography, 
audio-visual works (including cinematic works, video and 
forms of multi-media), and audio recordings. In some 
jurisdictions this may stretch to broadcasts and also 
typographical arrangements of publications. However, the 
underlying ideas, the plot, the conjunction of colours does 
not receive protection, only the specific expression attracts 
copyright. 

Copyright is meant to ensure that what is protected 
should not be reproduced without the express permission of 
the creator (or the owner of the copyright, which may have 
been legally transferred to another party by the creator). 
This is often limited to an economic right, where the creator 
(or copyright owner) is legally entitled to a share of any 
return that is earned by the utilisation or reproduction of the 
copyrighted item. In some jurisdictions, however (principally 
in continental Europe, and those jurisdictions influenced by 
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the civil law tradition), there is an additional moral right not 
to have work tampered with or misrepresented. In all cases, 
failure to agree terms prior to the act of reproduction or 
duplication may result in any resulting income being 
awarded to the original copyright holder by the court if an 
infringement is deemed to have taken place. Unlike patents, 
however, copyright resides in the work from the moment of 
creation; all that is required is that the creator can prove that 
any supposed infringement is a reproduction of the original 
work, in terms of content, and that it was the product of an 
intended action of copying. 

Especially importantly for the discussion in this book, over 
the long history of the protection of copyright an idea of 'fair 
use' (or in Europe, 'fair dealing') has been developed both by 
courts and by policy-makers. This idea has been used to 
establish either explicitly or more pragmatically (through 
case law) the allowance for purchasers of copyrighted work 
to copy segments for re-use, scholarship and criticism, as 
well as certain other carefully designated (academic) uses. 
The key aspect of fair use has been that the continuance of 
creativity often depends on the reuse or adaptation of 
segments of already existing (and protected) works, and as 
copyright is intended to support and maintain creativity, 
where the protection of rights might constrain such 
creativity, it should be limited; wholesale copying for re-use 
(plagiarism) remains an offence even under this relaxation of 
any claimed absolute copyright. The actual extent of these 
allowances for fair use, and whether they are actually user 
rights has become a major issue of argument as copyrights 
have become more valuable to owners, and as DRM has 
expanded the possibility of control by these owners. 

Trademarks, which serve to distinguish the products of one 
company from another, can be made up of one or more 
distinctive words, letters, numbers, drawings or pictures, 

emblems or other graphic representations. Generally, 
trademarks need to be registered, and in the act of 
registration a check is carried out to ensure that there are no 
other companies currently registering the same word, symbol 
or other representation as a trademark in the sector of the 
economy nominated by registering company. A history of use 
of a trademark may establish its viability and support its 
subsequent legal recognition. Thus, a particular trademark is 
unlikely to succeed in being registered if it is too similar to, or 
liable to cause confusion with, a trademark already registered 
by another company (referred to as 'passing off'). Neither 
will it attract protection if the term or symbol is already in 
common use. In some jurisdictions the outward manifestation 
of packaging, provided that it is not a form necessarily 
dictated by function, may also be subject to trademark status 
(of which the most famous case is the Coca Cola bottle). 

There are other sorts of intellectual property, from process 
patents (which are like patents but cover processes as 
opposed to actual machines) to geographical indicators (such 
as 'champagne'), but these share the key characteristics noted 
above; they code a form of information or knowledge as 
ownable property. However, in the case of geographical 
indicators this is more like a collective trademark; the 
indicator is limited in use to a defined group using a specified 
process (traditional to, or identified with, a specific locale). 

..-: No-one 'owns' a geographical indicator as such, but those -, ', 

that benefit from its recognition can seek protection from 
those outside the area trying to 'pass off' their products as 
the same as those produced in the area. For instance, recent 
disputes have involved the processes that make ham 'Parma 
ham', and what exactly makes a 'Melton Mowbray' pork 
pie distinctive. Geographical indicators, as the above 

• ;:1 suggest, are often (although not exclusively) concerned with 
food and drink markets. 
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It is sometimes also useful to think of trade secrets as 
intellectual property. Although a form which is not made 
public, trade secrets allow the control or ownership of 
knowledge. In one way, the trade secret is the ultimate 
private knowledge property. However, while in some 
celebrated cases a trade secret is relied on to maintain a 
competitive advantage (and again the example of Coca Cola 
is apposite, along with Kentucky Fried Chicken's 'secret 
blend of 11 herbs and spices'), in the main those who rely on 
knowledge as a resource adopt an intellectual property 
approach to protection, rather than keeping such knowledge 
completely secret. Indeed, for the knowledge industries it 
would be counter-productive, impossible even, to function 
on the basis of knowledge being secret, given the importance 
of reproduction and transfer of that knowledge to generate 
income and profit. Intellectual property constructs a balance 
between public availability and private benefit that allows 
wider access to knowledge and information than trade 
secrecy. But, this availability is only within specific legal 
limits constructed by intellectual property. 

Why is intellectual property needed? 

Most importantly, while they remain active (that is, while 
they are within their time limits), IPRs formally construct 
scarcity of use where none necessarily exists. Knowledge and 
information, unlike material things, are not necessarily 
rivalrous; co-incident usage seldom detracts from utility. 
Most of the time knowledge (before it is made property) 
does not exhibit the characteristics of material things. 
Take the example of a hammer as material property: if I 
own a hammer and we would both like to use it, our utility 
is compromised by sharing use. I cannot use the hammer 
while you are, you cannot use it while I am, therefore our 
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intended use is rival. Thus, for you to also use my hammer 
either you have to accept a compromised utility, relying on 
my goodwill to allow you to use it when I am not, or you 
must buy another hammer. The hammer is scarce. However, 
the idea of building something with a hammer and nails is 
not scarce. If I instruct you in the art of simple construction, 
once that knowledge has been imparted your use of that 
information has no effect on my own ability to use the 
knowledge at the same time; there is no compromise to my 
utility. We may be fighting over whose turn it is to use the 
hammer, but we do not have to argue over whose turn it is 
to use the idea of hammering a nail into a joint - our use of 
the idea of wood construction is non-rival. Ideas, knowledge 
and information are generally non-rivalrous. 

To be sure, if you and I were both cabinet makers, then 
instructing you in cabinet construction might lead you to 
compete for my customers, possibly reducing my income. We 
might also say that any secrecy regarding my skills was anti
competitive. There are also other cases where knowledge may 
produce advantages for the holder (called information 
asymmetries) by enabling a better price to be extracted, or by 
allowing a market advantage to be gained. Here information 
and knowledge is rivalrous, and wider availability of this 
knowledge would cause market advantage to be compromised. 
However, rivalrousness is not necessarily of any wider social 
benefit: competition is often beneficial to customers, while 
information asymmetries produce market choices that are not 
fully informed and which therefore can be harmful. 

When information is 'naturally' rivalrous, the social good 
. ( 	 may be best served by ensuring that it is shared and not 

hoarded. For instance, many problems for buyers in the 
second-hand car market could be ameliorated if car dealers 
where required to reveal all they knew about the cars they 
were selling. This would likely reduce the price they could 
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obtain for much of their stock, but would enhance the 

general satisfaction (and even safety) of second-hand car 
buyers. Conversely, if trademarks offer useful information 

regarding the origin, reputation and quality of goods and 
services, then allowing anyone to use specific marks reduces 

their social utility. Here, the imposed scarcity does serve a 
wider social purpose, while also benefiting the owner of the 
mark who can treat it as a commercial asset (well-known 

trademarks are often accorded significant monetary value by 

companies and their shareholders). 
To sum up: it is difficult to extract a price for the use of 

non-rival (knowledge) goods, so a legal form of scarcity 
(IPRs) is introduced to ensure a price can be obtained for 
use. Where use does not reveal the information content of 

the product, trade secrecy may be used (and as noted above, 
recipes are the obvious example), but these circumstances 
are quite limited. Where revealing information is required 
legal protection (as with patent registration) is needed, but 
the law does not construct a scarcity of knowledge itself but 
the scarcity (limitation) on use of such knowledge in 

commercial activities. 
This is because material property is 'naturally' scarce and 

therefore already is rival in potential use, whereas 
knowledge in most cases is non-rival prior to becoming 

intellectual property, and thus can be used by many people 
at the same time with no necessary conflict between them. 

Therefore, as Arnold Plant stressed seventy years ago, unlike 

'real' property rights, patents (and other IPRs): 

... are not a consequence of scarcity. They are the 
deliberate creation of statute law; and, whereas in 
general the institution of private property makes for the 
preservation of scarce goods, tending (as we might 
somewhat loosely say) to lead us "to make the most of 
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them", property rights in patents and copyright make 
possible the creation of scarcity of the products 
appropriated which could not otherwise be 
maintained. Whereas we might expect the public action 
concerning private property would normally be 
directed at the prevention of the raising of prices, in 
these cases the object of the legislation is to confer the 
power of raising prices by enabling the creation of 
scarcity. (Plant, 1934: 31) 

The protection of rights for the express purpose of raising 
prices is, of course, the central issue that the politics of 
intellectual property has to deal with. This means that 
significant political effort has been put in over the years to 
justify and legitimate the making of property from 
knowledge and information. 

How is property in knowledge usually 
justified? 

In contemporary debates the assertion that there is a clear 
metaphorical link, indeed a workable similarity, between 
property in material objects and property in knowledge, 
information or intellectual creations, is promoted as 
unproblematic. Here, I will summarise the three main 
narratives used to justify intellectual property based on this 
metaphorical relationship which I have explored at greater 
length elsewhere (May, 2000: Chapter one). Not only 
commentators but also legal documents and judgements, 
sometimes explicitly, but more often implicitly, draw on 

~/ 
these material property-related narratives to justify the 
recognition of property in knowledge. These justifications 
are also used in the TRIPs agreement and have been 
mobilised in cases brought to the WTO's dispute settlement 
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mechanism. Therefore, they playa profound and important 
role in the way the global regime of protection of IPRs is 
governed (and developed through legal precedent). 

The first narrative argues for labour's dessert: the effort 
that is put into the improvement of nature requires that it 
should be rewarded. In John Locke's influential formulation 
this was modelled on the improvement of land (Locke, 1690 
[1988]). The application of effort to produce crops and/or 
improved resource yields justified the ownership of specific 
tracts of land by whoever worked to produce such 
improvement. Starting from this initial position Locke then 
argued there was also a right in disposal, mediated by 
money. This led him to conclude that all property, even after 

its initial sale or transfer, could be justified on the basis it 
had originally been produced through the labour of an 
individual. More importantly, property was also justified 

because it encouraged the improvement of nature through 
the reward of effort. Therefore the Lockean argument 
supports property by suggesting property encourages 
individual effort through the reward of ownership of the 
fruits of work. In contemporary debates around intellectual 
property, the argument that patents and other intellectual 
properties reward the effort that has been put into their 
development (the research investment made to develop a 
patented innovation; the marketing expense in establishing a 
trademark) has become commonplace. 

However, sometimes this argument is supported through the 
mobilisation of another, secondary story; the notion of 
property's links with the self as originally proposed by Georg 
Hegel (Hegel, 1821 [1967]). If we recognise ourselves through 
the things we own and use - that is, our social existence is 
directly related to our things - then for Hegel the control and 
ownership of · property is a significant part of the 
(re)production of selfhood. It is the manner in which 
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individuals protect themselves from the invasions and attacks 
of others. For Hegel, the state legislates for property as part of 
its bargain with civil society. Individuals allow the state to 
operate in certain areas, but protect their individuality (and 
sovereignty) through the limitations that property rights put 
upon the state vis-a-vis the individual's own life and 
possessions. In intellectual property law on the European 

continent this supports the inalienable moral rights that 
creators retain over their copyrights even after their formal 
transfer to new owners. In Anglo-Saxon law this narrative has 
been less often used due to its implications for the final 
alienability of intellectual property. Nonetheless, especially 
where 'passing off' of trademarks (the unauthorised use of 
logos and brand names, often on substandard goods), and the 
pirating of copyrighted material (sampling of music, for 
instance) are concerned, this narrative of justification can 
sometimes be noted in the calls for redress based on the 
diminution of reputation, or the ownership of (self) expression. 

There is a third narrative of justification which 
additionally often underpins the role of intellectual property. 
In this pragmatic or economic argument, the emergence of 
property rights are presented as a response to the needs of 
individuals wishing to allocate resources among themselves. 

Thus, Douglas North argues that in any society the 
enjoyment of benefits (and the allocation of costs) related to 
activity takes place through the use and exchange of useful 
resources. The institution of property arose to ensure that 
such resources have attached to them the benefits (and the 
costs) that accrue to their use, and this increases 'efficiency' 
(North, 1990: pp. 34-5). In this story, property rights took 
the place of social (trust) relations, and allowed complex 
trade relations to form over distance. 

Mobilising one possible history of material property, this 
third story suggests that efficient resource use is established 
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through the use of markets in which property is exchanged 
and transferred to those who can make best use of it. The 
development of modern economies is predicated therefore 
on the institution of property, and its ability to ensure the 
efficient use of limited resources. In this justification, it is 
this efficiency requirement that drives the historical 
development of property rights, and now underpins the 
commodifcation of knowledge. This (institutionalist) 
retelling of the history of property carries with it the notion 
that property arose to ensure the efficient allocation of 
scarce economic resources. Even when it is accepted that this 
allocation may not be 'optimal', property rights are still 
presented as the most efficient method of allocation 
available even though they often produce a less than perfect 
solution. In the interests of 'efficiency', property as an 
institution is reproduced (and 'improved') through its legal 
and social use. This narrative of the efficient allocation of 

scarce resources is then bought to bear on the allocation and 
use of knowledge by any number of industries and 

corporations. 
As a subset of this third justification (but linked to the 

first), one of the most common arguments explicitly utilised 
to substantiate IPRs is the need to support innovation. 
Drawing from Locke the notion of reward for effort in 
improvement, and from the third narrative the idea of social 
efficiency, it is often asserted that without IPRs there would 
be little stimulus for innovation. Why would anyone work 
towards a new invention, a new solution to a problem, if 
they were unable to profit from its social deployment? Thus, 
not only does intellectual property reward intellectual effort, 
it actually stimulates activities that have a social value, and 
therefore serves to support the social good of progress. 
Underlying this argument is a clear perception of what 
drives human endeavour: individual benefit. Only by 
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encouraging and rewarding the individual creator or 
inventor (with property, and therefore market-related 
benefits), can any society ensure that it will continue to 

\r. develop important and socially valuable innovations, which 
will serve to make society as a whole more efficient. 

These arguments or stories are often deployed subtly and 

{i: 	 in varying combinations, but the key issue is that because 
::v';"' 
I~ 	 intellectual property (by design) changes the characteristics 

of knowledge andlor information by constructing a scarcity 
in its use, there needs to be some narrative of justification 
(a plausible story) to help support the legitimisation of this 

r:' 	 move. Hence, in arguments about IPRs, their recognition and 
their (global) governance, and in any arguments about the 

commodifcation of knowledge and information, these stories 
seldom lie far beneath the surface. Certainly these arguments 
can be persuasive, but equally they are no longer always 
accepted as self-evidently true. Rather, in the new 
millennium, the realm of intellectual property has become 
widely contested and problematic. This is not to say any of 
these stories is completely without merit, only that they are 
of less widespread applicability than hard-line supporters of 

~/ 

~} 	 the extension of the protection of IPRs may suppose or hope. 

Intellectual property, global 
,,;;':' governance and computer software ,: , 
.{ 

Having examined the general issues that shape the realm of 
intellectual property, in this section I will briefly set out the 
wider (global) legal context that lies behind the political 
economy of DRM. Since 1995, IPRs have been subject to the 
TRIPs agreement overseen by the WTO. The agreement 
represents an undertaking by members of the WTO to 
uphold certain minimum standards of protection for IPRs 
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and to provide legal mechanisms for their enforcement. 
Most importantly, the WTO's stringent dispute settlement 
mechanism encompasses international disputes about IPRs. 
Prior to 1995 there were long-standing multilateral treaties 
for the international recognition and protection of IPRs, 
overseen by the World Intellectual Property Organisation 
(WIPO). However, the governments of the US and various 
members of the EU, as well as many multinational 
corporations (MNCs) based in these countries, regarded 
these agreements as toothless in the face of 'piracy' and 
infringement. This prompted a number of MNCs to playa 
major role in the negotiations that resulted in the TRIPs 
agreement, drafting most of the document that became the 
broadly successful position advocated by the office of the US 
Trade Representative during the Uruguay round of 
multilateral trade negotiations (Sell, 2003: pp. 96-120). 
These companies therefore had a significant impact on the 
rights constituted by the TRIPs agreement.6 

For the developed countries, TRIPs compliance has 
involved some legislative reorientation and occasionally new 
laws (or judicial reinterpretations of existing laws); for many 
developing countries, often with little or no tradition of IPRs, 
the implementation of the agreement's req uirements is 
considerably more difficult and expensive to achieve. In 
recognition of these difficulties most developing country 
members of the WTO are currently covered by a transitional 
arrangement (recently extended to 2016 for pharmaceutical 
patents), and many have received extensive technical support 
(under article 67 of the agreement) to enable them to build 
the legal capacity to establish TRIPs compliance when they 
emerge from this transitional period (May, 2004). This 
assistance aims to reproduce global 'best practice' in the legal 
framework that underpins IPRs and is intended to ensure 
that the models of IPR-law favoured by the US and the EU 
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are established in countries that have had different systems 
(or no systems) for the protection of IPRs in the past. 

The TRIPs agreement builds on principles that are central 
to the WTO: national treatment, most-favoured nation 
treatment (MFN), and reciprocity. Although reciprocity 

\ ~ 

does little to change the intellectual property regime (due to 
a long history of bilateral arrangements), the introduction of 
MFN (under article 4 of TRIPs) has transformed the 
international governance of IPRs. Most-favoured nation 

treatment ensures that any agreement in favour of a specific 
country must be extended to all other trading partners. 
Previously, under the auspices of WIPO a diverse group of 

conventions with different set of signatories shaped the 
international relations of intellectual property, alongside a 
complex pattern of bilateral treaties. Now, under TRIPs, and 

due to MFN, all undertakings apply to all members of the 
WTO. Furthermore, favouritism accorded domestic 
inventors or prospective owners of IPRs relative to non
nationals is halted; national treatment (article 3 of TRIPs) 
stipulates that foreign individuals and companies must be 
treated no worse than domestic companies. This is an 
important shift, as many national IPR systems had 
previously favoured domestic 'owners' either through 
legislative or procedural means. 

The TRIPs agreement therefore is significant in its 
international extension of the rights of the owners of 

intellectual property. This may not immediately benefit all 

WTO member countries as most are net importers of IPRs, 
producing large flows of fees to corporations based in the 
US, EU and Japan. In the past, those countries that were net 
importers of knowledge-based products had frequently

::~.~ 
·l;. ..~', foregone protection for foreign IPRs, which allowed 

:i': domestic users free access (now often called 'piracy') to these 


products; the US publishing industry's 'piracy' of foreign 
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authors' works in the nineteenth century is an often-cited 
example. The TRIPs agreement halted this policy 
instrument, despite its historic success for countries ranging 
from Britain and the US in the nineteenth century, to the 
newly industrialised countries (South Korea, especially) in 
the second half of the twentieth century (Kumar, 2003). 
However, few developing country members of the WTO can 
withstand the political pressure deployed by the US and EU 
at the WTO (and bilaterally), and IPR systems across the 
world are converging on the TRIPs standard. While TRIPs is 
a complex and wide-ranging multilateral instrument, here 
I shall only focus on computer software as this has a direct 
relevance to the political economy of D RM. 

Despite calls for a 'new world information and 
communication order' in the 1980s during the Uruguay 
round, the full potential of the Internet had not yet been 
fully appreciated. For many national negotiating teams the 
issue of intellectual property was seen more as an item for 
horse-trading and bargaining in the overall trade negotiation 
rather than anything that would have an immediate impact 
on a country's ability to access and use technologies to 
pursue both development and social welfare. However, since 
the establishment of the WTO, with TRIPs as one of the key 
elements of the 'single undertaking' required by all 
members, the control of software through IPRs has become 
a much more evident concern for developing countries 
seeking to utilise new information and communications 
technologies, and for those in the developed countries who 
reject the commodification of software (those who promote 
'openness' and who playa significant role in my analysis in 
later chapters). 

Like other elements of the TRIPs agreement, the spur 
towards a multilateral governance settlement for the 
protection of IPRs in software was initiated by US 
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corporations. In 1980, the US Congress passed the 
Copyright Act that defined software programmes as literary 

~. 
works, and brought them under the purview of copyright. 
Protection was extended to operating systems including 

!•. 
,,'~ I their object and source code. This entrenched a view of 

software as an individualised creative process (amenable to 
commodification), and wilfully ignored the collective 
processes of software development that until then had been 
prevalent in the industry (Halbert, 1999: pp. 52-4). The 
difficulty of fitting software into traditional modes of 
copyright subsequently suggested to some companies that 
patent protection might better serve their needs. Thus, in the 
new millennium there has been a rise in attempts to secure 
patents for specific software tools. However, at the time of 
the Uruguay round negotiations, the Japanese government 
managed to secure a limitation of the protection for 
software under TRIPs to copyright, with (software's) ideas, 
procedures or methods of operation and mathematical 
concepts excluded from the agreement (Sell, 2003: p. 114). 
Thus, the TRIPs agreement extended international copyright 
protection to cover software, as the US Congress had 
similarly extended the scope of US copyright fifteen years 
earlier. 


Under article 10.1 of the TRIPs agreement, 'Computer 

programs, whether in source code or object code shall be 

protected as literary works under the Berne Convention 

(1971),. The question of patents for software was left 

unsettled, although more recent discussions at the WIPO 

suggest that a future multilateral agreement extending the 

global protection of IPRs is likely to include patent 


..:; protection for software. By protecting software under 

copyright, its form (as language) was given precedence over 

its use as tools. This allowed the longest protection period 

possible, and did not require registration for protection. 
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Conversely, the advantage of patents for software companies 
is that it is the function of the software that is protected, 
even if the actual code has been modified sufficiently to 
a void copyright infringement. For the time being, however, 
although there may be industry pressures to recognise 
software patents in specific jurisdictions, and software 
patents have been established in the US, this is not currently 
required by any countries' multilateral commitments. 

Therefore, in the last decade the international market for 
software has enjoyed the increasingly robust protection 
available through copyright, and as countries have become 
TRIPs compliant, so the ability of software companies to 
protect their IPRs internationally has been enhanced. This 
may not go as far as many would like, but nevertheless the 
market for software is one that is now largely patterned by 
IPRs. This protection has now been further enhanced by the 
development of technical means of protection, or DRM. 

However, the legal protection of these new technologies 
was not firmly mandated by the TRIPs agreement, and thus in 
1996 the WIPO adopted the WIPO Copyright Treaty (WCT) 
that, most significantly, introduced the anti-circumvention 
principle for DRM into the multilateral governance of IPRs. 
Recognising that technological fixes are seldom permanent, 
the WCT sought to establish a further legal layer of protection 
for these technologies. This legal innovation subsequently was 
enacted in the US Digital Millennium Copyright Act (DMCA) 
and the EU Copyright Directive. Both sets of legislation, 
among other things, made the a voidance of these technical 
limitations ('circumvention') illegal. Ironically, although these 
laws recognise that there may be a 'fair use' or 'fair dealing' 
argument about access to the encoded information, to gain 
legal access without authorisation is rendered impossible by 
the complete prohibition on any modification of the 
technological controls with DRM programmes. This 
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expanded legal protection underpins the effectiveness of 
DRM, and also serves to highlight the central problems that 
are the focus of the next chapter. 

Notes 

1. Both these latter suggestion are 	drawn from Scote's comments 
on Donna Wentworth (2005) and are suggestions for changing 
the discourse around this set of technologies. And while this is 
an interesting strategy, and one that I am in sympathy with, 
here I stick with DRM for clarity. 

2. This section summarises various arguments 	drawn from May 
(2002: Chapters two and three) where full citations to the 
literature discussed can be found. 

3. An extended discussion of the relevance of Marx to the 
discussion of the 'information age' can be found in May (2002: 
pp.35-44). 

4. 	Of less immediate relevance to the arguments about DRM, 
I have also argued that the claims that a shift to a new 
informational politics are exaggerated and the notion that 
the state is no longer as effective an actor in the face of the 
information age's technological revolution misunderstand the 
role of the state as the locus of regulation and the 'rule of law' 
that remain central to modern (globalised) capitalism (May, 
2002: Chapters four and five). 

5. 	As has been argued in Ghosh (2005), Strangelove (2005) and 
Weber (2004). 

6. Extended discussions of the negotiations that led to TRIPs can 
be found in Matthews (2002: pp. 29-45) and Stewart (1993: 
pp. 2245-333). Space precludes a detailed treatment of TRIPs, 
but surveys of the agreement can be found in Matthews (2002) 
and May (2000). It is also worth noting that industry 
representatives continue to have considerable influence at the 
WTO, recently, for instance being part of the lobby that has 
been holding up Russian accession to the organisation on the 
basis of its weak enforcement of intellectual property rights. 

........ 




Intellectual property and 

social norms 


Having set out the context that broadly frames the 
political economy of DRM, I will now examine the 
relationship between the protection of IPRs and various 
aspects of the so-called 'new economy'. A number of 
problems have arisen as regards the ownership and (re)use 
of digital content, both in the development of new forms of 
electronically mediated commerce (or e-commerce) and in 
more long-standing sectors' use of the Internet to develop 
new ways of doing business. I will argue in this chapter that 
these problems are directly related to past (and present) 
social norms of consumption. Therefore, I will briefly set the 
question of intellectual property in its historical context, 
focusing on the central question of the continuing political 
controversies regarding the balance between private rights 
to reward and public goods of information dissemination 
and use. I will then say a little more about the manner 
which intellectual property is increasingly subject to 
mechanisms of globalised governance, before moving to 
discuss the general relationship between IPRs and norms 
of consumption as these play out in the political economy 
of DRMs. 
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Markets, property and history 

Society is not merely defined by its organisation as a 
capitalist society, which is to say that this is not its only 
characteristic, but certainly when we are thinking about 
market relations we cannot ignore the 'logic' of capitalism. 
Indeed, as I noted in Chapter one, the 'information society' 
and its 'new economy' remain distinctly capitalistic in 
organisation, whatever the claims made by some 
commentators. Looking back to the origins of capitalist 
social organisation, Karl Polanyi suggested that the idea that 
labour, land and money themselves might be commodities 
required a 'commodity fiction' to be developed during the 
transformation from feudalism to capitalism (Polanyi, 1944 
[1957J: p. 72ff). The rendering of things not originally 
produced for sale as commodities required a story to be told 
about these resources that was not linked to their previous 
existence, or production, as exchangeable goods or social 
resources; a story needed to be told about the normality of 
organising their production and distribution through 
markets. In other words, things that in pre-capitalist 
societies had previously been socially produced and/or used, 
were now to be commodified; they would be sold as if their 
existence was based on their appearance as marketable items 
(as commodities), not their social utility. Land, labour and 
even money would no longer be the practical tools of social 
existence, rather they would enter (proto)capitalist markets 
like other commodities, and this transformation was 
supported through tales, or narratives, of the advantages of 
market relations. 

This narrative of the advantages of market organisation is 
also central to the norms on which IPRs are founded, and 
continue to rely on. The narratives that were set out in 
Chapter one, and which underpin the justification for 
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making knowledge and information into property, are 
centred upon the argument that societies need markets if 
they are to reward, protect and use efficiently the knowledge 
and information that individuals may develop. While in 
other cases markets pre-existed capitalism, for the proto
capitalist organisation of markets in knowledge and/or 
information, (legitimated) commodification was required 
because otherwise the markets themselves could not be 
established (May, 2007). Thus, as soon as early proto
capitalists sought to arrange opportunities for the 
accumulation of surpluses through the production of goods 
encompassing knowledge and/or information for sale, then 
they required the legal structures of (early) intellectual 
property if the knowledge/informational element was to 
contribute significantly to the price obtained. In other 
words, where profit (and hence accumulation) was 
dependent to a greater extent on the informational content 
of the product, IPRs were required (to a greater extent) to 
halt unauthorised duplication. Once a technique, 
technology, or a form of content, has been exchanged, 
without some enforced legal scarcity, competing providers 
or manufacturers could utilise the knowledge element of the 
commodity but under-cut the original supplier, reducing 
their profits (and hence their rate of capital accumulation), 
as these competitors did not need to recover the initial costs 
of developing the idealtechnique. 

Markets can exist for tangible/material goods that appear 
similar to their later capitalist counterparts (although of 
course the social relations they encompass are very 
different), and indeed many goods were extensively traded 
through pre-capitalist markets. However, for a market to 
exist in 'intellectual products' new rights of ownership 
needed to be imposed, as they had not been established 
alongside previous mechanisms for dealing with the 
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distribution and transfer of scarce (material) goods. 
Certainly, intellectual elements had been incorporated into 
pre-capitalist market exchanged goods, but no legal rights 
were accorded this element over and above the early 
ownership rights that allowed some form of market 
exchange. Thus, while in other areas of nascent capitalist 
economic relations, pre-capitalist and capitalist-produced 
goods could be traded in the same market without an 
obvious distinction being drawn (and thus capitalist 
developments were more gradual), for 'intellectual products' 
(proto}capitalists themselves constructed a new market. 

The mercantilist policy of knowledge and technology 
capture, typified by the Renaissance use of national (or 
territorially limited) patent systems to encourage the 
importation of valuable technologies and techniques explicitly 
for the purposes of strategic economic development, 
underpinned proto-capitalist accumulation strategies (May 
and Sell, 2005: Chapter three). Later campaigns by groups 
such as the Stationers and various inventors' groups for their 
property to be recognised in new technologies or texts 
consolidated this move to early capitalism. This was a 
particularly European process, and as such it is of little 
surprise to see the states that have been identified as those 
that carried the establishment of capitalist social relations 
forward, namely Venice, then Britain, are those where 
intellectual property was most swiftly developed. 

The 'knowledge commons', from which intellectual 
property has temporarily rendered certain 'items' as scarce 
property, were implicitly recognised as soon as early forms of 
intellectual property were codified in the Renaissance. Limits 
on the period of protection (making IPRs temporary) were 
used to put socially useful knowledge back into these 
commons. This recognised that many aspects of 'new' 
knowledge were actually drawn from the existing pool of 
information and knowledge represented by the commons, 
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and thus the continued vitality of the commons was also 
crucial for continuing innovation and creativity. Extraction 
from these commons was originally (in the sixteenth to 
eighteenth centuries) regarded as a privilege accorded only in 
certain circumstances; duties such as training in the practices 
covered, or the use of the technologies towards specific ends, 
were part of the grant of temporary monopoly. Thus, in 
Venice the monopoly on the supply of reading glasses 
included the requirement that the monopoly holder train 
apprentices in their production (and therefore allowed for 
the expansion of supply once the monopoly had expired). 

However, the subsequent history of intellectual property has 
seen these monopoly grants gain the status of rights with few, 
if any, responsibilities attached (May and Sell, 2005). As the 
centuries passed, so the idea of making property from 
knowledge and information became more normal and 
accepted. With this acceptance came the gradual, and in the 
twentieth century, accelerated, widening of the scope of that 
which might be included in the regime of ownership and 
protection that has become known as intellectual property 
(itself a term that has only entered common usage in the last 
100 years). These rights construct a scarcity of legitimate use 
which is far from natural, and indeed by limiting the use of 
such properties on the basis of wealth (by extracting a price for 
use) can hardly be said to be self-evidently to the benefit of all 
members of society. Therefore, significant time and effort is 
spent telling stories about intellectual property that are meant 
to justify its existence as a set of legal rights. 

ScarCity, withholding and the global 
'problem' of intellectual property 

The construction of scarcity (of use) through the 
commodification of knowledge plays a vital role in the 
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operation of contemporary global capitalism, but 
considerable effort is required to support the argument that 
such scarcity is socially beneficial. The problem is that when 
the recognition of property rights is co-existent with scarce 
resources, then, as John Commons noted eighty years ago, 
'the mere holding of property becomes a power to withhold, 
far beyond that which either the labourer has over his 
labour or the investor has over his savings, and beyond 
anything known when this power was being perfected by the 
early common law or early business law' (Commons, 1924 
[1959]: p. 53). This is because the use of property (in its 
various forms - from land to machines) allows us to 
generate the wealth/income that underpins our own 
wellbeing; our ability to labour is useless, if we lack the 
property to apply our efforts to. This is even more 
pronounced when the scarcity itself is legally constituted 
through the imposition of intellectual property rights to 
restrain use which naturally is not so constrained. It is this 
move from holding to withholding, the ability to restrict use, 
which is of crucial importance in the political economy of 
IPRs, and which has been the most important political (and 
practical) issue raised by DRM technologies or tools. When 
resources are potentially freely available and inexhaustible 
(as is knowledge) then the imposition of property rights, and 
the mechanical denial of access, introduces this scarcity and 
establishes significant social and political power as regards 
the benefits from use. 

Conventionally when intellectual property is eulogised, 
it is on the basis of the protection of the creator, the owner 
of such knowledge which is made property. Their rights are 
protected so as to act as a general spur to innovation and 
socially useful activity. Arguments about just desserts and 
selfhood are allied to the need for social efficiency in the 
allocation of resources. However, Jeremy Waldron argues all 
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this talk of property 'sounds a lot less pleasant if ... we turn 
the matter around and say we are imposing duties, 
restricting freedom and inflicting burdens on certain 
individuals for the sake of the greater social good' (Waldron, 
1993: 862). At least part of the problem may be the over
emphasis of the second term at the expense of the first when 
discussing 'intellectual property'; while the latter stresses 
legitimate control through widely respected ideas of 
'ownership', the former encompasses notions of access to 
knowledge (Patterson, 2001: 707). This is to say that IPRs 
limit the actions of others regarding knowledge vis-a-vis the 
owners of intellectual property, and as such non-owners are 
being forced to sacrifice their particular wants or needs for 
a potentially inexhaustible resource on the alter of social 
necessity. 

Non-owners' 'rights' are constrained because these rights 
are regarded as less important in law than the support of 
social good of innovation by IPRs, or perhaps more 
accurately the property rights of owners are being privileged 
over the political rights of users. However, in the legal realm 
in which DRMs are most often deployed, current copyright 
legislation across the world, and the history of such 
legislation, has not usually privileged the creators' rights 
(whatever the rhetoric) but rather has been concerned to 
secure the rights of the agents (companies) responsible for 
commodification (Macmillan, 2002). Thus, the rhetoric of 
individual rights is mobilised on behalf of corporate entities, 
who receive protections legitimated not on the basis of their 
own (commercial) character, but derived from a narrative of 
individual human endeavour. Just to be clear that it is the 
commercial issue that is the key issue: when tribal groups 
and indigenous populations (as collectives) have tried to 
claim intellectual property rights (in traditional knowledge, 
for example), the legal regime of IPRs has not merely had 
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great difficulty in recognising these claims, but until recently 
many such claims were actually forthrightly and successfully 
resisted by lawyers and companies who had benefited from 
the non-recognition of such property (especially in the realm 
of bio-resources).1 

For those suffering the social costs of the withholding of 
information or knowledge, political action in the past has 
often (at least partially) succeeded in (re)balancing private 
rights and public benefits to produce new settlements as 
regards IPRs in national jurisdictions. Therefore, when the 
justifications mobilised to underpin the protection of IPRs 
were based on a cosmopolitan entity (a relatively coherent 
society) delimited by national jurisdiction, the inherent 
problems with commodifying knowledge could be (at least 
partly) relieved through legal amendment (or social values 
promoted through the use of judicial precedent) in response 
to national political pressure and representations. However 
under the TRIPs agreement, and other post-TRIPs treaties 
that increasingly shape domestic legislation across the 
world, while these cosmopolitan narratives have been used 
to produce a global legal settlement for IPRs the political 
mechanisms which can address the social effects on user 
communities remain relatively under-developed. The 
implicit cosmopolitanism of the narratives of justification 
that are suffused throughout the TRIPs agreement, and the 
latter WIPO Copyright Treaty, are not matched by a 
similarly scaled (global) polity; although IPR-Iaws assume a 
society which can seek to balance private rights and public 
benefits, the political method for articulating such a public 
interest is almost entirely absent at the global level. 

Despite this relatively under-developed (global) polity, 
these multilateral agreements are far from uncontested, with 
significant political mobilisation in the last decade focusing 
on the difficulties and inequalities that are fostered by the 
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emergence of a global regulatory regime for IPRs. This has 
centred on the position that the current (TRIPs engendered) 
globalised social bargain between private rewards and 
public benefits is not universally appropriate, although it 
continues to inform post-TRIPs multilateral governance of 
intellectual property. In its contemporary globalised form, 
this bargain privileges the rights of owners (predominantly 
domiciled in rich, developed countries) and downplays or 
marginalises the social costs (and curtailed public benefits) 
widely experienced in developing countries. However, even 
in the developed countries themselves, there is a clear 
division between the privileged interests of the IPR
controlling companies in any specific sector and those who 
seek to access or use these products or services. 

While not entirely absent from the rhetoric around IPRs, 
the public interest is only recognised in this governance 
regime as a residual after all other possible rights have been 
exercised. Any public regarding aspect of IPRs is subsumed 
beneath the normative narratives of individual rights that 
are central to this regime of intellectual property. However, 
the notion that what we might term 'access rights' are 
merely exceptions (and thus can increasingly be regarded as 
a residual when all private rights have been exercised) 
misunderstands the historical construction of copyright 
(Hoeren, 2003; May and Sell, 2005). Rather, copyright 
should be understood as being embedded in a complex 
relationship with other (public regarding) rights, such as 
freedom of expression, freedom of information, and the 
right to the availability of socially useful and important 
knowledge to those who could benefit from it. 

This has led to the argument that there is a real need to 
(again) recognise the political character of the balance 
between private rewards and public benefits that has been 
central to the legal history of IPRs in national legislation. 
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Without a well-developed global society able to mediate 
between private rewards and social goods/public benefits, 
the notion of a global regime for IPRs is currently difficult 
(if not impossible) to justify. Within the developed countries, 
and between them and the lesser developed regions of 
the global system, significant tensions have therefore 
arisen between 'owners' and 'users' over the morality of 
the recognition of property rights in knowledge and 
information. 

To sum up, we might say that the global governance of 
IPRs reflects the depiction of the contemporary (global) 
polity suggested by Richard Higgott and Morten 
Ougaard. While there is a 'thick interconnectedness' 
between 'political structures, agents and process, with 
transnational properties', these are as yet only linked by a 
'thin community that transcends the territorial state' 
(Higgott and Ougaard, 2002: p. 12). The current global 
governance of intellectual property (encompassing the 
TRIPs agreement, the WCT and other post-TRIPs 
mechanisms), alongside the international (industry-based) 
lobbying groups involved in establishing and expanding the 
(specific) agenda of IPR-governance, all fit with the notion 
of 'thick interconnectedness'. Not only via the Internet 
(which itself is very unevenly globalised) but also through 
the use of new (patented) technologies, the increasingly 
globalised reach of brands and the increasingly global 
consumption of copyrighted products, the globalised 
interconnectivity of the political economy of knowledge 
commodification becomes more pronounced by the day. 
However, there remains only a 'thin community' as regards 
the socio-political justification of IPRs on which the 
governance regime is founded, and no real mechanisms 
(previously encoded in domestic law) to recognise the social 
values (and social costs) of this (putative, global) community. 

"" 

Intellectual property and SOCial norms I 

We should recall that before the end of the nineteenth 
century (and for many countries, into the twentieth), non
national intellectual property was seldom recognised at all. 
Famously, the US book trade thrived in the nineteenth 
century publishing 'unauthorised' works of European 
authors, only recognising the rights of non-US authors in 
1891. But perhaps less often noted, US industrialisation 
proceeded apace with technologies that were patented 
abroad, but freely available (through 'piracy') to 
entrepreneurs in America, especially in the petrochemical 
sector (a model followed by both India and China, for 
instance). As Peter Gakunu noted before TRIPs had even 
been finally negotiated, in the past: 

... perhaps the developmental aspects of intellectual 
property were more interesting to the United States 
than the trade aspects are at the present time. Now that 
the United States is at its present level of technological 
development, the trade aspects of intellectual property 
become more important for it than the development 
aspects. (Gakunu, 1989: 364) 

Certainly, the discourse privileging trade interests in IPR
protection has almost completely drowned out development 
and/or public good-related interests and concerns at both 
the international and national levels. For many developing 
countries, trade issues are secondary to the more pressing 
need to access information and knowledge that will support 
their further economic development. 

The world is not sufficiently evenly globalised (whatever 
commentators celebrating the 'borderless world' claim) for 
any political and legal settlement to closely follow previous 
national political bargains, because the array of social interests 
at the global level is significantly different to those in those 
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countries where IPR-related legislation was originally 
developed. The justifications that have previously been used 
to underpin IPRs do not have sufficient purchase on the 
current global situation without a mechanism for recognising 
the social costs or down-side of any 'bargain' which promotes 
private rewards. As Graeme Dinwoodie stresses: 

... the incorporation of intellectual property agreements 
within trade mechanisms might (if trade concerns 
become paramount) deprive intellectual property 
policymaking of the rich palette of human values that 
historically has influenced its formulation. Considering 
only the ability to exploit comparative advantage in the 
ownership of intellectual property rights would appear 
to make international intellectual property policy less 
multi-dimensional. (Dinwoodie, 2002: 1004; emphasis 
added) 

It is this lack of multidimensionality, indeed the frequent 
absence of consideration of non-commercial human values, 
that is the key problem. The vast inequalities evident in the 
world are not recognised when the social costs that are 
required for the continued support of private rewards 
remain largely hidden in multilateral policy discussions. Into 
this realm of contested norms and disputes over the scope of 
IPRs, DRM attempts to establish certainty of control for 
owners through technological rather than through (exclusively) 
legal means. 

Digital rights management, the norms 
of copyright, and the commons 

Although information and knowledge could always be 
controlled by keeping it secret, and theft could be punished 
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under common law by virtue of the recogmtlon of the 
'ownership' of trade secrets, most often to make a profit from 
knowledge it has had to be shared or used in some way. This 
was no less the case in the emergent realm of computerisation 
in the 1970s: in the same way that keeping the contents of a 
book secret would not enable it to be reproduced and sold to 
large numbers of willing customers, marketing software to 
consumers outside the originating organisation meant that 
access to the workings, or content, of the software became 
possible (if not necessary - less technologically-adept users 
could just use the software with little idea about its inner 
workings). Thus, while large-scale mainframe computing had 
involved bespoke, single-purchaser software, which could 
then be protected as a trade secret by its owner, once software 
started to become a more commodity-like product the 
characteristics of its ownership and sale shifted significantly. 

Most of these large-scale computers included file 
permission/access control systems that allowed different 
levels of access to differently identified individual users in a 
multi-user system; nominated users could copy, while others 
could not. Once software started to be distributed on floppy 
discs to early users of personal computers (PCs), the problem 
of unauthorised copies of software being produced by others 
than the original vendors was quickly recognised. This 
initially prompted the use of scare-tactics threatening legal 
action against infringers (usually stickers on the software 
packaging), and then a move to encrypted files (Rosenblatt, 
Trippe and Mooney, 2002: p. xi). Thus, expensive but easily 
copied software (most obviously type fonts) swiftly started 
to be distributed using encrypted systems, which, while not 
unbreakable, certainly deterred casual and 'accidental' 
infringement. However, these systems were not popular 
not least among institutional customers who needed to make 
copies for back-up should systems fail, and to distribute 
software within the organisation as required, but also 
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among independent users for similar reasons. Indeed, when 
Borland International offered a copy-protected version of its 
Sidekick software for a 30.00 USD discount on the price of 
the unlimited use version, the more expensive version 
without copy-protection outsold the cheaper version by a 
margin of five to one (Rothchild, 2005: 547). Thus, the 
attempts to produce an early form of DRM did not fare 
well; after a quite extensive initial roll-out of copy-protected 
software, and a large number of user complaints regarding 
its inconvenience, the practice was largely halted and 
software went back to being distributed on floppy discs with 

or no copy-protection. 
However, once the Internet started to spread out beyond 

its initial academic set of users in the early 1990s, a number 
of vendors again started to become (perhaps 
understandably) worried that once one unauthorised copy 
had been produced it could spread across the Internet, 
severely undermining their ability to sell 'original' copies of 
software (or content). These worries prompted IBM to 
produce a protection package called infoMarket, which 
combined a cryptographic programme (Cryptolope) that 
governed access to software products and a linked system 
that facilitated the establishment of an Internet-mediated 
market in these products. Taking a different approach, 
around the same time Electronic Publishing Resources 
developed a system (often referred to as 'dongles') that 
combined software distribution with dedicated hardware 
that allowed use to be controlled (Rosenblatt, Trippe and 
Mooney, 2002: p. xii). However, an 'arms race' promptly 
emerged between those seeking to protect their property and 
those seeking to access or use digital products/tools without 
authorisation from the owner (Stefik, 1999: p. 57ff). The result 
was that, quite quickly, it became clear that for these systems 
to work not only did they have to be extensively deployed, 
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but that the possible circumvention of the system itself 
needed to be made illegal. 

Thus, at the prompting of the content and software 
industries (that had already been successful in pushing 
through the TRIPs agreement), a number of national 
delegations at the World Intellectual Property Organisation 
managed to include the issue of circumvention in the 
negotiations over the WIPO's so-called 'Internet treaties'. 
When in 1996 the WIPO adopted the WIPO Copyright 
Treaty (WCT), significantly, the anti-circumvention 
principle was recognised in the multilateral governance of 
IPRs for the first time (Drahos and Braithwaite, 2002: p. 184). 
Legal measures to 'protect' digital rights management 
software from unauthorised technical interventions have 
subsequently been included in regional (EU) and national 
(US; UK) legislation,2 while many developing countries are 
also under pressure to adopt similar legislation. 

The WCT includes under articles 11 and 12 significant 
measures as regards the introduction of DRM technologies 
and their enforcement as IPR-related technological solutions 
to 'piracy', although the form of implementation of such 
requirements itself remains a national issue. This brings us to 
the specific problem that is at the centre of the analysis set 
out in this book; the impact on the political economy of 
knowledge and information of the deployment of DRM 
technologies. Although the introduction of legal protection 
for DRM is intended to (further) protect the rights of 
intellectual property owners, recognising that technological 
fixes are seldom permanent, the WCT also sought to 
establish a further legal layer of protection for these 
technologies by making circumvention of technical anti
copying measures illegal. It is this combination of 
technological measures with a legal prohibition on their 
circumvention that has proved so contentious, as we will see. 
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The United States Congress passed the Digital Millennium 
Copyright Act (DMCA) in 1998, as enabling legislation for 
the WIPO copyright treaty. The software and entertainment 
industry, music and film associations, lobbied very hard for 
protection of works disseminated on the Internet (and via 
other digital carriers, such as CDs), prevailing over the 
vociferous opposition of public interest advocates such as 
librarians, law professors, and electronic civil liberties 
activists (Vaidhyanathan, 2001: p. 175; Yu, 2004: 910). As 
with the negotiation of the TRIPs agreement during the 
Uruguay round of multilateral trade talks, the content 
industries managed to shape legislation to broadly reflect 
their interests. However, the protections enshrined in US 
legalisation go beyond even those measures actually 
required by their multilateral treaty commitments (Rice, 
2002: 121; Jeanneret, 2002: 164). To some extent this 
explains why the issue has been more widely debated in the 
US than elsewhere. 

The debates around the DMCA in the US have already 
demonstrated that the use of DRM technology, and its legal 
protection, may represent a more generalised and major 
challenge for 'fair use' across the world as it becomes more 
widely deployed. Although the UK Copyright Designs and 
Patents act of 1988, for instance, would seem to offer 
similar protection to DRM technologies, this has been 
subject to considerably less comment, which may tell us 
something about the dominance of US-related issues on the 
Internet, as well as the more litigious character of US 
business (which has made the issue more obvious to the 
consuming 

The DMCA itself offers broad protection for digital 
works. It prohibits circumvention of any technological 
protection against copying and prevents the production of 
any device or provision of any service designed to defeat 
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protection mechanisms. As Robert Merges has pointed out, 
by directly prohibiting the use of specific technologies, 'the 
protection of expression' is now 'achieved through the 
regulation of devices' (Merges, 2000: 2202); protection of 
rights has been rendered as technical rather than legal, and 
therefore, for the first time in the US as Siva Vaidyanathan 
argues, the law 'puts the power to regulate copying in the 
hands of engineers and the companies that employ them. 
It takes the decision-making power away from Congress, 
courts, librarians, writers, artists, and researchers' 
(Vaidhyanathan, 2001: p. 174). Critics have charged that 
these provisions go too far, reflect too little knowledge of the 
complex history of copyright provisions, and constrict 
activities that were once considered to be fair use.3 

For example, even though teachers can use copyrighted 
material for educational purposes under the doctrine of fair 
use, since the enactment of the DMCA this has often become 
technically impossible in the US. Teachers are unable to 
incorporate copyrighted material into a PowerPoint 
presentation for students, as the copy protection measures 
the content industries have made legally insurmountable 
ensure any such inclusion is technically very difficult. 
Furthermore, the DMCA makes any attempt to circumvent 
this copy protection a criminal offence, even when the intended 
use is considered 'fair use' under historical definitions 
(Marlin-Bennett, 2004: p. 86). The content industries also 
have used the DMCA to prevent the dissemination of 
information about circumventing encryption technologies, as 
publicising methods of circumventing D RM software can 
itself be illegal even where this is discussed in a scholarly 
forum (Yu, 2004: 911-12). Content providers praise this 
expanded protection, although they complain that it is 
difficult to enforce (Marlin-Bennett, 2004: p. 85), while for 
users a set of rights to 'fair use' that had been developed and 
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consolidated over time have been withdrawn with little or 
any political recourse or meaningful discussion. 

The use of DRM, and its legal enforcement, can therefore 
represent a major challenge for previous practices (and 
precedents) regarding 'fair use' or in European terms 'fair
dealing'. However, while the debates have been wide
ranging and very public in the US, in Europe the enaction of 
the European Copyright Directive (EUCD) seems to have 
prompted much less public outcry.4 However, in line with 
the DMCA, the EUCD prohibits the circumvention of 
technological measures of protection that are instigated 
copyright holders ('owners'), irrespective of the reasons for 
such circumvention (i.e. even if it to establish uses that are 
legal; article 6). However, under article 6.4, a wide-ranging 
list of exceptions from these limitations are carried forward 
as regards various public-regarding uses and certain public 
institutions. While these exceptions are not mandatory and 
may be in tension with the absolute prohibition on 
circumvention, considerable potential for litigation and 
dispute is introduced by this attempt to continue the variable 
'fair dealing'l'fair use' doctrines of previous copyright 
legislation. While there has been much less political debate 
and criticism levelled at the EUCD, equally it has not been 
widely adopted across Europe, even though the intent was 

it would be fully implemented by the end of 2002. 

Norms vs. technology 

It seems likely that the deployment of DRM technologies 
will consolidate (or even worsen) the uneven distribution of 
information and knowledge across the so-called 'digital 
divide'. This is most obvious in the collapse of the generally
accepted social norms of content usage. On one side, content 
users have utilised technology that they have purchased 
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legally to 'infringe' the rights of content owners (of which 
the use of MP3 files, and their Internet mediated 'sharing' 
through various peer-to-peer technologies, is only the most 
obvious example); on the other, content 'owners' have 
actually expanded the potential scope of their rights (relative 
to previous settlements), most clearly by halting certain 
collective practices (copying and thereby sharing) that 
previously existed as (tacit) rights for consumers to use 
goods as they saw fit, provided this was not for commercial 
gain. Utilising click-through terms and conditions on 
websites offering legal digital material, as Jerome Reichman 
and Paul Uhlir point out: 'users must accede to non
negotiable electronic contracts, which impose the copyright 
owner's terms and conditions without regard to the 
traditional defences and statutory immunities of copyright 
law' (Reichman and Uhlir, 2003: 378). Therefore, one of the 
key elements of the 'problem' of DRM technologies is the 
solidification of aspects of copyright law that have hitherto 
been indeterminate at the margins, with areas of legal 
greyness amenable to politics and diplomacy circumscribed 
or removed. 

This is to say that previously, the assertion of ownership 
(and thereby control over use) had been managed through 
the effective incompleteness of such claims, and the 
recognition of certain 'fair use' of rights-bearing works. 
In the past, and for most of the twentieth century, there was 
a grey area rather than a sharp division between owners' 
rights and theft; there was a realm of tacit acceptance of 
formally illegal activity. This area at the edge of the realm of 
IPRs' coverage, which was largely unenforced as regards 
owners' 'rights', still lay within the realm of formally
established legal protection owners might expect if they 
pushed their rights to the legal limit. However, for most 
industries a tacit acceptance of 'piracy' or 'leakage', while 
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this was of relatively minor extent, meant that such limits to 
protection were seldom claimed. 

For example, in the last quarter of the twentieth century, 
despite claims that 'home taping is killing music', the music 
industry accepted home compilations and a gift economy of 
private cassette tapes as beyond the realm of their ability to 
control. This acceptance was a reflection of the clearly 
degenerative copying technologies then available to home 
consumers. Similarly, for book publishers, photocopying 
may certainly have eaten into some sales but photocopying 
whole books, while sometimes undertaken, was at such an 
expense of time and money (copying was hardly a cheap 
option) that little real effort was expended tracking down 
individual 'pirates' (copy-shops on university campuses were 
another matter, and have been vigorously prosecuted for 
mass production of photocopied editions of expensive 
texts). In both cases, the serial copying of 'pirated' copies led 
to such quality shortcomings that the central reproduction 
technology retained its advantages. However, digitisation 
has changed this state of affairs. 

Digitisation has removed the quality/copy trade-off by 
allowing multigenerational copies to be, for all intents and 
purposes, exact copies of the original digital artefact, and 
thus the monopoly on high quality reproduction has been 
removed from authorised distribution channels. A 
'frictionless environment' for content, where successive 
copies do not degrade (Scott, 2001) immediately raises the 
potential threat that once a digital good is distributed, 
unauthorised copies can compete throughout its market for 
consumer use. And whereas in the past the users of copied 
goods would receive an inferior product, and thus the price 
discrimination between authorised and unauthorised copies 
was clearly reflected in the quality of product, digital copies 
have removed this distinction. In a very real sense there was 
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a social norm that linked high quality reproduction to 
legal consumption, and the acceptance of low levels of 
reproduction with illegal copies, and clearly maintained the 
advantages of legal consumption. 

The speed of technological advancement in the realm of 
digital copying 'forced' the content industries to respond 
(Kim, 2003: 97), but this also meant that the previously 
legitimated political processes for (re)balancing private and 
public rights/benefits were left behind in the scramble for 
protection. This rush for protection also reflected the 
perceived challenge that these new technologies presented 
for existing business models in the content industries. 
Indeed, the clear possibility of removing the inter-mediation 
between producers and audience that digital distribution 
promised, challenged the very role that the content 
industries have built their profits upon (Lucchi, 2005: 
1117-8). Thus, it should be no surprise that the content 
industries were at the forefront of the establishment of DRM 
software, and were voracious in their desire to see it legally 
protected from circumvention. 

However, and very importantly, as Jessica Litman has 
argued, copyright laws 'never gave copyright owners rights 
as expansive as those they have recently argued were their 
due' during debates around the 'copyright problem' on-line 
(Litman, 2001: p. 114). This is to say that copyright holders 
have never been granted the almost complete control over 
use that now seems to be claimed; in the past, once sold the 
use of the copyrighted item and its subsequent re-use were 
not subject to any real control. Indeed, as Lydia Pallas Loren 
notes: 

The law has never granted copyright owners an 
absolute monopoly. Instead, the laws strike a balance 
between granting a certain level of protection and 
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guaranteeing a certain level of access and use. The 
unregulated implementation of technological 
protection measures enables content providers to 
obtain protections the law does not afford. 
Technological protection systems can and should be 
employed by copyright owners to capture rights 
permitted by copyright law. The law, however, needs to 
guard against the use of technological protection 
systems to capture rights not permitted by copyright 
law. (Loren, 2002: 143) 

The move to enact measures like the DMCA has not 
reflected the balance of interests that copyright laws slowly 
established over a long political history, but does reflect the 
dynamic of this history (claims for rights contesting with 
claims for access). This is another attempt, facilitated by 
technological advances, to expand the rights of one specific 
interest, the owners, with little regard for the diminution 
of the other interests accorded weight by copyright in the 
past: the public or social good of access. 

The report by the Commission on IPRs (commissioned by 
the British Department for International Development) 
concluded that for developing countries, 'where Internet 
connectivity is limited and subscriptions to on-line resources 
unaffordable, [DRM technologies] may exclude access to 
these materials altogether and impose a heavy burden that 

delay the participation of those countries in the global 
knowledge-based society' (CIPR, 2002: p. 106).5 The extra 
controls that subscription on-line services and copy
protected products allow content owners dissipate the 
hard-won compromises for users which have been 
encapsulated by previous understandings of 'fair use' or 'fair 
dealing', and while the Internet may be increasing the potential 
access to global knowledge and information resources, 
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DRM undermines and compromises such possibilities in 
many areas of commercial information dissemination. 

Lawrence Lessig has argued that DRM and other linked 
control technologies may also allow powerful industries to 
'leverage' their control of 'real' markets into a control of 
'virtual' markets on the Internet (Lessig, 2001: p. 200, and 
passim). This is not to say Lessig is necessarily arguing 
against copyright or other forms of IPRs, rather he is 
concerned about the likely re-orientation of IPRs' balance 
between private rights and public goods. As he notes, 
recently IPR regimes have expanded beyond their initial 
justification (as encapsulated in law) to produce market 
constraints beyond the immediate realm of intellectual 
property, but such restrictions 'are artificial ... they simply 
benefit one person at the expense of another ... [But] if they 
limit the range of creativity by virtue of the system of control 
they erect, why do we have them?' (Lessig, 2001: p. 217).6 
Indeed, this normative problem reveals that the questions 
around DRM technologies are not questions of technical 
efficacy and cost, but rather the problem of mediating 
clashing interests in a relatively new technological realm. 

Therefore, at least as regards the manner in which fair-use 
is understood, the key difference concerns the way that any 
rights of unencumbered public access are conceived. On the 
one hand, for supporters of DRM, most obviously in the 
content industries (music and text) and those who wish to see 
the control of intellectual property consolidated, doctrines of 
fair use were never more than a tacit recognition that rights 
to halt or control copying and use were unenforceable at the 
margins. Now, DRM software allows owners finally to 
properly control and shape usage in their own interests as 
they have always been promised by the law. On the other 
hand, those who support public access rights (such as the 
UK National Consumer Council or the Electronic Frontier 
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Foundation) see the issue of fair use as directly linked to 
copyright's public purpose, and as having its roots with the 
recognition that any intellectual property rights carve rights 
out of a potential public realm of knowledge. Here, fair use 
is not merely a tacit recognition of regulatory (or market) 
failure, but rather a positive right of access that needs to be 
protected and articulated through the law. 

The legitimisation of IPRs, as laid out in the extensively
used narratives of justification I mentioned at the beginning 
of this book, assumes that property rights in knowledge 
serve a set of social goods. Chief among these is that social 
advance is served by the innovation and creation that 
copyright (as well as patents and other forms of IPRs) 
supports. While these justifications stress private rights, they 
have also always implied a 'knowledge commons' that is 
enlarged by the temporary enclosure of knowledge to 

encourage further intellectual activity. The control of 
content that DRM allows produces two clear problems in 
the enforcement of IPRs. Firstly, the breakdown of the 
mediated settlement over IPRs seems to be prompting a form 
of 'blowback', already evident in the music industry. The 
desire of 'owners' to enact monopoly controls has led content 
users to become more cynical about perceived profiteering, 
and hence the rhetoric of responsible consumption (allied to 
the narratives of private rewards) has started to crumble. 

Secondly, a disjuncture has opened up between the society 
in which rights are protected and the society in which users' 
costs are evident. In many national jurisdictions there 
remains a chance that public and/or political opinion can be 
mobilised either to restrain the actual enforcement of rights 
and their scope, or to (re)establish 'fair-use' through legal 
means as a recognition of the continued needs of the public 
realm. Furthermore, in national jurisdictions the bargain 
between private rights and public access has an easily 
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discernible pay-off: the society involved reaps the benefits of 
innovation and creativity. In the global realm, however, 
given the extremes of economic inequality, alongside 
necessarily diffused user communities, the rewards flow to a 
relatively closed group while the social advantages of 
advances may be limited by the constrictions put on use of 
content goods. These problems represent a breakdown in 
the social, or normative, bargain that has previously 
underpinned the recognition, use, and acceptance of IPRs. 

Where poor groups are excluded from use to important 
intellectual resources (for example, those carried in medical 
databases), access to ascertain any fair-use demands may not 
be possible (i.e. they may not be able to discover what 
specific content-goods might serve their needs without first 
paying for them). This has led Ruth Okediji (2000) to argue 
that although there are some aspects of 'fair-use' that can 
still be discovered within TRIPs, such provisions are 
fragmented and unsatisfactory. She argues that an 
'international fair-use doctrine' is required that would better 
reflect the explicit objective of article 7 of TRIPs, expressing 
the agreement's support for national legislation that 
balances rights and obligations. The case of DRM 
technology (and its legal support through the WCT) 
demonstrates the power of technological innovations to 
disrupt the legal settlements around IPRs, and certainly as 
with other past innovations in content distribution from 
print to video recording, there is likely to be a period where 
the previous balance between private rights and public 
benefits (or social use) remains disrupted before political 
process produces, through a series of explicit and implicit 
negotiations, a newly legitimated balance. However, in the 
post-TRIPs world the political process and deliberation (at 
the WTO or elsewhere) may be seriously truncated due to 
the wholesale shift in the balance of rights and obligations, 
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and the tension between global regulation and national 
political deliberative processes. 

Surrendering to digital rights 
management? 

One of the key drivers to deploy DRM is the removal of the 
area of greyness which had allowed some flexibility in 
the publidprivate balance for IPRs; DRM technologies were 
intended to shore up private rights and finally make them 
reflect the rights that, it was claimed, had been encoded for 
years in IPR laws. These legal rights, that had been difficult to 
enforce at the margins, would now be encoded in technologies 
that made infringement very difficult. Moreover, protection 
would be less reliant on unevenly recognised social norms of 
content use, such as those underpinned by the narratives of 
justification for IPR protection; even those who did believe the 
stories that are told to justify IPRs would have their behaviour 
constrained. However, at the same time the deployment of 
DRM has also made the private inroads into the public realm 
much more obvious by removing the mediated area older 
technologies had left as a 'buffer-zone' or grey area between 
contending interests over knowledge and information usage. 

In addition, the use of DRM reverses the burden of proof. 
Selena Kim sums up the issue well: 

In the analogue world, people go ahead and use the work 
if they believe themselves entitled to do so. It is only if 
users are sued for infringement that they invoke the 
relevant copyright exception as defence. In a digital world 
encapsulated by access control and with embedded copy 
control, a potential user of a work may have to ask for 
permission twice: once to access a work, and again to 
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copy an excerpt. The exception to copyright is not being 
put forward as a defence; it is put forward to show 
entitlement to use the work. (Kim, 2003: 112) 

There are two problems immediately apparent: the 
political, the second technical. Firstly, the assumption is that 
private rights are privileged and thus public access is in the 
gift of the owner, which represents a significant denial of the 
role of the public domain; secondly, by making such requests 
explicit and user driven, owners may be swamped by 
requests (producing delays that will negatively impact on the 
utility gained by use), while users may be dissuaded at the 
margins from using certain informational resources due to 
the process of requesting permissions. Generally, then, there 
may be a 'chilling' effect on the use of copyrighted materials. 

Siva Vaidhyanathan, discussing the DMCA, but with 
wider relevance, suggests that this reorientation of the legal 
institution of IPRs represents 'four surrenders': 

1. 	The surrender of balance to control ... content 
providers can set the terms for access to and use 
of a work. There is no balance if the copyright 
owner has all the power; 

2. 	The surrender of public interest to private 
interest. The rhetoric of 'intellectual property' in 
the 1990s was punctuated by appeals to prevent 
theft and efforts to extend markets. There was 

public discussion about copyright as a 
public good that can encourage a rich public 
sphere and diverse democratic 

3. The 	surrender of republican [sic] deliberation 
within the nation-state to unelected multilateral 
non-governmental bodies ... ; 
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4. 	The surrender of culture to technology ... 
[previouslyJ copyright was a public bargain 
between producers and users. It was democratically 
negotiated, judicially mediated and often messy 
and imperfect. Now the very presence of even 
faulty technology trumps any public interest in 
fair use and open access. (Vaidhyanathan, 2001: 
pp. 159-60) 

These 'four surrenders' have removed the grey area that 
allowed the contradictions between the fully expressed 
'needs' of rights holders and public (or social) users to remain 
unformalised, leaving a seemingly unresolvable conflict as a 
major problem within intellectual property politics. 

The privileging of owners' interests has a long history in 
the wider realm of intellectual property, but for the first time 
owners have been able to secure their rights not merely via 
legal limits on use (which have always been incompletely 
enforced), but through the limitation of the actual 
possibilities of technologies. Whereas in the past, limitations 
were in line with the possible uses of technological 
deployment, the instigation of DRM has involved limiting 
the already existing technological capacity for distribution. 
This has been linked to the reorientation of the knowledge 
commons, or public domain, to be only that which remains 
once all private rights have been exercised; it has gone from 
a positive good in its own right, to merely a residual 
repository. Thus, although much information is available 
freely on the Internet, much of this is only available because 
potential owners have decided not to exercise their rights 

technical limitations on access; material is available 
goodwill, and could be as easily withdrawn at any 

time, rather that available as a right beyond personal or 
corporate whim. While Vaidhyanathan is right that there is 

A~ 

Intellectual property and social norms I 

a shift in political deliberation (towards relatively 
unaccountable international/multilateral governance 
mechanisms), the more important shift is the attempt to 
render politics null and void through the imposition of 
technology. 

The central role of IPRs is to construct a scarcity as 
regards use where none necessarily exists in the realm of 
information and knowledge. Fair use (like term limits under 
patent law) has historically recognised that sometimes this is 
bought at too great a social cost and thus limits the 
monopoly rights enjoyed by the 'owner' by allowing some 
non~remunerated 'fair use'. Or as Glynn Lunney sums it up: 

Once we acknowledge the public good character of 
copyrighted works, then, from an economic 
perspective, fair use must necessarily balance, on one 
hand, the potential public benefit of additional or 
better works from prohibiting the use at issue, and on 
the other, the potential public benefit from the use 
itself. In applying this balance ... we should consider 
directly what the public has to gain and what it has to 
lose for the use at issue given today's technology and 
associated market structures. Under this balancing 
approach, a use should be found unfair and hence 
infringing only where the copyright owner has proven 
by the preponderance of the evidence that society has 
more to gain than it has to lose by prohibiting the use 
at issue. (Lunney, 2002: 1030) 

While this might involve some arguments about the burden 
of proof and how such claims could be established, it also 
allows for a consideration of whether potential damages and 
future possible losses might be discounted and actual current 
usage benefits privileged. This balancing may have been 
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pursued in the past (although even then this is probably 
exaggerating the public benefits captured by fair use as 
regards previous content distribution technologies), but 
digital rights management will have (and is already having) 
the effect of shifting this posited private/public bargain 

the direction of greater protection of 'owners' 
rights, with a considerable diminution of social rights of 
public access, and an effective denial of any process of 
re-balancing. 

Notes 

1. This 	is largely the result of corporations' success in achieving 
recognition for themselves as individuals under law (able to 
benefit from rights accorded to 'natural persons'), see the 
discussion of the history of this development in company law in 
May (2006b). 

2. A comprehensive guide to the legislative changes made 	by the 
EU, Australia, Japan and the US in response to the WIPO treaty 
can be found in Kim (2003), which, however, rather 
optimistically concludes: 'Hopefully, in the future, with 
decreased transaction costs and an efficient way to deal with 
access to works, there will be fewer problems [regarding 'fair 
use' access to DRM protected files]' (Kim, 2003: 119). I am not 
so sure. 

3. For the long history 	of copyright see May and Sell (2005), 
and for a recent brief discussion of these issues see Chang 
(2005: 241-6). 

4. Although organisations from the National Consumer 
to Free Culture UK have been raising these issues in various 
forums, most of the press and media coverage of this issue in 
the UK takes the industry view as normal and the criticisms 
(in most cases) as merely interesting 'balance'. 

5. See also Electronic Frontier Foundation (2006b). 
6. In March 2006, Lessig welcomed 'Sun's efforts 	to rally the 

community around the development of open source, royalty 
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free DRM standards that support "fair-use" and that don't 
block the development of Creative Commons ideals' (see 
http://biz.yahoo.com/prnews/060321/sftu071.html?.v=46). 
While it remains to be seen what the standards developed look 
like, it could as easily be the case that this would ensure the 
expansion of DRM-related restrictions bringing about exactly 
the sort of over-arching environment of control that Lessig 
fears. 
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Notes 

1. 	 The practical and ethical conflicts around the issue of 
exhaustion are discussed at some length by Tai 

2. 	 Fuller discussions of the issues raised in 
paragraphs can be found in Halbert (2005: pp. 43-57) 
Madison (1998). 

3. 	 See discussion in Chapter two. 
4. 	 See Lawrence and Timberg (1990) for discussion of both 

previous technological changes' impact on 'fair use' and also 
extended discussion of the technological challenges of the 
1970s as regards the 'fair use' of copyright content. 

5. 	 Although Apple's recent difficulties regarding its ilunes DRM 
in France suggest that these developments are not universal 
nor uncontested, see next chapter. 

6. 	 The European Parliament and Directive on 
'Harmonisation of Certain Aspects and Related 
Rights in the Information Society'. 

7. 	 'Arrest sparks boycott of US' Times Higher Education 
Supplement 17 August 2001: 12. 

8. 	 See Fred von Lohmann's remarks in Fordham IPMELJ 
(2005: 1045). 

9. 	 However, Rothchild does make this distinction, noting that 
the effects of the introduction and use of DRM in markets 
where copyright holders have monopolistic control or 
relatively high levels of oligopolistic control will be very 
different from more highly competitive markets for 

knowledge related goods and services. The 
key issue is the interchangability between different monopoly 
products in any specific content market (Rothchild. 2005: 
539ff). 

10. 	See Fred von Lohmann's remarks in Fordham IPMELJ 
(2005: 1049). 

A4 

Digital rights management: 
two cases for consideration 

Having explored issues around the deployment and use of 
Digital Rights Management technologies in somewhat 
general terms, I shall now consider two industries where 
these new technologies have become increasingly evident. 
The reasons for choosing the music industry and the 
software industry are twofold. Firstly, for non-specialists 
these industries are the sectors where most likely they (you) 
have already encountered DRM; as a result, these sectors 
have generated significant debate about the impact of DRM 
across the spectrum of commentary (from weblogs and 
casual communication, through articles in the media, to 
responses from consumers' rights organisations). These 
sectors will be familiar, and thus the discussion of how the 
political economy of DRM has played out will be directly 
relevant to many of your own experiences. Secondly, by 
taking one content industry, and one facilitative industry, we 
can examine the broad range of issues that were raised in the 
previous chapters through a series of practical illustrations. 

Examining the music industry continues to set the 
question of DRM in the historical context of the 
development of copyright law, in as much as the deployment 
of DRM has ruptured previously relatively-settled bargains 
between private rights and public goods in this sector, and 
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thus reveals why some issues around the use of DRM have 
become politically problematic. Including the software 
industry allows us to examine issues around the 
technological facilitation of knowledge and information 
usage, and by doing so locates the 'problem' of DRM at the 
centre of discussions about the possibilities and promise of a 
new 'information age'. Moreover, as Tim O'Reilly has pointed 
out, the music industry does not really seem to have learnt the 
lessons that the software industry's initial use of prototypical 
DRM tools revealed in the 1980s (O'Reilly, 2003). Thus, by 
examining these two sectors we may also gain some insight 
into the possible trajectory of the music industry from the 
strategies and problems encountered in software. And 
finally, by examining a facilitative sector we can further 
develop our understanding of the wider issues for an 
'information society' represented by the control model that 
is encapsulated by DRM technologies. 

The music industry and digital rights 
management 

In the music industry the deployment of various forms of 
DRM has been presented as the answer to a set of 'problems' 
related to the Internet that have been identified by 
commentators both within, and outside, the 'business'. 
In many ways these issues echo similar concerns which 
focused on previous (re)recording technologies, and as such 
this has led to a certain level of scepticism among consumers 
and their representatives about this proposed solution to 
'piracy'. The invention of each new carrier medium for 
music (starting with piano rolls and then a succession of 
other technologies, including vinyl records) has repeatedly 
contributed to shifts in the distribution of reproduced music, 
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driving some companies out of business and helping others 
get started. Digitisation is having a similar impact: as before, 
those companies that have benefited from the previous array 
of technologies are fighting hard to maintain their position, 
and the deployment of DRM is seen as crucial to these 
companies' survival strategy; new companies with different 
business models have embraced the possibilities of the 
Internet and digitisation (but have also in some cases, such 
as iTunes, deployed DRM as well) and are challenging the 
profits and market share of the previously dominant 
providers. 

In the last quarter of the twentieth century, the recorded 
music industry was patterned by consolidation of the mass 
market, and now just four 'majors' currently dominate the 
global market for recorded music: SonylUniversal Music 
Group, Warner Music Group, Bertelsman Music Group, and 
EMI.1 These companies are part of larger entertainment 
conglomerates whose interests stretch from film production 
to hardware manufacturing. Most accounts put their 
collective share of the global market for recorded music at 
between 75% and 80%, and they remain overwhelmingly 
dominant in their main markets. 2 Until the 1970s, the 
industry relied on independent companies in each national 
market to deliver its product to retailers, but during that 
decade consolidation and concentration in the distributive 
sector allowed each major corporation to carve out a 
segment of this market for itself (cutting out the second level 
of one-stop distribution companies) (Burnett, 1996: p. 61). 
Once again, this question of distribution (and the removal of 
one or more layers of intermediation) is changing industry 
practices and markets, with digitisation prompting a partial 
breakdown of the supply system built up since 1980. 

It is also important to recognise that the sector's 
profitability has become more and more based on the 
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creation and exploitation of copyrights, exploitable music 
products defined and protected by intellectual property 
laws. Or as Simon Frith put it twenty years ago: 

For the music industry the age of manufacture is now 
over. Companies (and company profits) are no longer 
organised around making things but depend on the 
creation of rights. (Frith, 1987: 57, emphasis in 
original). 

Companies have been able to exploit these rights, partly in 
the traditional manner of selling carriers (LPs, CDs, 
cassettes), but also by exploiting the rights' income that can 
be gained through public performance, and through music's 
role in enhancing the value-added of other goods (from 
advertisements and movies to the new market in mobile 
phone ring tones). The possibilities of value added spread far 
to include rights over marketing artists' images on clothing, 
image rights and other areas where the star-value can be 
co-joined with other products to enhance overall market 
price (through brand association). While noteworthy for its 
unprecedentedly high value, EMl's contract with Robbie 
Williams ensures the company controls the rights income in 
all these areas, not merely the direct recording rights, 
demonstrates the company's recognition that it needed to 
diversify its income stream from merely being focused on the 
sale of the (reproduced) music, and is exemplary of the 
shifting character of music business contracts more generally. 

This shift away from a primary concern with the sale of 
the carrier medium has increasingly, and unsurprisingly, 
focused the industry'S worries on the infringement of rights. 
While digitisation was initially seen as a boon to the 
industry, it has now become somewhat of a mixed blessing. 
Digital recordings were originally marketed as a better 
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sound (although still pressed on vinyl): in 1979, Warner 
Brothers proclaimed Ry Cooder's album Bop till you drop a 
revolutionary new 'clean' sound. Even the initial encoding of 
digitised musical performances onto CDs did not reveal the 

implications of digitisation. However, once digital 
copying technologies became available to the consumer 
(rather than merely an expensive professional technology), 
copy-to-copy quality degradation disappeared from 
consumer equipment and the industry's previous practical 
protection against extensive illegal duplication evaporated. 
This was not unprecedented: the arrival of cassette tapes had 
lowered the costs (and technological resources needed) to 
copy legitimate recordings, dispensing with the previous 
cumbersome reel-to-reel recorders for home use. However, 
while tape-to-tape copying involved some quality degradation 
and thus limited its appeal, digitisation has removed this 
impediment to the full enjoyment of 'infringing' copies. 

As there is probably no industry more reliant on copyright 
than the music industry, much of the popular rhetoric about 
copyright 'piracy' and 'theft' is related to the copying and 
reproduction of music. Indeed, this rhetoric has a long 
history and the music industry is only the latest in a long line 
of beneficiaries of copyright's monopoly rights to have told 
a story of piracy (Halbert, 1999). It is this rhetoric of 
victimhood that the music industry has deployed again and 
again to justify the legal and technological moves that 
underpin the deployment of DRM. As the National Consumer 
Council and others have pointed out, music industry 
representatives are concerned about the abuse of their 
copyrights by individuals in their homes, and by organised 
crime's mass production of counterfeit CDs, but often try to 
demonise the former by conflating them with the latter. 
Organised counterfeiters have certainly flooded some 
markets with CDs, but the real long-term threat to the 
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industry's current way of doing business may be the advent 
of digital copying at home and a social change in attitude to 
music consumption; a change that DRMs try to forestall or 
at least limit in its effects. 

The legal protection of DRM, however, also makes 
explicit that the rights being protected are neither 
performers' or authors' rights, but rather the rights of 
industrial 'owners', and therefore while arguments 
supporting copyright continue to appeal to narratives of 
individual creativity, the legal regime around DRM is 
explicitly a response to a threat to large-scale commercial 
interests. Perhaps in recognition that these protections will 
still be unlikely to enable them to prosecute the large scale 
individual trespass on their rights, the industry has also 
stepped up its (re)inscription of consumption norms; 
industry representatives focus on the plight of musicians, not 
companies. The discourse around copyright serves the 
industry well here, focusing as it does on the individual 
creator, stressing the rights for such individuals to both 
benefit from the use of their creations, and to control the 
way these creations are used. 

As Wilfred Dolfsma noted, the difficulty for the industry 
is that intuitively, many consumers recognise that while the 
'intended effects of copyright are to create a flow of income 
for creative artists in order to encourage creative activities, 
the real effects are different ... [creating] an environment 
where record companies and music publishers make large 
profits' (Dolfsma, 2000: 6), Indeed, as David Nelson 
reports, with the exception of a few globally-predominant 
artists, there are few who make money from their royalty 
payments; Nelson assembles a gallery of relatively famous 
artists who claim to have never had a royalty cheque, 
dHllVU511 one must assume this means that their royalties 
have never outstripped the 'advance' paid on signing their 
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recording contract. Nevertheless, most (relatively) successful 
artists continue to make a living from live performance and 
thus the exposure that (free) file downloads provide are 
valuable for expanding the audience for performance 
(Nelson, 2005: 577-90). Indeed, one recent study reported 
in the Financial Times suggested than the vast majority of 
artists made more from touring than from royalties, with 
large stadium-level acts typically making 75% of their 
income from live performances (Edgecliffe-Johnson, 2006). 
This may be why the music industry has been able to find 
relatively few artists to come out publicly against (digital) 
copyright infringements. 

Although unlikely to pass off home-made copies as our 
own creations (plagiarism), the re-recording of selected 
tracks onto recordable CDs (or cassettes), or the recording 
of whole CDs for friends is seldom regarded as immoral or 
illegal (see also Frith, 1987: 60). Joelle Farchy and Fabrice 
Rochelandet surmise that: 'illegal copying in the record 
industry can also be interpreted as a natural reaction of 
consumers confronted with a highly concentrated market, in 
which copyright law essentially protects the monopoly of 
the major companies' (Farchy and Rochelandet, 2002: p. 182). 
Thus, it may be the suspicion (or even contempt) of the 
music industry itself that has lessened the social barriers to 
copying copyrighted music. Additionally each case of reported 
sharp practice by record companies that appears in the media 
(and this is hardly an uncommon occurrence) does little to 
shore up their reputation as responsible and 'fair' operators. 

This mistrust of record companies suggests that one 
possible future for music is a return to the performance
centred model, alongside sponsorship deals for tours, and 
the use of linked products (such as tour merchandise) to 
support the income of musicians alongside direct sales of 
(own-produced) CDs. This is already happening and has the 
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potential to return music to something similar to the 
socio-economic model of minstrelsy and patronage that was 
historically predominant prior to the successful insertion of 
intermediation services by the recorded music industry in the 
twentieth century. Moreover, using on-line communities like 
Myspace and other arenas, musicians are starting to both 
establish direct contact with their fans for promotional and 
marketing activities, but are also increasingly able to sell 
their music direct to their fans, bypassing the established 
music industry completely. 

Nevertheless, the music industry has put their hopes for 
salvation in DRM, and to support this technical fix the 
industry (alongside the film and software industries) lobbied 
hard for a new (globalised) legal protection against the 
circumnavigation of technical protections for copyrighted 
material.3 Established in the World Intellectual Property 
Organisation'S multilateral Copyright treaty in 1996, this 
protection was included as a major element in both the US 
Digital Millennium Copyright Act (DMCA) 1998, and in the 
EC Directive on Copyright 2001 (discussed in Chapter two). 
In the EU and the US it is now illegal not only to use, or 
develop processes which might circumnavigate DRM 
software protection, but also to 'traffic' in these processes (to 
publicise them on the Internet or elsewhere) (Bygrave, 2002). 
As I have already discussed, there are a number of legal issues 
that both these laws raise about fair use, not least that each 
makes it illegal (except in narrowly defined circumstances) to 
distribute software or other tools for circumnavigation, even 
if the circumnavigation itself is intended to allow actions 
and uses covered by 'fair use' exceptions within the 
legislation. The control of copyrighted material which was 
to some extent lost after the Sony vs. Universal Studios 
landmark recognition of 'fair use' copying of copyright 
protected productions, has been potentially regained. 
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That said, even the music industry recognises that in one 
sense it is fighting a rearguard action against the successors 
to Napster. While Napster ran off a central server and was 
therefore easily targeted by rights enforcement efforts, the 
non-centralised file-swapping (peer-to-peer) networks like 
Gnutella, Aimster, Kazaa, Grokster, Freenet and others will 
be much harder to close down as there is no-one who can be 
easily held legally responsible (Leyshon, 2003: 18-21), and 
as many of these products have been developed as open
source software, it is often difficult to ascertain a single 
'directing mind' that might be targeted for prosecution. As 
an alternative record companies have launched a number of 
legal actions against Internet Service Providers (lSPs) to trace 
specific bulk infringers. However, peer-to-peer file-transfer is 
not only slow and time-consuming, for many it is beyond 
their technical capabilities, and therefore the threat remains 
more potential than actual. Although the technical-skill 
threshold is dropping all the time with the spread of 
broadband, and easier to use copying tools, most consumers 
want reliable and safe services and have flocked to the legal 
file download providers that have established themselves 
since 2003. The market leader iTunes (that uses a system of 
DRM for its services) accounts for an ever-increasing share 
of music sales, with a clear impact on sales charts (in 2006, 
the Gnarls Barkley single 'Crazy' became the first single to 
reach the UK number one spot from download sales alone). 

Older generations grew up with the expectation that 
music would be purchased from retailers, and that the 
carrier itself had some intrinsic cultural value (the record 
collector was only the more extreme version of this 
practice). But, as Paul Brindley notes, the 'qualities which 
today's older consumers frequently associate with music - the 
anticipation of buying a record, the tactile nature of 
handling it for the first time, the sense of ownership as it 
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becomes part of the collection - could well become 
anathema to music fans of the future' (Brindley, 2000: p. 35). 
Certainly, music seems to have become much more of a 
disposable consumption item, and has moved away from more 
'artistic' models of long-term commitment to consumption 
(although such models of aesthetic enjoyment were always 
partial), leaving the possibility of developing long-term 
careers based on large communities of committed fans much 
harder. Although this may further facilitate digitisation and 
pay-per-play service models of music distribution, it also 
undermines the socialisation into music consumption that 
the record companies, at least partiy, have relied on in the 
past to maintain their income streams from major stars. 

While the 'problem' of illegal downloading is currently 
not as widespread, nor as easy for the normal consumer as 
the hyperbole from the industry would have us believe, 
neither is it completely clear that it is a problem. It is not 
certain that file-down loaders do not buy CDs: one French 
study suggested that over half of downloaders went on to 
buy CDs of artists they had sampled over the Internet (study 
cited in Farchy and Rochelandet, 2002); other research 
among users has concluded that while file-sharing certainly 
takes place among social networks, this is part of a 
communal consumption of music that expands the number 
of people likely to purchase music CDs by these artists 
(Jackson et aL, 2005). Thus, while there can be 
of the potential for digitisation to disrupt the music 
industry's industrial organisation, it is not self-evident that it 
will necessarily immediately do so. 

Actual studies of consumer behaviour suggest that there 
are ways in which the previous modes of distribution can be 
dovetailed with the new consumer practices that are enabled 
and fostered by the increasingly widespread use of the 
Internet (and broadband connections).4 However, this is not 
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how the major record industries see it, and one of the key 
elements for particular rights' holders to adopt forms of 
DRM is the perception of the extent of unauthorised copies 
that are being made of any specific product 
2005: 556). Here, music industry representatives and leaders 
have always been of the opinion that there are a large 
number of infringements taking place that are robbing the 
industry of revenue. However, this is based on an assumption 
that all infringing copies crowd out non-infringing copies of 
any specific musical product. Given the increasingly varied 
choice both of forms of music itself, and also between music 
products and other lifestyle and leisure activities (such as 
computer games, surfing the net, and so on), while some 
music may be listened to and downloaded if it is effectively 
free, charging for such products might decrease the 
distribution of such music quite severely. Conversely, the free 
distribution of music files may itself stimulate more sales 
among marginal consumers, where having sampled music 
they might not have bought speculatively, they actually 
purchase the products they have initially 'stolen'. 

Nevertheless, alongside the technical fix of DRM (and the 
attempt to constrain undesired behaviour among 
consumers), the music industry has also started to punish 
infringers. In September 2003, the Recording Industry 
Association of America settled its case against a twelve 
year-old female honours student in Manhattan. Recovering 
$2000 from a child living in subsidised housing did not 
provoke positive headlines on the front pages of either the 
New York Post or New York Daily News. Rather, the notion 
of suing children produced a popular howl of disgust 
(Paczkowski, 2003). However, it is possible that this finally 
also alerted parents to the difference between their children 
watching TV and using a Internet-enabled computer, and by 
doing so changed the social or home environment that 
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young consumers enjoy when surfing (Hughes, 2005: 
735-6). Antagonising your prospective long-term consumer 
base may not be a viable way to deal with problems in the 
industry, but equally if the lawsuits have changed the 
behaviour of young people (through the agency of worried 
parents) then this could be a positive result for the music 
industry. Indeed, in the wake of the initiation and publicity 
around the music industry lawsuits in 2003/2004, US 
evidence suggests illegal downloads declined and CD sales 
began to climb again, possibly indicating that previously 
illegal consumers were being brought back into the fold 
(Hughes, 2005: 743). However, as with any complex 
consumer market such single factor causal explanations, 
while neat, are difficult if not impossible to substantiate. 

The varying and ongoing technological and legal 
strategies adopted by the industry may indicate that the 
'majors' will survive this latest set of challenges (McCourt 
and Burkart, 2003). However, this will involve some clear 
changes in the way they do business; paradoxically the 
strongest contender for a new business model has emerged 
from the software/computer industry rather than from 
within the industry itself. The iTunes Music Store launched 
by Apple in April 2003 suggests that rather than suing or 
attacking the audience for music, competition with illegal 
copies will be more successfully based on the quality and 
breadth of catalogue offered. Making a back catalogue 
available that only sells to a relatively small audience is also 
considerably more viable in the download model than when 
such a back catalogue has to be manufactured prior to sale (on 
CDs). Here, the music industry could respond to recent 
discussions of how the Internet allows the exploitation of 
the long tail of small quantity sales in any area (perhaps best 
typified by Amazon's success in selling less well-known and 
less in-demand, but in-print, books). 
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Indeed, a study by Piet Bakker (2003) demonstrates the 
plausibility of this strategy: iTunes dispenses with the slow 
frustrating search for a good file among many offered on 
illegal services, with only one legal file of a song offered; for 
parents, iTunes allows children to be shielded from 
pornography, and for all users, the safety of files known to 
be free of viruses. iTunes also includes features such as 
artists' own play-lists and other (marketing) features absent 
from illegal systems. The issue of pricing remains, and 
Bakker concludes that there will always be those who use 
illegal services. Nevertheless, iTunes' sales during its first 
eighteen months were around 1.5 million downloads a week 
and increasing, with 25 million songs sold in the first three 
months (Naughton, 2004), and by the beginning of 2006 
Apple was able to report the one billionth download 
(Johnson, 2006). In April 2004, Sony launched its similarly 
structured SonyConnect exploiting the company's strength 
music and hardware, demonstrating some confidence in the 
potential of this new mode of commodity relations (although 
this has been badly undermined by the publicity around their 
CD DRM). By 2005, the market was worth around 
$500milion, and looked to continue its accelerating growth 
(Brown, 2006). The industry is seeking to re-establish a 
profitable and extensive core for the its future, and certainly 
given that the companies are able to earn more per track through 
iTunes than the equivalent from CD sales (Steve Jobs, quoted 
in Brown, 2006) this may provide some respite from other 
pressures, provided that the current government-linked 
investigations on pricing on both sides of the Atlantic do 
little to force reductions. 

Perhaps most interestingly, while iTunes and SonyConnect 
have to various degrees retained aspects of DRM, the second 
placed provider in the market for digital downloads, eMusic 
which specialises in music from independent labels, supplies 
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files for download that are completely free from any 
DRM-related restrictions. Thus, without deploying any form 
of restriction on use (and thus allowing files to be potentially 
freely onward distributed from initial purchases), eMusic 
has established its position as the second largest on-line 
retailer of downloads, selling around 3.5 million songs a 
month (EDRI-gram, 2006). There is also an increasing 
awareness that utilising such services as Myspace (following 
the example of the Arctic Monkeys in the UK) may be a way 
of securing a fan base that will then prompt a major record 
company to sign a band to a more traditional contract. This 
use of file-sharing and downloading has prompted the 
establishment of services which allow various forms of 
downloads for unsigned bands, ranging from free services 
(often through Myspace or similar 'community' portals), to 
sites that offer sales packages, although not always utilising 
DRM protection for the files provided to fans. 

On one level, it may all be a question of how music is 
consumed: the market for DVDs has been much less afflicted 
by home copying (although organised criminal counterfeiting 
remains a major problem). However, as Fred von Lohmann 
has pointed out, this is hardly because DVDs cannot be 
copied in the same way CDs can. Rather, they are a much 
more complex product, consumed in a different way, and 
perhaps most importantly through either rentals or purchase 
can be consumed much more cheaply relative to single music 
tracks.5 The cost in time and effort to secure a digital copy 
of a film far outweighs the cost of consumption (with rental 
costs for a movie well below the legal download costs for an 
entire LP worth of songs), and suggests that the music 
industries' real problem is a question of pricing rather than 
home based 'piracy'. 

One shift in practice that may save the physical-carrier 
element of the music industry, and which is already starting 
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to happen, is for companies to provide extra value-added 
material to make a CD a more attractive purchase. 
Thus, some releases are already coming with extra CDs of 
remixes, or are released as dual-use discs which in their 
DVD mode contain videos, unseen interviews and other 
elements that consumers might regard as adding value to the 
product. These moves to a more complex product may allow 
the industry to balance a market for transient music 
consumption, based on downloads, with a longer-term more 
traditional market (with some continued attempt to build 
fan loyalty to specific artists) through the continued sales of 
CDs. Thus, the deployment of DRM as a 'fix all' solution 
misunderstands the changes in consumption patterns and 
the increasingly competitive environment that surrounds the 
music industry. 

If this was the end of the story of DRM in the music 
industry then all might be relatively uncontroversial; 
consumers and companies slowly edging towards a practical 
compromise. However, as users of copy-controlled CDs have 
started to find, DRM may also halt activities at home that 
were previously perfectly legitimate; some copy-controlled 
CDs will not even play on certain players (or in-car systems). 
This has led consumer organisations in Europe to challenge 
the music industry's use of copy-control systems (a form of 
'hard DRM') and although these case have had a mixed 
record of success,6 they have prompted one major player 
(Sony) to withdraw their system and no longer release CDs 
with the technology in place (see preface to this volume). 
Although in September 2003 the French consumer 
organisation UFC-Que Choisir won a case against EMI, 
forcing them to remove copy-protected DVDs from the stores, 
this success has not been repeated in other jurisdictions, nor 
repeated in France, and if France implements the EUCD the 
situation may subsequently change? More generally, various 
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courts in Europe have maintained that there is no 'right' to 
privately copy, rather there are only such allowances as the 
rights' owner might wish to make. Indeed, as Natalie 
Heiberger (2004) summarises, these recent European cases: 
'consumers have no clear legal standing under copyright law'. 
The deployment of DRM makes this lack of rights more 
obvious and contentious. 

Finally, one of the key problems that has been encountered 
by purchasers of digital music file playing devices is the lack 
of interoperability between systems. The DRM and software 
configurations of the iTunesliPod system are closed, and 
thus there is no possibility of transferring files between 
players,S while Virgin Digital's MP3 files can only be played 
on iRiver or Zen MP3 players (or other players that can play 
DRM-protected Windows Media content). Indeed, for 
consumer groups the question of interoperability has become 
a key concern (BEUC, 2004; NCC, 2004), while also being 
recognised as a competitive issue by the Organisation for 
Economic Co-operation and Development's Working Party 
on the Information Economy (OECD, 2005: 95). An attempt 
by three Scandinavian countries to require Apple to allow 
iTunes-purchased downloads to play on other systems 
(by downgrading their onboard DRM) has been broadly 
supported by the UK music industry's trade association 
(Ibsion and Braithiwaite, 2006). By tying consumers to one 
set of technological devices through the supply of DRM 
protected files only playable on these specific players, service 
providers have been able to constrain competition between 
platforms. Certainly consumers can choose one or other 
platforms, but because DRM tools halt the moving of files 
from one system to another, consumers are effectively locked 
in to one technology supplier. 

This ability to tie customers into a system once they have 
made the initial commitment is a major boon for the 
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providers of the DRM-enabled device. Not only does this 
provide them with a relatively captive customer base for 
upgrades and new devices, but has established market power 
in the sector for the equipment makers at a cost of control 
by the record companies (and hence the record companies' 
support for the Scandinavian action). An operator like 
iTunes can become a gatekeeper to a vast audience, 
effectively controlling who the content/music company can 
access. Thus, not only can consumer behaviour and 
consumption practices be controlled through the DRM tools 
embedded within the technology, this environment delivers 
(when interoperability is unavailable) significant market 
power to a different group of companies than have been in 
control in the past. In this sense, perhaps the most delicate 
problem for the music industry in the use of DRM is 
the shift in market power that it causes, at the cost of the 
consumer and to the advantage of some, but by no means 
all, the companies providing goods and services in the music 
sector. However, this shift in power is perhaps more evident, 
and troubling for the established companies in the area of 
software, as there it is taking a different direction which is 
potentially more beneficial to users than owners. 

The software industry and digital 
rights management 

Having examined an important consumer industry, I now 
turn to a facilitative industry to further highlight issues and 
problems related to the deployment of DRM. Digital rights 
management already has been extensively deployed in the 
realm of software to deal with the problems of unauthorised 
copying and distribution of software packages, and in this 
sense was a similar defensive response by an industry to the 
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perceived rights-infringing behaviour of its customers. 
As I have already noted in Chapter two, the early history of 
DRM in the software sector was a period of experiments 
with successive software limitations being 'hacked' and 
broken by those who wished to retain some flexibility of 
use, although for many in the (proprietary) software 
industry such claims were merely a euphemism for the 
challenge of cracking the software. More recently, this 
hiCM,." of attempts to deploy stringent DRM in software has 

encouraged the further expansion of the FOSS movement. 
The deployment of DRM in software has prompted not 
only complaint and critique (as in the music industry) 
also long-running legal 'resistance' that is considerably 
more organised than anything the music industry has 
had to confront, although some direct parallels might be 
drawn between FOSS and the digital distribution of music 

Computing itself has a long and often told history, 
stretching from Charles Babbage to Alan Turing, and 
onwards into the period of acceleration from the 1970s to 
the contemporary Internet stage (see, for instance, 
Naughton, 1999). This history, while important, need not 
detain us here, rather I will focus on the personal computer 
(PC) - the increasingly dominant entry technology for the 
'Internet generation'. By some accounts, the emergence of 
the PC from the shadow of large-scale mainframe computing 
is regarded as the triumph of specific individuals whose 
day-jobs often involved working for the large scale 
computing corporations, but whose interest in the potential 
(and excitement) of computing went far beyond these 
demands. These men (and they were mostly men) went on to 
found Apple and Microsoft as well as many other Silicon 
Valley technological hot-houses. 9 In this history, the 
Home-brew Computer Club, where Steve Jobs and 
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Steve Wozniak among others started to push the 
development of smaller computers, has an emblematic 
status, as does the Altair 8800, the first readily available, 
cheap (at $400 in kit form) computer for home use. 

As Paul Ceruzzi points out, because early computers were 
so cumbersome, and used only for highly-specialised 
mathematical work, there was little reason to expect their 
use to become more widespread: 

... three factors contributed to the erroneous picture of 
the computers future: a mistaken feeling that 
computers were fragile and unreliable; the institutional 
biases of those who shaped policy towards computer 
use in the early days; and an almost universal failure, 
even among the computer pioneers themselves, to 
understand the very nature of computing. (Ceruzzi, 
1986 [19971: p. 120) 

Thus, it was on the margins, in the computer clubs, with the 
kit makers, that we find the origins of the (so called) 
'information age'. In this narrative, these groups of 
revolutionaries 'freed' computing from its institutional 
shackles while the big computer makers, predominantly 
Digital and IBM, studiously ignored the explosion in interest 
in building kit computers (Winston, 1998: p. 233), preferring 
the relatively easy profits garnered from their existing 
mainframes and big computing. This story presents the 
information society as partly the result of individual efforts 
to free computing from the domination of the mainframe, 
and partly the fulfilling of computing's characteristic destiny 
as an individualised technological (and facilitative) tool. 
The individual desire for technological expression, 
home-usage and play were profound drivers for home 
building and, therefore the usage and the early development 
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of the PC we know today. Likewise, in the stories and 
mythology surrounding the later development of free and open 
source software, the triumph of dedicated individuals (like 
Richard Stallman or Linus Torvalds) against the power of 
the powerful major companies (most often the demonised 
Microsoft) is an oft-repeated motif. 

Whereas the government-funded origins of the Internet 
have been explored at some length,lO the underlying 
enabling technology has largely been naturalised or assumed 
to be unproblematic. Thus, for example, Manuel Castells 
ruminating on 'Lessons from the History of the Internet' 
stresses that the Internet had its roots both in the ARPANET, 
which was funded and developed under the auspices of the 
US Defence Department, and in the 'grassroots tradition of 
computer networking' (Castells, 2001: p. 12). However, 
while Castells goes on to discuss the unlikely combination of 
(in his words) 'big science, military research and the culture 
of freedom', this account omits how the PC itself was 
developed. Without PCs, the Internet would have remained 
limited to academic institutions and some linked 
organisations or government departments: it is unlikely that 
it would have developed into the enabling technology of the 
information age. Here is not the place to set out a history of 
the PC, examining the rivalry between Apple and IBM 
standards, and the accordance of such mass-market 
producers such as Dell Computer, but the key thing to recall 
is that without the development of the desktop PC, the 
software market would not exist as it does today. 

The shift away from mainframe computing started with 
the minicomputer, that while hardly portable or desktop 
sized, was less cumbersome and site specific than the 
mainframes. Moreover, minicomputers, with their relative 
freedom from the overarching dependence on a central 
provider (for software and for sub-contracted operators) 
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facilitated the emergence of specialised and (relative) 
independent computer software engineers. It was among this 
group that the moves to new forms of operating system 
(most famously UNIX) would take place. This shift away 
from large mainframe computing gathered pace, as the 
advantages of smaller computers became clear and started to 
open up a potential mass market for computer hardware 

desktop PC and later the laptop computer). 
These developments finally started to establish a 

non-technical non-specialist market for software largely 
driven by IBM's development of the PC, that underpinned 
the accelerated advance of Microsoft and the dominance of 
the MS-DOSlWindows-based operating system. Given the 
growing ease of copying complex computer files, even by 
technically unsophisticated users, once large companies 
began to see the profit potential from a mass market in 
software the need to protect products from unauthorised 
duplication became a key strand of research and 
development. Indeed, as the effort to create software has 
always far outweighed the effort required to copy it this 
issue arose almost from the beginning of the software 
industry, as separate from the supply of physical machines. 
As I have already discussed the important elements of the 
background to the utilisation of DRM in the software 
industry in a previous chapter, here I will merely summarise 
its effects before looking at the response that has emerged 
around the notion of 'openness', 

The key impact that DRM has on users of PCs and other 
devices is that it constrains their own control over their device, 
and also may adversely affect the security of the machine itself. 
The utilisation of DRM systems in software can deny or at 
least constrain interoperability either by the recognition of 
'non-trusted' programmes on the machine, thereby halting 
the deployment of the DRM-protected software, or where 
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older versions of linked software remain, the DRM-protected 
software may 'require' owners to update linked (but not 
necessarily vital) software (BUAC, 2004). Thus, for instance, 
a DRM-protected printer driver may require the most 
up-to-date version of Microsoft Explorer to be running (so it 
can automatically check for updates) while the printer itself 
does not require Explorer to carry out printing tasks. Thus, 
the use of on-board surveillance and checking mechanisms 
(a key element of DRM tools) has the ability to force 
consumers into additional purchases to get their initial 
purchases to work as intended, reflecting not their needs but 
the desire of software providers to generate extra business by 
prompting (or perhaps it would be better to say forcing) 
upgrades. While it is not necessary for DRM to be used in this 
way, its potential for supporting market control is recognised 
by suppliers of various types of software and hardware. 

This control also allows market segmentation and price 
discrimination, because DRM can easily halt the emergence 
of secondary markets for the products that are protected 
(The Economist, 2003). Although historically copyright has 
included a 'first-sale' doctrine that has allowed a vibrant 
second-hand market to emerge alongside the market for new 
items, in software this is constrained by licence conditions, 
some sellers' DRM restrictions on the machines that 
software will run on once it has been initiated (uploaded), 
and the fast moving market (upgrade, new software) that 
has made a secondary market unattractive to users. 
Moreover, increasingly the use of surveillance systems 
within DRM is starting to allow suppliers to both limit and 
reveal user activities and practices, which allows software 
providers to discriminate between various users (for instance 
through single user and multiple users site licences - a form 
of soft DRM that is essentially controlled through company 
audits) and price these different groups access to the product 
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or service differently.ll While certainly many economists 
may celebrate this ability to run more accurately-priced 
parallel markets, for users there is a considerable cost in the 
realms of privacy and control, costs that are borne not by 
the companies that benefit from price discrimination but 
by the subjects of surveillance and limitations on use. 

Likewise, as was amply demonstrated by the recent Sony 
CD case related in the preface to this volume, the initiation of 
active DRM surveillance systems can violate the security of 
users' computers when these DRM tools seek to either report 
back to suppliers, or perhaps more worryingly where they 
allow the workings of the software to be externally directed 
over an Internet connection (to change configurations, 
apply 'patches' and otherwise interfere automatically 
with users' computers). Furthermore, as Bruce Schneier 
notes, Microsoft's Internet Explorer, still the dominant 
Internet browser, does not include easy to use cookie 
handling, nor a pop-up advert blocker.12 Schneier argues that 
this is because: 

Microsoft isn't just selling software to you; it sells 
Internet advertising as well. It isn't in the company's 
best interest to offer users features that would adversely 
affect its business partners. (Schnieier, 2006) 

Whatever their motivation, Internet Explorer's DRM means 
that the software cannot be modified in this area of 
consumer interest (while being able to offer facile choices 
about the colour scheme) and continues to interact with 
companies who may be known to Microsoft but for which 
the user has had no opportunity to block communications 
from. And while other browsers are available, Microsoft's 
continued domination of the 'desktop' still supports the 
uptake of Internet Explorer. 
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To add insult to injury, the licence agreements that are 
activated by uploading software shield the suppliers of 
software from any liability claims regarding damage (to 
data) that their products cause. Digital rights management, 
to use a phrase popular in political studies, seems to allow 
software companies 'power without responsibility'. Thus, 
while there is certainly a move to secure product liability for 
software in the US (see Zollers et ai., 2005), up until now 
this has proved a difficult task; relying on contract law, the 
industry has been able to shield itself from liability through 
the terms of the licences that are agreed to (although 
whether this represents informed consent is another matter). 
However, as technologically adept people find problems that 
they are unable to fix (due to the limitations put upon the 
possibility of users re-engineering their software purchases) 
and because liability for non-performance is so constrained, 
an increasing number of users have sought a way to sidestep 
the limits placed on their practices by DRM components of 
mainstream software products. 

The importance of individual software developers to the 
early history of personal computing has not been diminished 
by the widespread commercialisation of the development of 
software. Indeed, the early stages of commercialisation itself 
prompted the first moves towards an alternative: open 
source working and the campaign for free software. The 
widening usage of DRM seems likely to have pushed more 
users towards this alternative. The non-proprietary model of 
software development shaped the early, non-commercial 
period of computer development, with computing source 
code shared, and development work collaborative and 
essentially unowned. However, after the US Department of 
Justice prosecuted IBM for anti-trust violations in the 1970s, 
software and hardware provision was split, prompting the 
development of a separate software industry that sought to 
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'own' code so as to profit from it. As a response to the 
widening scope of this model of 'ownership', Richard 
Stallman and others established the Free Software 
Foundation to support a new (positive and explicit) 
movement to keep software free from ownership. 

Stallman, with some legal advice, then produced what he 
regards as his 'greatest hack'; the General Public License 
(GPL) sometimes referred to as 'copyleft'. The GPL permits 
the user to run, copy or modify the software programme's 
source code, and if they so wish, to distribute versions of the 
programme. However, this does not allow them to add 
rights-related restrictions of their own. Often termed the 
'viral clause' of the GPL, the licence compels programmes 
utilising aspects of GPL licensed software to be fully 
compatible with the GPL themselves. 13 Crucially, the licence 
utilises copyright law to ensure it is both included in any 
derivative works as well as ensuring the GPL itself remains 
unchanged; to change the licence terms included in the 
software is to violate the copyright of the software 
and invite prosecution. While this guarantees that the 
GPL-protected programmes are never commodified, it has 
also undermined the development of hybrid free/proprietary 
software tools. 

There are some philosophical differences between Free 
Software and Open Source, even though both are based on 
what I term a logic of openness. This has been made much 
of by the Free Software followers of Richard Stallman, but 
perhaps reflecting his accusation of pragmatism, is regarded 
as less important among Open Source developers 
(often, but not exclusively, building their work on Linus 
Torvalds popular LINUX operating system). Indeed, Steven 
Weber's recent discussion of Open Source presents 
Stallman's political project as an inhibiting factor for 
Free Software, allowing Open Source to emerge as the 
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dominant strand in non-proprietary software programming 
(Weber, 2004). Recently the use of the term FOSS has tried 
to paper over these differences to allow those interested in 
promoting free software and open source software to focus 
on the key joint endeavour; to establish the logic of openness 
as the defining practice of the information society. Thus, the 
key issue here is that both, in their use of the logic of 
openness, represent a practical (and often also formally 
articulated) critique of the controlling logic of DRM. 

Thus, the ability to 'open up' software that is presented 
outside DRM-controlled proprietary arrangements allows 
local users to amend the tools in ways that reflect their own 
needs (local language versions being one often used 
modification). It also allows the inspection of the code to 
check it is doing what it should be doing, and allows groups 
of open source developers to examine and solve any 
shortcomings that are revealed through such inspection and 
usage, again the sort of non-company development 
behaviour that DRM forbids and constrains. 14 Moreover, 
such work often allows developers to build reputation and 
experience that can then be utilised in their paid career. The 
open source community has developed a clear dual role in 
software development: providing a source of cheaper 
non-proprietary tools, while allowing talented developers an 
opportunity to make their name and profit from better 
employment opportunities. 

The appeal of the open approach is perhaps best 
exemplified by the success of the Firefox Internet browser. 
After the dismemberment of Netscape and the 'triumph' of 
Internet Explorer, the developers of Netscape, although now 
dispersed across various other computer companies, kept 
developing their browser and released an open source 
version (Firefox) that has recently become the main threat 
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to Explorer, gatntng market share as more and more 
people become disenchanted with the Microsoft product 
(The Economist, 2005). Although Netscape had tried this 
strategy prior to its collapse, it was only with the 
establishment of Mozilla that it began to bear fruit. Thus, 
along with its linked email client (Thunderbird), the open 
source community project, now under the umbrella of the 
Mozilla Foundation, has dispensed with DRM to produce a 
rival product that is becoming a major threat to Microsoft 
previous dominance of the Internet browser market. 

Thus, while the music industry remains concerned to make 
DRM work for the current dominant players (the 'big four') 
in the software sector the attempt to establish and maintain 
control over the use and modification of software tools has 
engendered a very clear reaction that not only resists this 
control but has developed a competing model of work. While 
market control has been consolidating for some time in the 
music industry (Bishop, 2005), in the software industry, and 
despite Microsoft's dear dominance of the operating systems 
market, there remains a much more diversified market for 
most other software that allows space for such competing 
approaches to flourish. 

Control, criticism and reaction 

Having explored two cases where the 'problem' of DRM is 
manifest, it is I hope relatively clear that DRM is not so 
much about the protection of intellectual property as we 
might have originally thought. Firstly, as is often pointed out 
in critiques of DRM, the rights that have been established 
under the rubric of copyright, and those that DRM tools 
seek to consolidate and extend, are not actually absolute 
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rights but rather represent a (now) too often obscured 
balance between the rights of creators to reward, and the 
rights of access and use of social information that need to be 
secured for the wider social good. The idea that copyright 
exists to further the social good or innovation and expanded 
creativIty, rather than merely the narrower good of 
rewarding individuals seems to have been lost in the 
maelstrom around 'piracy' and digitised theft; the public 
good of access and extensive availability of information and 
knowledge has been constrained and circumscribed, to 
become a mere residual of what is left when all other rights 
owners have exercised their claimed rights. 

This is perhaps more of a potential social problem in 
facilitative sectors rather than entertainment/content sectors, 
but represents a serious issue for consumers wherever it is 
encountered, and indeed such has been seen as such by many 
consumer rights' groups across the world. That said, as 
should already be evident, the deployment of DRM is 
certainly not comprehensive and has become widely 
criticised. At present it is not clear whether DRM will be 
expanded and extended into new product areas or whether 
the problems it raises in the end will be too difficult to 
resolve in lively and competitive markets for intellectual 
property related products. 

Intellectual property is not the whole story; as Diedre 
Mulligan, John Han and Aaron Burstein predicted in 2003, 
'because DRM systems allow their owners to exercise nearly 
limitless post distribution control over works, DRM using 
companies may feel compelled to extend traditional revenue 
streams, to create new ones and to acclimate users to new 
business models' (Mulligan et aI., 2003: 85). Although 
predicated on the protection of intellectual property, 
perhaps the more important impact of DRM is to enhance 
and consolidate the control of the market by product and/or 
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service providing companies, and constrain and forestall 
consumer practices within the markets for these DRM
protected goods or services. Constraints on inter-operability 
(that have been achieved through technical ties as well as 
through DRM related methods) have been used to construct 
market dominance and high barriers to market entry in a 
manner that can only be described as anti-competitive. 
Thus, behind the mask of the rhetoric of continuing to 
protect the rights of creators and innovators, major market 
players have sought, and often succeeded in achieving, 
extended market control. 

As I have noted, this has prompted the development in the 
software sector of a new (or revived) mode of working that 
is based on an 'openness' rather than on a form of 
commodifcation (the making of knowledge and information 
into property). This movement does also have recent parallels 
in the music industry with the move to non-industry avenues 
for the distribution of files. Indeed, in the same way that 
FOSS has begun to remove the large established companies 
from the supply of software (at least to certain groups of 
users), in the music industry the use of the Internet has 
allowed artists to distribute their music without the 
intermediation of the major record companies, while also 
building communities of fans who can support their chosen 
artists not through the (imperfect) relationship of provider 
and purchaser of fixed music carriers (CDs, MP3 files), but 
through attendance at concerts and the purchase of directly 
supplied products. Thus, one might conclude that the major 
effect of a move to a stronger form of rights protection 
through the utilisation of DRM has actually prompted a 
response among users and consumers that has re-examined 
the mediated relationship of the existing market and found 
it unsatisfactory. In this sense, DRM has sowed the seeds of 
its own obsolescence . 
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Notes 


1. 	 Time-Warner's plans to leave the music industry may tempt 
some form of merger of music divisions with EMI, making the 
group effectively three, or competition regulators may only 
accept a sale to outside investors keeping the group at four. Of 
course, until the recent combination of Sony and Universal, it 
was the 'big five', which indicates that pressure to consolidate 
has yet to dissipate. 

2. 	 For my extended analysis of the global music industry see 
May (2005), and see Barfe (2004), Chapple and Garofalo 
(1977) and Eliot (1990) all of which cover the longer history 
of the industry very well. 

3. 	 It should also be stressed that the influence of the US music 
industry did not stop there; considerable lobbying pressure 
was brought to bear over specific aspects of the DMCA before 
it was finally passed by both Houses of Congress (see, for 
instance, Imfeld and Ekstrand, 2005). 

4. 	 Early indications are this combined model is how the movie 
industry will seek to roll out downloadable films: a 
combination of download and physical DVD purchases, 
although currently due to the much larger files involved, 
technically the movie industry lags the developments in the 
music industry (see Taylor, 2006). 

5. 	 See Fred von Lohmann's remarks in Fordham IPMELJ 
(2005: 1047). 

6. 	 'Belgian consumer group will appeal in copy protection case' 
EDRI-gram 2.11 (2 June 2004), available at http://www.edri.org/ 
edrigramlnumber2.111drm (13 January 2004). 

7. 	 'French court forbids DVD copy protection' EDRI-gram 3.9, 
4 May 2005. 

8. 	 The French government discussed an attempt to force some 
level of interoperability between iTunes and other makers' 
players, although this prompted criticism both from Apple 
themselves and from the US Commerce Secretary, suggesting 
that such demands were tantamount to 'state-sponsored 
piracy' (Geist, 2006). However, at the time of writing these 
proposals had been watered down to allow copyright holders 
to set some compatibility restrictions, see 'Apple gets French 

~A. 

Digital rights management: two cases for consideration I 

iTunes reprieve', BBC News 22 June 2006, available at 
http://news.bbc. co.uklgolprlfrl-lhilbusinessI51 06400.stm 
(27 June 2006). 

9. 	 Paul Ceruzzi has provided an excellent account of these 
pivotal years in the mid-1970s, (see Ceruzzi, 1999). 

10. Katie Hafner and Matthew Lyon's account (1998) has become 
the standard account, which most other popular narratives 
rely on to a large extent. 

11. This 	 is similar to the way that price differentiation has 
developed for academic journal subscriptions. 

12. At the time of writing, Microsoft had just included such tools 
as a response to user complaints and the increased threat from 
the open source Firefox. 

13. The full text of the GPL 	is available from the Free Software 
Foundation at http://www.gnu.org/licenses/gpl.txt 

14. For the possible international developmental implications 	of 
FOSS see May (2006a). 
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